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PykoBogacTBo no akcnayatauuu WB-3P-LR6

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBSI3M Mas1oro paguyca o ceteii LM/, conocTaBiMbIX MO CKOPOCTM C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

BecnpoBogHble aboHeHTcKkne ctaHumm WB-3P-LR6 — BbICOKONPOM3BOAUTEIbHbIE MHOTO(YHKLMOHA/IbHbIE
aboHeHTCKMe ycTpoicTea HoBoro nokoneHuns Wi-Fi 6E, npegHasHavyeHHble Ans npefocTaBneHnst COBpeMEHHbIX
BbICOKOCKOPOCTHbIX YC/yr nocpeactsom texHonorum Wi-Fi.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOMHEHWE, NpaBu/ia 6e30nacHol aKkcnayaTaunm yCTpONCTBa, a Takke
pekoMeHzaumm no ycTaHoBKe U HacTpoiike aboHeHTcKol ctaHumn WB-3P-LR6.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayatauuu WB-3P-LR6

2 OnucaHue n3nenus

2.1 Ha3HaueHue

AboHeHTcKasa ctaHuma WB-3P-LR6 paspaboTaHa g1 npefoctaBieHms foCcTyna K BbICOKOCKOPOCTHOM
6e3onacHoi 6ecnpoBoaHoi ceTn. YcTpoinctBo WB-3P-LR6 o6ecneunBaeT 4OCTYN K COBPEMEHHbLIM
WHTepakTUBHbIM cepBucam: NHTepHerT, IPTV, VolP.

AboHeHTcKasa ctaHuma WB-3P-LR6 npegHasHaveHa An1s nogkaodeHns K 6ecnposogHoi cetn goctyna Wi-Fi,
KoTopast MOXEeT ObITb MOCTPOEHa C UCNO/Ib30BaHNEM 6a30BbIX CTaHLMI, NepefaroLmx nHhopMaLmio Ha
AanbHUe paccTosHusA. MNpeanonaraeTca NCNo/b30BaHNe COBMECTHO ¢ 6a3oBoii ctaHumelr WOP-3ax-LR6. Takxe
MOXET MCMONb30BaTbCA A1 OpraHmn3almm 6ecnpoBOgHOr0 MOCTa MeXxay YCTPOMCTBaMMu.

Bnarogapst nogaepxke ctaHaapta IEEE 802.11ax aboHeHTckas ctaHums WB-3P-LR6 (nanee «ycTpoiicTBO»)
obecneunBaeT CKOPOCTb Nepegayn faHHblx Ao 2402 MéuTt/c.

WB-3P-LR6 nognepxunBaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepegasaTb Tpaduvk
B NPUYOPUTETHLIX OYepesix.

2.2 XapakTepuCTUKM YCTPONCTBa
Unmepgpelicbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;
* Wi-Fi6 Ty IEEE 802.11ax.

MuTaHme ycTpoicTBa ocyulecTBnsieTcs uepes PoE-uHxekTop 24 B ot cetn 220 B.

€ YcTpoiicTBo BbIiAET U3 CTPOSA NPY NUTAHUM Yepe3 POE-UHXEKTOP C HANPSXXEHNEM OTIMYHBIM OT 24 B.

dyHKYyUU:
Bo3moxxHocmu WLAN:

* nopnepxka ctaHgapra IEEE 802.11ax;

« arperauusi aaHHbIx, Bknovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETLI N NNaHUpoBaHNe NakeToB Ha ocHose WMM,;
* pexuM Toukn goctyna (AP-PTP/AP-PMP);

* pexuM knmeHTa (STA);

* aBTOMAaTM4eckoe onpefesnieHne paccTosHUS,

* aBTOMAaTM4ecKoe yrnpas/ieH/e MOLLHOCTbIO Nepeaaryvka;
* nognepxka ckpbitoro SSID;

+ nognepxka MAC ACL,

* 06HapyXeHne CTOPOHHUX TOYEK A0CTYnNa;

* nopnepxka APSD;

* OrpaHnyeHune crnmcka kaHasos;

* CMeKTpoaHam3arop;

* nogAepXxka (pMKCMpoBaHHON LEHTPasIbHOM YacTOTbl

* nognepxka TDD;

* HOCTUPOBKA.

Cemesble hyHKyuU:

* aBTOMAaTM4YeCKOEe COr/lacoBaHNE CKOPOCTM M AYNAIEKCHOTO PEXMMA;
+ nopaepxka VLAN (Access, Trunk, General);

* nopaepxka HacTtporikun C-VLAN;

* nognepxka Management VLAN,;

* DHCP-knueHT;



PykoBogacTBo no akcnayatauuu WB-3P-LR6

+ nopaepxka VLAN Mapping;

* nogaepxka Loopback Detection;

* noggepxka MVR,;

+ noggepxka NTP;

* nopaepxka Syslog;

+ nogpepxka DHCP snooping;

+ nopaepxka IGMP snooping (C BO3MOXHOCTbIO OrpaHUYEHNs KO/TIMYeCTBa rpynn);
* noaAepXkKa orpaHUyYeHns konmyecTsa nlyveHHbix MAC-agpecoB (MAC-learning);
* chunsTpauns BPDU;

* noggepxka IPv6,

* noggepxka LLDP;

+ nogaepxka Ping Watchdog.

®yHkyuu QoS:

* OrpaHuyeHune nNPornyckHo cnoco6HOCTY;

* n3meHeHue napametpos WMM ans pagmonHtepdeinca;

* nopaepxka npuoputnsaumm no 802.1p, DSCP n VLAN ID;

* MoAAepxka npuoputnsaumm Tpadgurka Ha ocHosaHun MAC/IP-agpeca.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA3 Enterprise);

* wundpposaHne gaHHbIx WPA3/OWE;

+ aBTopu3auus yepe3 RADIUS-cepsep npu BXo4e Ha YCTPOWCTBO;

* cucTemMa 3almTbl ayTeHTUdMKauum nosb3oBartens npu BXo4e Ha YCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema nprvMmeHeHunsa obopyaosarmsa WB-3P-LR6.

CeKTOpHAA aHTEHHa
ABOHEHTCKAs CTAHLMA NN ((
eV aVa VoV Ve j ‘

WB-3P-LR6
’ Wi-Fi 802.11ax
6y

«@»
Basosas cTaHuMuAa
l WOP-3ax-LR6

UTP Cat Se,
PoE 248

Wrmexrop PoE

Poytep

PucyHok 1 — Cxema npumeHeHus WB-3P-LR6



PykoBogacTBo no akcnayatauuu WB-3P-LR6

2.3 TexHunuyeckme napameTpbl yCTpPOMCTBa
OCHOBHbIe TEXHUYECKME NapaMeTpbl YCTPOWCTBa NpuBeaeHbl B Tabnvue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl nHTepeiica Ethernet

KonnuyectBo nopToB 1

DneKTpuYeckunii pasbem RJ-45

CkopocTb nepegaun 10/100/1000 M6uT/c, aBTOONpEeaeneHne
Mogaepxka ctTaH4apToB BASE-T

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHpapTsl 802.11ax

YacToTHbI gnanasoH 5935-7125 Ml'y,

Mogynauua BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
Pa6oune kaHanbl' 802.11ax: 1-233 (5935-7125 MI'y)

CKOpOCTb Nepeaayn AaHHbIX? 802.11ax: 2402 Mbut/c

MakcrmasibHoEe KOMMYecTBo 6Ty 64

OAHOBPEMEHHbIX ceccui

MakcuMasibHas MOLLHOCTb nepegarunka’ 6 Iuy: 26 obm
YyBCTBUTE/IbHOCTb NPUEMHUKa 6 'Mu: 0o -96 bm
BesonacHocTb WPA3/0WE

PagvounHTepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

MapameTpbl aHTEHHbI

KoadppmumeHT yennenms 18 pbu
JnHeliHan nonspusauus H/V

KCB He 6onee 2
WupuHa OH (H) 18°

WupuHa AH (V) 18°



PykoBogacTBo no akcnayatauuu WB-3P-LR6

YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naponto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namaTtb 128 MB SPI-NAND Flash

RAM 256 Mb DDR3 RAM

MuTtaHve Passive PoE 24 B

MoTpebnsemast MOLLHOCTb He 6onee 9 BT

CTeneHb 3alnThl IP65

Pa6ounin gnanasoH Temneparyp oT-45 po +65 °C

OTHOCHTEeNbHas BNaXHOCTb Npu 00 95 %, 6e3 ob6pa3oBaHNs KOHAEHcaTa

Temneparype 25 °C

ra6aputhbl (L x B x ) 250 x 250 x 65 MM

250 x 250 x 97 MM (c kKabenbHLIM BBOAOM)
Macca 1,2 kr
Cpok cnyxo6bl He meHee 15 net

1 KonuuecTBo KaHa/10B 1 3HAYEHNE MaKCUMasIbHOW BbIXOAHOVI MOLLIHOCTHU 6y,qu N3MEeHATbCA B COOTBETCTBUN C
npasuiamMmn paanod4actoTHOro peryimnposaHus B BalLel CTpaHe.

2 MakcymasibHast cKopocTb 6eCrpOBOAHOI Nepefayu AaHHbIX onpeaeneHa creLuhykaLysMmn CTaHAapToB
IEEE 802.11. PeanbHas nponyckHast CNnocoOOHOCTb OyaAeT ApYroii. YCNoBus, B KOTOPbIX paboTaeT CeTb, hakTopbl
OKpyXXatoLLei cpefpl, Bktoyasa 06bem ceTeBoro Tpaduvka, CTpouTe/IbHble Matepuasbl U KOHCTPYKLNNY, a Takke
CNy>XebHble flaHHble CETU MOTYT CHU3UTb peasibHYH NPOMYCKHYK CMOCOOHOCTb. PakTopbl OKpYXatoLen cpeapl
MOTYT TaKkxe B/IMATb Ha paguyc AeCTBUSA CeTU.
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2.4 [OuarpamMmbl HanpasneHHOCTU

PykoBogacTBo no akcnayatauuu WB-3P-LR6

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WB-3P-LR6 BbINONHEHO B N1aCTUKOBOM Koprnyce. BHelwHuin Bug nepegHeli naHesim WB-3P-LR6
npuBeaeH Ha PUCYHKe 2.

PucyHok 2 — BHewHwuii Bug, nepeaHei naHenn WB-3P-LR6

BHewHwuiA Bug, 3agHein naHenn yctpoiictea WB-3P-LR6 npeactasneH Ha pucyHke 3.

® ® ) 9
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PucyHok 3 — BHewHuin BUA, 3agHein naHenn WB-3P-LR6

Ta6nuua 2 — OnucaHne 3N1eMEHTOB 3aiHei naHenu

AnemeHT naHenu OnucaHue

1 @ Knemma g5t 3a3eM/eHnsl ycTpoiicTea

2 F KHonka c6poca K 3aBOfiCKMM HacTpoiikam «F» (3aKpbiTa repMeTUUHbIM BUHTOM)
3 PoE/ETH Mopt 10/100/1000 BASE-T (pasbem RJ-45) ¢ nogaepxkoii PoE

4 MeMGpaHHbIi BEHTUIALMOHHBIN KnanaH

12



2.6 CpetoBas nHgukauus

PykoBogacTBo no akcnayatauuu WB-3P-LR6

CocTOsiHMe yCTpOoiicTBa 0TOOpaXKaeTcs Npy NOMOLLY UHAMKATOPOB, PACMOMOXEHHbIX B HUKHER YacTu
ycTpolictea (pUcyHoK 4). MepeyeHb COCTOSHUIA MHAMKATOPOB NpvBeAeH B Tabnuue 3.

PucyHok 4 — BHewHwuin Bug WB-3P-LR6 cHu3y

Tabnuua 3 — OnuncaHve HAMKATOPOB

Nuankatop

WLAN — nHaukaTtopbl
YPOBHS CUrHasna ot
BCTPEYHOro
ycTpoiictea (RSSI)

LAN — nHaukaTop
nopta Ethernet-
nHTepgeica

Power — nHavkartop
nUTaHnsa n ctatyca
paboTbl yCTpoiicTBa

CocTosiHue
MHAMKaTopa

roput
NOCTOSIHHO

roput
NOCTOSIHHO

roput
NOCTOAHHO

roput
NOCTOSIHHO

HW OfINH
VHAVKATOp He
roput

roput
NOCTOSIHHO

MuUraeTt

roput
NOCTOAHHO

Muraet

OonucaHue

YCTPOWCTBO NOAK/IOYEHO, YPOBEHb CUrHas1a OT BCTPEYHOrOo
ycTpoiictea 6onbLue -60 gbm

YCTPOCTBO NOAK/IYEHO, YPOBEHb CUrHas1a OT BCTPEYHOIO
ycTpoiictea 60onblue -70 gbm

YCTPOWCTBO NOAK/TYEHO, YPOBEHb CUrHas1a OT BCTPEYHOIO
ycTpoiictea 6onbLue -80 gbm

YCTPOWCTBO NOAK/TOYEHO, YPOBEHb CUrHas1a OT BCTPEYHOIOo
ycTpoiictea 6onbuie -100 gbm

HET CoeAUHEHNS MeXAY YCTPoiCcTBaMM

kaHan mexay Ethernet-untepdeiicom WB-3P-LR6 1
MOAK/MOYEHHbIM YCTPOCTBOM aKTUBEH

npoLiecc NakeTHO nepegayun fgaHHbIX mexay Ethernet-
nHtepcpeiicom WB-3P-LR6 1 nogxntoHeHHbIM YCTPOACTBOM

nuTaHne NoAKMIoUEHO, HopMasibHasi paboTa

YCTPOWCTBO He nonayunno agpec no DHCP

13



PykoBogacTBo no akcnayatauuu WB-3P-LR6

NHpukaTtop CocTtosiHne OonucaHue
MHAOMKaTopa

yacTo MUraeT B nepesarpyska/copoc K 3aBOACKMM HaCTpOIiKam
TeyeHue 3

cekyHf, fanee

roput

NOCTOSAHHO

2.7 C6poc K 3aBOACKMM HaCTpolikam

CyLuecTByeT ABa cnocoba cbpoca yCTpoiicTBa K 3aBOACKUM HACTPOKaM.

1.

Uepes kHonKy «F» Ha ycTpoiicTBe. Heo6xoAnMo B 3arpy)K€HHOM COCTOSIHUM YCTPONCTBA HaXaTb U
yaepxvBaTtb KHOMKY «F» (okonio 10—15 cekyHz), KOTopasi HaXoAMTCA Ha 3aHeli naHenn ycTpolicTBea,
noka sce nHgukaropsl WLAN He 3amurator.

Uepes POE-MHXeKTOp, NOCTaB/ISAeMbIi C yCTPOCTBOM. HE06X04MMO B 3arpy>X€HHOM COCTOSTHUN
YCTpOWCTBa HaXkaTb W yaepXuBaTb KHOMKy «RST» Ha uHxekTtope (okonio 10—15 cekyHz), noka Bce
nHankatopsl WLAN He 3amuratoT.

Mpon3oinaeT aBToMaTnyeckas nepesarpyska ycTpoicTsa. MNpu 3aBOACKNX yCTaHOBKax byaeT 3anyLeH
DHCP-knueHT. B cnyyae, ecnu ip-agpec He 6yaet nony4yeH no DHCP, To ycTpoiicTBa 6yaeT ACTYMNHO No
ip-agpecy — 192.168.1.10, macka noacetn — 255.255.255.0; nva nonb3osarens/naposns Ans Aocrtyna
yepes web-nHtepdeiic — admin/password.

2.8 KomnnekT nocrtaBku

B 6a30BbIii KOMNAEKT nocTaBku yctpoictea WB-3P-LR6 BxoasT:

AB60OHeHTCcKasa cTaHuua WB-3P-LR6;

NHxekTop nuTaHus Passive PoE 24 B;

Kabenb nutaHus;

Mary-kopa RJ-45, Se kar., 1.5m;

KoMnnekT kpenexa;

PyKoBOACTBO MO aKcnayataumn Ha CD-ancke (onuyoHasibHo);
CepTudpmkar cooTBETCTBUS,;

MamATKka 0 AoKyMeHTauuu;

Macnopr.
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1

1.

2.

3.2

N —

NHCTPYKLUMK NO TEXHMKE 6e30MacHOCTM

He BckpbiBaliTe KOpryc YCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX A1
06CNyX1MBaHUS NOSIb30BaTE/EM.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHOM
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLMAIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3mMepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCA B LLe/IOCTHOCTU Kabenei n nx HagexXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpoicTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewurasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEHEeHWIo BCroMoraTesibHoe
obopyzoBaHue.

PekomeHaLmm no ycTaHoBKe

. YCTPOWCTBO A0/HKHO ObITb YCTAHOB/IEHO BEPTUKASIbHO Ha TPYOOCTOMKY/CTONG.

Mepepn yCTaHOBKOW 1 BK/OYEHNEM YCTPOINCTBA HEOGXOAMMO NPOBEPUTL YCTPOCTBO HA HaNnume
BUAMMbIX MEXAHUUYECKMX NOBPEXAeHWiA. B criyuyae Hanmumns NoBpexaeHnii cneayet npekpaTuThb
YCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT 1 06PaTUTLCS K MOCTABLLKY.

. [Ans o6ecneyeHns HanNy4dLLEero YpoBHS cUrHasa pasmellante yCTponcTBo Ha TpybocTonke/cTonbe

Takym 06pa3om, YTOObI ero aHTeHHa Obl/1a MakCMMasibHO Harpas/ieHa Ha CEKTOPHYH aHTEHHY
BCTPEYHOro ycTpoincTea. MNpu aTom 0653aTe/ibHO A0/MKHA 6bITb 06ecneyeHa npssmast BUGUMOCTb Mexay
ycTporicTBamun. HanbonbLumii ypoBeHb CUrHa1a MOXHO MOTyYNTb FOCTUPOBKON aHTEHHbI C MOMOLLbIO
nHamkatopos RSSI, web-nHTepdeiica (nogpobHee B noaMeHto «KOCTUPOBKa») UK koMaHbl B CLI.

C obpaTHoin CTOPOHbI OT MecTa KpernsieHUs KpOHLUTeNHa pacnonioxeHa nepejatoLan 4acTb aHTEHHbI.
IMeHHO 3Ty N/I0CKOCTb CriefyeT Hanpas/iATh HA CEKTOPHYH aHTEHHY BCTPEYHOro YCTPOMCTBA.

Mocne CTUPOBKM Y6eamTech, YTO CUrHaUT OT YCTPOCTBA He HWKe A0MYyCTUMOro ypoBHS -65 + -70 abm.
B0O3MOXHO yMeHbLUEeHWe AaHHOro nokasarens Ao -75 agbwm, ecnu He npegnonaraeTcs UCNosib3oBaHne
VolP, NnoTOKOBOro BMAEOBELLaHUA 1 APYroro YyBCTBUTE/IbHOIO K NoTepsm Tpadmka B 6ecnpoBofHOiA
ceTun.

Ecnu curHan npesbiwaeT 3HaveHne -40 abm, TpebyeTcs 3aHN3UTb MOLLHOCTL Nepejarymka Ha
BCTPEYHOM YCTPOMCTBE.

15


https://docs.eltex-co.ru/pages/viewpage.action?pageId=610996438#id-%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE%D0%BF%D0%BE%D1%8D%D0%BA%D1%81%D0%BF%D0%BB%D1%83%D0%B0%D1%82%D0%B0%D1%86%D0%B8%D0%B8WB3PLR5,%D0%B2%D0%B5%D1%80%D1%81%D0%B8%D1%8F2.4.0-antenna_align

PykoBogacTBo no akcnayatauuu WB-3P-LR6

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1. 3asemsneHne Heo6X0AMMO BbIMOMHATL U30/IMPOBAHHBLIM MHOTOXW/IbHBIM MPOBOAOM. YCTPONCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
2. MepByto yNUYHYIO rpO303aLUnTy HEOOX0AMMO YCTaHaBIMBaTb MakCUMasibHO 6/1M3K0 K YCTPOMCTBY,

COeAMHASA X KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ aKpaHMpOBaHHbIMW KOHHEKTOpaMMU.
3. BTOpylo y/iMyHyt0 rpo3o3amTy Heob6xo4MmMo ycTaHaBNnBaTb MakcMMasibHO 6/113Ko K POE-

NHXEKTOPY, COEANHSAA UX KOPOTKUM yNn4uHbiM FTP-kabenem ¢ akpaHMpoBaHHbIMU KOHHEKTOPaMMU.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gavHoin go 100 m.

YCTPOIACTBO HEOBXOAMMO 3a3eMNNTh (NoApPOBHEE B MYHKTE YCTAHOBKA YCTPOCTBA).

o s

POE-nHXeKTop A0/XeH ObITb NOAK/HOYEH B 3NEKTPUYeckyto po3eTky 220 B ¢ 3azemneHvem.

o Cocdewumennunid nafican FTP
e Sonee ) o, + NPEHUPORIHNSIT
nnnnnnnnn -

FTP nofiens pouusoes
wcnmAsenun, Jound do 100 M S,

¥AHYHER
FEO303aWMTa

OomawkHnii poyTep

Kaumyp awacuns ¢ -

' “ POE-HHHERTOR

| 4 YAH4HEA
Hommpp soscmmenun b

rPO30IAMHTA
'

[}
e —

e

4 A Howyp sazevneran I Ererer—

PucyHok 5 — CxemMa nogktoueHns ycTpoiicTBa A58 06ecneyeHuns rpo3osallyTbl
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PykoBogacTBo no akcnnyatauum WB-3P-LR6

4 lNoarotoBka yCTpOMCTBa
1. i3BNneknTe 13 ynakoBKM YCTPOICTBO.
2. Nogkntounte Ethernet-kabens Kk POE/ETH-nopty.

3. Nogkntounte naywmii ot WB-3P-LR6 Ethernet-kabenb k POE-nopTy nHxektopa.

/\3

4. Nopkntounte Ethernet-kabens Baweli cetn K LAN-nopty PoE-nHxekTopa.

5. Nopgknounte PoE-nHxeKTop K po3eTke 220 B ¢ noMOLLbi0 CETEBOrO LUHYpa. Nocne BKIYeHUA NMTaHns
ycTporicteo WB-3P-LR6 3arpy3unTcs B Te4eHne MUHYThI.

6. MopgxnounTech ¢ NomoLLbio 6pay3epa k web-koHdurypatopy WB-3P-LR6, cnefys MHCTPYKUMAM B
pasfene YnpasneHune yCTPONCTBOM Yepes web-nHtepdelic.

7. Ecnu 310 nepBbIii 3anycK YCTPOWCTBA, TO nepenanTte K pasgeny lNpeasapurtensHas HacTpoika.

5 MNpeaBapuTenibHast HacTpoka
Mepes MOHTaXXOM NpoBeAWTe NpeABapuTENbHY HACTPOIiKY YCTpOIiCTBa.

1. Y6eauTtecnb, YTO NUTaHne NOAK/IHUEHO.
2. CnepyinTte anroputmy u3 pasgena lNpumep HacTporikn aboOHEeHTCKOW CTaHL N,

YnocToBepbLTECh, YTO GECMPOBOAHOE COEMHEHNE YCTAHABNNBAETCS MEXAY YCTPONCTBAMU: AO/KHbI TOPETH
WNHANKATOPbI YPOBHSA cUrHasa. 3HaueHust nHaMKauum npveeAeHsl B pasaene CBeToBas VHAMKaLS.
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

6 YcTaHOBKa ycTpoicTBa

[Ona WB-3P-LR6 npeaycMoTpeHbI ABa BapnaHTa MOHTaKa: yCTaHOBKa yCTPONCTBa Ha TPybOCTOWKY/CTONG 1
yCTaHOBKa YCTPOMCTBA Ha CTEHY.

6.1 lMoarotoBka K MOHTaXy

1. I3BneknTe U3 ynakoBK/ YCTPOMCTBO, MOABVKHYI0 HYACTb KPOHLUTENHA, HEMOABWKHYH YacTb
KPOHLUTEMHa, NakeT C KPeNexoM, XOMYTbl.

2. Ha 3a[HI00 CTEHKY YCTPOICTBa YyCTaHOBUTE NOABMXXHYIO YacTb KPOHLUTEHA. B 3aBUCMMOCTY OT
BapuaHTa MOHTaXa, NoABUXHASA YacTb KPOHLLTENHA ycTaHaBIMBAETCA Pyykoli BBEpX (BepTuKas/ibHas
yCTaHOBKa) 160 BNpaBo/BNEBO (TOPU30HTa/IbHAS YCTaHOBKA). 3aKpenuTe KPOHLLTENH BUHTAMM 13
KOMMekTa.

PrcyHok 6 — KpenneHue nogswxHOW YacTu KPOHLUTEHA K YCTPOUCTBY

3. B HENOABWXHOM YacTu KPOHLUTEHa BKPYTUTE BUHTbI HA HECKO/IbKO 060POTOB B pe3b60Bble OTBEPCTUS,
KaK nokasaHo Ha pucyHke 7.

PUcyHOK 7 — YCTaHOBKa BYHTOB B HEMO/ABKHYIO YaCTb KPOHLWITEHA
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

6.2 YcTaHOBKa HEMoABWXHOWN YacTu KPOHLITENHA Ha TPYOOCTONKY/CTONO

YcTaHOBMTE HEMOABWXHYH YacTb KPOHLUTEHA Ha TPYGOCTOIKY, Kak NokasaHo Ha pucyHkax 8 (a) u 8 (6), u
3aKkpenuTe ee XomyTamu, MAYLLMMW B KOMMNIEKTE C YCTPOMCTBOM. MNepes oOKoHYaTe /IbHOM 3aTSXXKOW XOMYTOB,
oTperynupyite Heo6xoA4MMbIR yron yCTaHOBKM yCTpolicTBa. Cobntogalite MHCTPYKLUMM NO TEXHUKE
6e30MacHOCTV U peKOMeHAALMK, NPUBEAEHHbIE B pasaenax «/IHCTPYKLUMM No TEXHMKE 6e30MNacHOCT» U
«PekoMeHaaLmnmn no ycTaHoBKe».

PucyHok 8 (6) — Mopr3oHTa/IbHasi ycTaHOBKA
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

6.3 YcTaHoBKa HeNnoABMXHOMW YacTU KPOHLUTENHA Ha CTEHY

1. Bbibepute MecTo AN pa3MeLLEHNs YCTPOICTBa B COOTBETCTBUM C PEKOMEHAALMSIMUA U3 pa3fiesioB
PYKOBOACTBA «/IHCTPYKLMM M0 TEXHUKE 6E30MacHOCTU» N «PEKOMEHAALIMN N0 yCTaHOBKE». MprnoxnTe
HENOABWXHYIO YacCTb KPOHLLUTEHA K CTEHE U OTMETLTE PacnosiokeHe OTBEPCTUIA 4151 BUHTOB.

2. MpocBepnnTe OTBEPCTUS 1 3aKPenuTe HEMOABWKHYH YacTb KPOHLITEHA HA CTEHe NPU NOMOLLM
aHKepHbIX 601TOB M6 IM6G0O caMope30B, Hareneil, LWypynos AvaMeTpoM Ao 6 MM (pucyHkn 9 (a) n 9 (6)).

PucyHok 9 (6) — Mopr3oHTa/IbHasi yCTaHOBKA
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PyKOBO/ACTBO No akcnyatauyum WB-3P-L

6.4 YcTaHOBKa yCTpOWCTBA HA KPOHLLTENH

1. YcTaHOBMTE YCTPOCTBO Ha 3a(hMKCMPOBAaHHbIN KPOHLUTENH. MNpW yCTaHOBKE HEAOKPYYEHHbIE paHee
BUHTbI AO/DKHbI MONACTb B Na3bl NOABWXHON YacTy KPOHLUTEHA.

PucyHok 10 — YcTaHOBKa YCTPOICTBA Ha 3aMKCMPOBAHHbI KPOHLLTEH

R6

2. YCTaHOBUTE perynpoBoYHbIe BUHTbI (pUCyHOK 10) 1, BbICTABUB TPEBYEMbIIt YTon HaK/IoOHa YCTPOICTBA,

3aTsiHUTe ux (pucyHok 11). Yron HaknoHa nameHsietcsi ot -70 go 70 rpagycos.

OTperynvpyiite NoNOXeHMe YCTPOCTBA Tak, YUTOObl B 30HY €ro MOKPbITUSI Nonajgasin BCTPeUHble
yCTpolicTBa.

PucyHok 11 — ®dukcaums BUHTOB

3. llanee 3aTAHUTE OCEBbLIE BUHTbI, BOLLEALLNE B Na3bl NOBOPOTHOTO KPOHLWTEHA (PUCYHOK 11).

21



PykoBO/ACTBO No akcnyatauum WB-3P-LR6

7 MopaknoueHne ycTpoicTea

1. CHUMUTE KabesbHbIii BBOA, BLIKPYTUB €70 13 Kopryca yCTPOoiicTBa.

PucyHok 12 — CHsiTUe kabefnibHOro Beoja

2. 13BneknTe 13 KabenbHOro BBOAA 3arnyLUKy, CKpYTUTE Taiiky, BbIHbTE YMNIOTHUTENbHYH BTY/IKY U3
namveneii kopnyca.

PucyHok 13 — KabenbHbiii BBOA, B pasobpaHHOM BUAae

3. MNpoaeHbTe kKabenb ¢ pasbeMoM RJ-45 B oTBEpCTME raiikm KabenbHOro BBoAa.

PrcyHok 14 — YcTaHOBKa raviku kabesibHOro BBoa Ha kabene
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

4. YcTaHOBUTE pa3pe3Hyo Pe3NHOBYIO BTY/IKY Ha Kabenb MexXay pa3beMOM 1 YCTaHOB/IEHHOWN paHee
raikom.

PucyHok 15 — YcTaHOBKa pe3nHOBOIA BTy KM Ha kabene

5. MponycTrTe kKabesnb C pa3beMOM Yepes Kopnyc kabenbHOro BBoAa.

PucyHok 16 — YcTaHoBKa Kopnyca kabenbHoro BBoga Ha kabere

6. YCTaHOBWTE YNIOTHUTE/NBHYH BTY/IKY B /TaMe/In Kopryca KabesibHoro BBoga.

PucyHok 17 — YcTaHOBKa pe3nHOBOIA BTy KM B KOpNyC Ka6enbHOro BBoAa
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

7. HakpyTuTe raiiky Ha kopnyc ka6enbHoro BBoga Ha napy 060poToB (He 3aTsirBaiiTe raiiky, npoBog
[LO/KEH CBOBOAHO CKO/Ib3UTb BHYTPU YNIOTHUTENIbHOW BTY/KK).

PucyHok 18 — KpensieHue kabenbHOro BBofa Ha Kabene

8. BcTtaBbTe pasbeM RJ-45 B OTBETHYIO YaCcTb Ha KOopryce yCTPoCTBa.

PucyHok 19 — MogknioveHne Ethernet-kabens k PoE-nopty

9. BKkpyTuTe KabenbHblii BBOA B pe3b0y Koprnyca. 3aTsHuTe C yMEepEeHHbIM yCununem as1s obecneyeHms
coXatns ynnoTHUTENbHOTO KosbLa Ha doaHue KabenbHOro Beoja.

PucyHok 20 — YcTaHoBKa kabe/bHOro BBOAA B KOpMyc yCTpoiicTBa
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

10. 3aTaHuTe raiiky kKabenbHOro BBoga A0 NA0THOro obneraHns kabens ynioTHUTENbHOM BTY/IKOM.

PucyHok 21 — 3aTarmBaHue raiiku kabenbHoro BBojia

€ HexoppekTHas ycTaHOBKa Ka6ebHOT0 BBOAA MOXET NPUBECTM K HAPYLLEHUIO FepMETUYHOCTY
yCTpoOWcTBa.

11. BbInoNHUTE 3a3eM/IeHne YCTPOMCTBA Yepes CreunasibHyo Knemmy.

PucyHok 22 — 3a3emMseHune ycTpoiicTea
12. Mopakntounte Ethernet-kabens, naywmii ot WB-3P-LR6, k POE-nopTy nHxekTtopa.

13. PoOE-nHXekTop nogkntounte K posetke 220 B ¢ noMoLLbIO CETEBOIO LUHYpa.

€ Bo usbexaHme BbIXxoAa YCTPOICTBA U3 CTPOS PeKOMeH/IyeTCs UCMO/Mb30BaThb rPO303aLLuTY.
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

8 HOcTMpoBKa yCcTpoiicTBa

B NnepByto ovepeb BbINO/THAETCA TOPU3OHTa/IbHaA KOCTUPOBKa yCTpOMCTBa, 3aTemM — BepPTUKa/IbHas.

8.1

KOCcTupoBKa YCTPOICTB, 3aKpensieHHbIX Ha TPyb6OoCToKe/cTonbe/cTeHe

1. O6s13aTesIbHO NPOBOAMTE HOCTUPOBKY NOOYEPEAHO C ABYX CTOPOH, ONMPasiCb Ha pacyeTHoe 3HaYeHve
YPOBHSsI cUrHasia, noslydeHHoe B pasgesie PekoMeHAaLyn No yCTaHOBKE (HYXKHO MOTyYnTb MakCUMaslbHO
NpUGNNXKEHHOE 3HaYeHNe).

2. OTperynupyiiTe NofOXeHWe YyCTPOICTB, HaNpaBUB aHTEHHbI NPUGIN3UTENBHO B HaNpaBieHUn apyr
LpYra, NCNosb3ysi KApTbl, ONTUYECKYH BUAMMOCTL (Hanpumep, C NOMOLLbIO GBUHOK/IS) HA BCTPEUHYHO
CTOPOHY.

3. B cnyyae ycTaHOBKM CBA3W MeXAy YCTpOoNCTBaMu NpoBECTU CBeAEeHMe YCTPOUCTB NOOYepPeSHO,
[l061BasiCb NOCTENEHHOTo YBEIMYEeHN 3HaYeHuiA Ha Wwkane RSSI (3HaueHns nHavKaumMmn npuBeaeHbl
B pasgene CeeToBas MHAMKALMSA) B ABYX NIOCKOCTAX — BEPTUKAIbHON U TOPU30HTa/IbHOM.

4. B ropu3oHTasIbHON N/IOCKOCTN 0fHAa CTOPOHa NpoxoauT cektop 45-60 rpagycos — domkcupyet
MakC/MyM, BTOpasi CTOpOHa — NOBTOPSIET aHa/10rMyHoe AelicTBue.

5. [lanee BbINO/HAETCSA BTOPOW NPOXOA, MO YKa3aHHOW Bbile cxeme. OKOHYaTeIbHO 3aTSIHUTE XOMYT Ha
KpoHLWWTEeiHe. Heo6xo4MMO yumnTbiBaTh, UTO MPU KOCTMPOBKE nonagaHne B 60K0BON /1enecTok AvarpamMmmbl
HanpaBfIEHHOCTN MOXET ObITb pacLEHEHO, Kak BbIX04, HA MakCUMasibHbIli ypOBEHb CcUrHasia. YTobbl
n3bexatb AaHHOWN cuTyauumn Heo6xoauMo NPOBOANTL NOJHBIA NPOXO0A, B CEKTOPE U OTMeYaTb He/IMHEenHoe
N3MEHEHME YPOBHSI.

6. B BepTUKa/IbHOM NI0OCKOCTN MOBTOPUTL NYHKTbI 4—5. 3adouKCupyinTe nonyyYeHHbIn yrosa HakoHa ¢
MOMOLLbIO BUHTOB Ha LiENouKe.

PucyHok 23 — HacTpoiika Heo6xoaMMoro yr/ia Hak/ioHa

7. Ans 60nee TOYHOI IOCTUPOBKM MCMONb3yiiTe komaHay B CLI unu web-nHtepdeiic (nogpo6Hee B
noaMeHo «KOCTPOBKa»), A06MBASICb MAKCUMa/IbHbIX 3HAUEHWI YPOBHS CUrHana.

9 NToroeasi HacCTpoWKa yCcTponcTea

1.

PekomeHgyeTcst nogobparb U BbICTaBUTb CTATUYECKY MOAYNALMIO HA JaHHOM Y BCTPEYHOM
yCTpoiicTBax. [/1s1 Bbibopa cTaTU4ecKon Moaynsiumm Heo6XoANMO 3anyCTUTb HENPEPbIBHbIV MUHT A0
YCTPOWCTB. 3aTeM B MeH0 «MOHUTOPUHI» B pasaene «becnpoBoaHoi kaHas»/«becnpoBoaHble
KNMEHTbI» 3addMKCUPOBaTh, Kakas Moaynauns obisia BbiCTaBieHa aBTOMaTUYeCckn U yCTaHOBUTL ee
CTaTM4Yeckn B HACTPOIKax KaHasIbHOM CKOPOCTU nepefayn B MeHto «Radio». 4N HaAEXHOCTU MOXHO
BbICTaBUTb MOAY/IALMIO HA Napy NMYyHKTOB HMXXE TOW, YTO BbICTAB/IAETCS aBTOMAaTUYECKMN.

2. TpockaHMpoBaTh 3(hnp CNEKTPOAHAIN3aTOPOM 1 BbiOpaTb HAMMEHEE 3arpPy>XXEeHHbI KaHaJl.
3. YcTaHOBUTbL UTOrOBLIN KaHau1 B MeHIo «Radio».
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

10 YnpaBneHue ycTpoicTBoM vepes web-nHtepdoeic

10.1 Hauano pa6oTbl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec yctpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v naposs.

WB-3P-LR6

3. BBeauTe ums nonb3oBarens B CTPOKe «BBeAUTE NOrMH» U Naposib B CTPOKE «BBeAUTE Naposib».

© 3aBopackue yctaHoBKY: 1orvKH: admin, naposnb: password.

4. HaxxmuTe KHOMKy «BonTn». B OkHE Gpay3epa OTKPOETCS MEHIO MOHUTOPUHIA COCTOSIHMSA YCTPOMCTBA.

o ’;v € LTe x @ TecToBblil pexmm

BricTpan HacTpoiika MoHuTopuHr Radio STA CeTeakle HACTPOWKKH CucTema MHCTPYMEHTH! - (Bsixon)

BecnpoeogHoil kaHan
CratucTuka no Tpaduky
CrannposaHie acupa
CnexTpoaxanusaTop
HypHan cobemii
CeTesan WHopMaLMA

Wudhopmatmn o
pagwonHTepdeiicax

Mudboprauma ob ycTpoiicTee »

Wagenue

AnnapatHan BepcuA
Sasogcroit MAC-agpec
CepuilHEIin Homep
Bepcwa MO

Peaspenan sepewa M0
BepcuA sarpyaumnka
CucremHoe Bpema
Bpema paboTsl

Sarpyaka L|MY

MmOﬂbJ‘,’BMaﬂ naMATe

& OBHoEMTE

1v2
EC:B1:E0:2E:25:10

WP44000030

08.10.2025 12:24:20
0 au, 00:42:01

T%

469 110 Mbaiit / 237 Mbait
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

5. Mpy HeoBXOANMOCTN MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WB-3P-LR6
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

] e LTe X @ TecToBsIi pasui

BricTpan HacTporka MoHUTOpHHT Radio STA CeTeskle HACTPOMKK Cucrenma WHCTpyMEHTE - (ebixon)

BecnpoeogHoii Kadan Wanenue
AnnapatHan BepcuA 12
CratucTtuka no Tpadmky B »
3aeopcroit MAC-appec EC:B1:E0:2E:25:10
CraHuposatue 3cupa
CepuitHEli HoMED WP44000030

CnexTpoaHanuzaTtop Bepcua M0

HiypHan coBemii Pesepexan sepcua MO

Cetesan uHbopmaLma Hepei sapying
CucTemHoe BpeMA 08.10.2025 12:24:20
Wrchopmauma o

pafMoMHTEpChelicax Bpema pabotel 0 au, 00:42:01
Wncbopmaumn of ycTpoiicTae » Sarpyaka LY =
Menonsayeman namats 459 110 M6aiit / 237 MBaiit

& ObHoENT

10.2 CwmeHa nosnb3osaTesnen
Ha ycTpoiicTBe cyLlecTByeT ABa Tuna nonb3osaresneii: admin n viewer:

+ admin (naposb no ymonuyaHuto: password) MMeET NoMHbI AOCTYN K YCTPOWCTBY: UTEHNE 1 3annCb
NOObIX HACTPOEK, MOMHBIA MOHUTOPUHT COCTOSIHWA YCTPOICTBA.

* viewer VmeeT npaBo TO/IbKO NpOCMaTpuBaTh BCK KOHAMUIypaumio ycTpoincTea 6€3 BOSMOXHOCTU YTO-
nn6o pefakTMpoBaTb, MOHUTOPUHT COCTOSAHMA YCTPOMCTBA AOCTYMNEH B NO/IHOM 06beEMeE.

>-B e LT e X © TecToBhlil pEXUl

BricTpan HacTpoika MoHWTOpMHF Radio STA CeTeBkle HACTPOIKK Cucrena MHCTPYMEHTE! - (Bsixog)

Mpun HaxkaTMK Ha KHOMKY «Bbixoa» Tekyllasa ceccus nosib3oBatens 6yaeT 3aBepLueHa, 0To6pa3nTCsl OKHO
aBTOpU3aLNM:

WB-3P-LR6

,ﬂ,ﬂﬂ CMeHbI AocTyna HeO6XO,C|,I/IMO yKa3aTb COOTBETCTBYOLLNE NMA NOJIb30BaTes/ 1A U NMapo/ib, HaXKaTb KHOMKY
«BonTtwm».
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

10.3 MpumeHeHne KoHdurypaumm n 0TMeHa U3MEHEHNI

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HAXaTUN KHOMKM 3anyckaeTcs npoLecc cCoxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbIX HACTPOEK. Bce HAcCTpolikvu BCTynatoT B cuy 6e3
nepesarpysku yCTpoKcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOSIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnvua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npouecca NpUMeHeHUs HacTpoekK
BHewwHwMii Bupg, OnucaHue coCcTosiHUA

Mocne HaxaTust Ha KHOMKY «[pUMeHNUTb» NPOUCXOAUT NPOLIECC
NPYMEHEeHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoicTea. O6 3ToM

VHpOPMUPYET 3HAUOK 4 B Ha3BaHWUK BKNAKM W HA KHOMKE
«[TpPUMEHNUTL».

O6 ycneLwHOoM CoOXpaHeHU U MPUMEHEeHUN HaCcTPoeK MHdopmMmupyeT
Y — y p p P thopmupy
3HAUYOK B HasBaHMW BKNagKu.
2. OTMeHa N3MeHeHu

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTbL» N3MEHEHHbIE Ha CTPaHuLLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPOCTBa. [ocne HaxaTnsi Ha KHOMKY «MpMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI N3MEHEHUI UMeeT BUS; THENS
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

10.4 TecTOBbIN peXUM
Ha ycTpoiicTBe peasim3oBaH TECTOBbIA PEXMUM A1 NTPOOGHOr0 NPUMEHEHUA KOHGUIypauun.

YT0O6bI €ro aKTMBMPOBaTb, HKMUTE KHOMKY «TECTOBbIN PeXrM» Ha BepxHein naHenn web-nHrepdeiica.

P
[ - LTe X @ Tecroeklil pexum

BricTpan HacTpoiika Monutopuir  Radio AP CeTeBtle HacTpOHM Cuctema WHCTpyMEHTLI - (BbXOm)

Bpewms pa6oTbl TectoBoro pexuma — 300 cekyHa, (5 MUHYT). B TeueHne 3Toro BpEMEHM MOXHO NepemelLaTbes
no Bk1agkam web-koHdurypaTopa 1 Nnpon3BoAnTL Kakne-nMbo N3MeHEeHUs, MPUMEHSS UX Ha KaXXA0M cTpaHuue
C NOMOLLbIO KHOMKK «[MPUMEHUTB».

JanyleH TecToBeIA pexymn. [paeku ByayT oTMeHeHEl uepes 296 cek. BiiiTv M3 TecToBOrO pexiima -

%ELTEX

BhicTpan HacTpoiika MoHUTOpUHN Radio AP CeTesnle HACTpOKKM Cuctema WHETpyMeHTEI - (BbIX0A)

Mocne npoBepky HEOGXOAMMO KOHGIMIypaLyn HAXXMIUTE KHOMKY «BbIATK N3 TECTOBOIO pexumar U BbibepuTte
HY)XHOE AeicTBue:

3anyweH Tectoesi pexvm. Mpaskk ByayT oTMexHers yepes 206 cex. BuiliTi 13 TecToBore pexuma -~

CoXpaHuTE 1 BEIATH

NELTEX
B S OTMEHWTE W BHIATI

BhICTpaA HacTpoiika MoHuTOpMHE Radio AP CeTeBLIe HACTPORKY Cucrema MHCTpyMEHTE! TR (ekIxoa)

+ «COXpaHUTb 1 BbIATU» — NPU HAXATMUN NPOM30AAET BbIXOA, 13 TECTOBOIO PEXMMA U COXPaHEHUE B
3HEepProHe3aBMCUMMYH NamMsiTb BCEX N3MEHEHWIi B KOHGpUIypauum, KoTopble 6biv caenaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEeHUTb U3MEHEHMS, BbINO/THEHHbIE B TECTOBOM PEXUME, 6y1eT HEBO3MOXHO.

* «OTMEHUTb 1 BbIATU» — NPW HAXaTUN NPON30MAET BbIXOA U3 TECTOBOIO PeXuma 1 0OTMEHa BCEX
N3MEeHEeHWIA, BbINO/THEHHbIX B 3TOM pexume. ByaeT BocCcTaHOB/IEHA KOHUIypauus, AeliicTByroLas Ha
YCTPOIiCTBE /10 aKTUBALMN TECTOBOIO pexmma.

Ecnwn B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAEeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPOn30iAET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHUI, KOTOPbIE ObISIN CAENaHbl B JAHHOM PEXMME.
Mo ncTevyeHnn ykasaHHOro BpeMEHM KOHMrypaumusi BOCCTAHOBUTCS, AaKe €C/in B pesy/ibTaTe cAenaHHbIX
N3MeHeHuni 6biN NOTEePSH AOCTYN A0 YCTPONCTBA.
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10.5 OcHoBHble 31eMeHTbI web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no akcnayatauuu WB-3P-LR6

ELTEX

BecnpoeogHoii kanan
CramacTika no Tpadmky
Crannpoearue sgupa
CnexTpoaHanwzatop
HypHan cobwimii
Ceregan MHopMaLMA

WHdboprauma o
paguouHTepdeiicax

WMhdpopmauma ob ycTpoiicTee »

© 000 ipednpuamue "3nmexc”, 2025

paA HACTpOWEa MoHwTopHHT Rad

WManenue

AnnapaTtHas BepCHA
3aeoacroii MAC-agpec
CepuitHell Homep
Bepcua MO
Pezepenan eepcua M0
BepcuA sarpyaunka
CucTemHoe BpeMA
Bpema paboTel

3arpyaka LMY
Wcnonkayeman namaTs

£ O6HOBMTL

0 STA CeTeBble HACTPOMKN

2
EC:B1:E0:2E:25:10

WP44000030

08.10.2025 12:34:23
0 g, 00:52:04

6%

459 111 MGadir [ 237 MBaiir

© TecToBLIA pesum

(Bepcun WEB: .

OKHO NM0/b30BaTeNbCKOro nHTepdelica pasgeneHo Ha NsaTb obnacTeii:

1.

arw®

Bknagky MeHio — o118 rpynnyupoBKy NOAMEHI0 No KateropusiMm: BeicTpas HacTpoiika, MOHUTOPUHT,
Radio, STA (meHI0 «STA» fOCTYNHO TO/ILKO B peXXuMe ycTpoiicTBa «KnueHT») nnu «AP» (MeHo
«AP» OCTYIMHO B TOJILKO pexume ycTpoiictea «Touka goctyna PTP» unu «Touka goctyna PMP»),
CeTeBble HacTpoWku, Cucrtema, IHCTPYMEHTbI.
Bbi6op sA3blka MHTepdhelica 1 KHomnka (BbIxo4), NpefHa3HavYeHHas /1 3aBepLUeHns ceaHca paboTbl B
web-nHTepdelice nog faHHbIM NoNb30BaTeNEM.
Bknagkv nogMeHIo — 418 ynpas/ieHUst NosIeM HaCTpPOeK.

Mone HaCTpOeK yCTponcTea — AJ/19 NPOCMOTPA AaHHbIX Y KOHUrypaumu.
WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.
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10.6 MeHto «bbICcTpasi HacTponka»

PykoBogacTBo no akcnayatauuu WB-3P-LR6

B mMeHi0 «BbICTpas HacTpolka» BbINo/HAETCA 6a30Bast HACTPOIKa YyCTPONCTBa.

10.6.1 MoameHto «bBbicTpas HacTPonKa»

)
b - - @ TecToBsli peskum
SyELTEX  wWB-3P-LRé :
BHICTpasA HacTpoika MOHHTOPHHT Radio STA CeTeBble HacTpOoRKA Cucrema HHCTPYMEHTLI - (EbIxOg)
BhicTpas HacTpolika > Radio CnekTpoaHanusatop
Pexum ycTpoiicTsa Knnent W FR
¥ CRaHMpOBEATL CraHWpoBaHWe saiMeT He Sonee 40 c.
MowHocTe curiana, 26 hd
aEm MecnegHee ckaHMpoBadke Goino 04.07.2025 08:18:23
AgBToONpEneneHue 20
DPACCTORHKA
Kanan: 4
PaccTostue, ki [ {F] acTora: 5970 My
W Ymunusauua: 19%
=
"
HacTpoHkH NOAKMIYEHUA E
= 10
S3ID \WB-3P-LR6-test 3‘
Pexum GezonacHocTH WPA3 W E § | ‘
........ @
ko Ve o ks Ililll [
6000 6100 6200 6300 6400
MFP BrmoueHo o
YacroTa, My
CeTeBble HﬁCTpOﬂKH MoaknioyeHus
Hma xocTa STA
& OBHOEMTE:
MpeTeren Static ~
Hma ‘YpoBeHb curHana (RSSI), YaaneHHsId RSSI, Bpema -
CratHyecknii IP 192 168.1.10 Ne xocTa IP-agpec MAC-agpec abm obm paboTbl
1 -357-43 -367-51 0.an, 00:10:00
CeTesar wacka 255.255.255.0 AH, 5
LWnwos MK KRR KKK 1 4
DocTyn K ycTpoicTey
TNormx admin
Mapone -
MoATEEpAEHUE Napons -

B pasgene «Radio» ocyluecTBsKOTCS HACTPOIKM OCHOBHbIX NapamMeTpoB paanonHTepdielica ycTpolicTea.

+ Pexxum ycmpolicmsa — pexnm paboTbl pagnonHTepdeica yctponctea. [JOCTyMHbI:

+ Touka docmyrna PTP — TOUKa-TOUKa;
+ Toyka 0docmyna PMP — Touka-MHOIrOTOUKa;
« KnueHm — 6ecnpoBofHoi knneHT (STA).

* KaHan — BbI6Op KaHana nepefayn gaHHbiX. [py ycTaHOBNEHHOM hnare «ABTOMaTUYECKMiIl BbIGOP»
kaHana B MeHo Radio, gaHHasi HacTpoiika 6yaeT 3a6n10K1MpoBaHa;

« WupuHa kaHana, My — wmpmnHa nNoaockbl YacToT KaHasla, Ha KOTOPOM paboTaeT YCTPOMCTBO, MPUHUMAET
3HaveHus 20, 40, 80 n 160 MI'y;
OcCHOBHOLU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO MPY MPOMYCKHOW CNOCOBHOCTN CTaTU4eCcKn
3af1laHHOro KaHana, pasHoin 40 MI'y,. KaHan 40 MIM, MOXHO cuMTatb COCTOALLMM U3 ABYX KaHanoB no 20
Ml u, KOTOpble rpaHMyaT B YaCTOTHOM ob6nactu. 3Tn ABa kaHana 20 My, Ha3bIBaOT NEPBUYHBIM U
BTOPUYHbIM KaHa/1lamu:

+ Upper — nepBuYHbIM KaHanoM 6yaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHanom 6yaeT HxHKIA kaHan 20 My, B nonoce 40 Ml
duKcupoBaHHasi yeHmpasibHasi yacmoma — npu akTueauum cpnara Becb Tpagovk (NakeTbl AaHHbIX 1
ynpaeneHus) 6yaeT nepefaBaTbCs Ha yKasaHHOW LEHTpasibHO YacToTe KaHasa ¢ 3aaHHOW LMPUHOWA
nonocsl (40/80/160 MI'L). yHKUMS SIBNSIETCS NPONPUETAPHOIA, Nepeaadya BeAeTcs He No cTaHAapTam
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IEEE 802.11, rae npegnonaraeTcs UCMNonb30BaHVe pasHbIX LeHTPasIbHbIX 4acToT A1A Tpadouka AaHHbIX 1
ynpasneHus npu wupuHe kaHana 40/80/160 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegatunka Wi-Fi B abwm;

+ AsmooripedesieHue paccmosiHusi — Npu yCTaHOBNEHHOM dofiare yCTPOMCTBO OyeT aBToMaTuyecku
onpenenaTb U HacTpavBaTb PacCTOsHUE MeXy YCTponcTBamu;

+ PaccmosiHue, KM — pacCcTOsiHMe Mexay YCTpolicTBaMu B KusiomeTpax. MiameHeHve 3HaueHus
paccTosHMA N3MEeHUT 3HaYeHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHne Mexay ycTporictBamu 3,2 KM, TO HE0O6X04MMO yKa3aTb 4 KM.

© nNapametpbl «KaHany, «LnpuHa kaHana», «OCHOBHOM KaHas» A0CTYMHbI TONLKO B PeXUMe yCTpolicTBa
«Touka pgoctyna PTP» nnu «Touka goctyna PMP».

HaCTQOVIKV] noaKNK4yeHnA:

+ SSID — nms BUPTYasibHOIN 6eCNPOBOAHON CETY;
* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHocTn goctyna Kk 6ecrnpoBofHON ceTu:

« OWE (Opportunistic Wireless Encryption) — meTop, lundppoBaHus, o6ecnedvBaoLmii 6e30nacHOCTb
[aHHbIX, NepegaBaeMbliX N0 He3alMLLeHHOW ceTu. MNpu 3TOM OT nosib3oBaTesieil He TpebyeTcs
BbINOJIHEHME KaKMX-TO AOMNOSHUTENbHbIX AENCTBUIA U BBOAA NAPO/IA 419 NOAK/IYEHUS K CETH;

+ WPA3 — cnoco6 wndpoBaHus, Npu BbiI6ope 04HOro U3 crnocobos 6yAeT AOCTyNHa cneayroulas
HacTpolika:

* Koy WPA — knto4/naposb, He06X0AMMbIN /19 NOAK/IYEHUA K 6ecrnpoBOHON ceTh. AnHa
Kntoya coctaenset ot 8 4o 63 CMBO/IOB.
+ MFP — 3aumta management-kagpos (gocTynHo npu pexume 6esonacHoct WPA3, OWE. Mpwu BbiGope
pexuma 6esonacHoctn WPA3, OWE, MFP nepeBoguTtcsi B COCTOsIHME BK/toUYeHo):

* Bk/1oyeHO — 3almTa BK/IloUeHa. YCTPOMNCTBO HE MOXET NOAKII0UUTLCA K 6ECNPOBOAHON CETH, He

nogaepxvsatowein MFP.

CeTteBble HaCTpOMKMZ

* MIMsi xocma — ceTeBoe UMS YCTPONCTBa, 3afaeTca cTpoka 1-63 CMMBO/IOB: JTAaTUHCKME 3arnaBHble U
CTPOUYHbIe BYKBbI, LMPPbI, 3HAK AedInC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTEpdIeCy YCTPONCTBA K CETV NpefoCcTaB/IeHns yCyr nposangepa:

+ DHCP — pexum pab6oTsbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo 1 Apyrve napameTpbl, Heoo6xoanMble A/15 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npn KoTopom IP-agpec n Bce HeobxoanMble napameTpbl HA WAN-
NHTEpdenc HazHavarTcA ctatuyecku. MNpu Bolbope Tuna «Static» ANs pegakTMpoBaHnsa CTaHyT
[OCTYMHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdoelica ycTpoiicTBa B CETU NpoBaiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L1103 — afpec, Ha KOTopbI OTNpaBAseTca NakeT, ec/iv A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTmnsaumm.

JocTyn K yCTPONCTBY:

B pasgene «ocTyn K yCTPONCTBY» OCYLLECTB/IAETCA CMEHa Naposs.

Mpu BXofe Yepe3 web-nHTepdeiic agMmHmucTpaTop (Naposib No yMonyaHuto: password) MMeeT NosHbIi AoCTyn
K YCTPOICTBY: UTEHWE 1 3aMUnCh /IH06bIX HACTPOEK, NO/HbIVE MOHUTOPVHI COCTOSIHWS YCTPOCTBA. [/ CMEHBI
naposisi BBeAMTE HOBbIi Maposib cHavyana B nose «Maposb», 3aTem B none «MoATeepxaeHne napons» n
HaXKMUTE KHOMKY «[PUMEHNTb» [I/11 COXPAHEHWs1 HOBOIO Naponsi.
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CnekTpoaHanumsarop:
B pasgene «CnekTpoaHannsaTop» OCYLLECTBNAETCA 3aMyCkK 1 MOHUTOPUHT paboTbl CNeKTpoaHasmsaropa.

Ha ycTtpoiictBax WB-3P-LR6 ecTb BO3MOXHOCTb 3anycka crnekTpoaHasim3aropa Ha paguonHTepdeiice Radio 6
Mu,.

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXIM CKAHMPOBAHUS, UTO
npuBegeT K npepbiBaHuto Bcex Wi-Fi coeguHeHmnii Ha gaHHOM paavionHTepgieiice.

[ns 3anycka pa6oTbl CNEKTpoaHa/IM3aTopa HaXXMUTE Ha KHomky «CKaHMpoBaTb». B MHpOpMaLMOHHOM OKHE,
pacnosoXXeHHOM CrpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKYHAAX, NpoLLe/iLIee C Hauyana 3anycka
CKaHMpoBaHusl. Bpemsi pa6oThbl cnekTpoaHanmsatopa Ha Radio 6 'L, 3aHMMaeT He 6o51ee 1 MUHYTHI.

« [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMsi NOCNeAHEr0 CKaHMPOBaHUS;

* Ymunusayus kaHasia — NHhopmaLys 0 3arpy>XeHHOCTU pafuoKaHasa, BblpaXXeHHasi B MPOLEHTAX;
+ Yacmoma — 4acToTa kKaHana B MI'L, Ha KOTOPOM MPOU3BOAN/IOCH CKAHPOBAHUE;

* KaHan — Homep KaHana, CoOTBETCTBYIOLLMIA AaHHOI YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
pagnouHTepdeiice.

MNoakntoyeHns:
B pasgene «MopknoueHnsa» oTobpaxaeTcs MHpopMaumsi 0 COCTOAHUM NOAKHOYEHHbLIX YCTPOUCTB.

* Ne — HOMep MOAK/TIIOYEHHOIO YCTPOICTBA B CUCKE,;

* VIMs1 Xocma — ceTeBOoe MMS YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoHeHHOro YCTPONCTBa,;

* MAC-adpec — MAC-agpec Nnoak/1to4eHHOro YyCTPONCTBa;

* YposeHb cuzHana (RSSI) — ypoBeHb NPUHUMAEMOrO CUrHanNa, AbM;

* YOasieHHbIU RSSI — ypoBeHb NPYHMMAEMOro CUrHasa BCTPEYHOro YCTPONCTBa, AbM;
* Bpewmsi pabomsbl — BpeMs COefUHEHNS.

[ns BCTyNneHns B Cuy HOBOW KOHAMIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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10.7 MeHo «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

10.7.1 MogmeHto «becnpoBogHOM KaHau/becnpoBoOAHbIE KITUEHTbI»

B nogmeHto «BecnpoBogHOM KaHa»/«BbecnpoBogHble KNMeHTbI» 0TobpaxaeTcs nHdopmauns o
COCTOSIHUW NOAKMHOYEHHbIX YCTPONCTB. VIHdhopmaLmnsa 0 NOAKIHOHYEHHbIX YCTPOCTBaX HE OTOGpaXKaeTcs B
peasibHOM BpeMeHW. 11151 Toro 4Tobbl 06HOBUTL MHCpOPMAaLIMIO Ha CTPaHWLLE, HEOOXOAMMO HaXKaTb Ha KHOMKY
«OBHOBUTbBY.

B 3aBMCUMOCTM OT pexnma YCTPOWCTBa, «Touka goctyna PTP» nnun «Touka goctyna PMP», 6yaet
[OCTYMHO noameHo «becnpoBogHOM KaHa» U «becnpoBoAHbIE€ KNNEHTbI» COOTBETCTBEHHO.

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A5 oTo6paxeHus. Ans

g
aToro Haxmute Ha ¢ . Mpy HaXKaTUM Ha KHOMKY «[10 YMOMYaHI0» ByyT 0TOGPaKeHbI NapameTpbl Mo
YMO/TYaHMIO.
[ noMcka NoAK/UYEHHbIX YCTPOMCTB AOCTYMNHbI CriefytoLme uasTpbl: N0 BCEM NOMSAM, MO0 UMEHU

xocTa, no IP-agpecy, no MAC-agpecy. 515 Bbibopa hunbTpa HaxMuTe Ha = ®yHKUMOHaN
[OCTYMNEH TO/IbKO B pexume ycTporicTea «Touka goctyna PMP».

Mpw noaceeTtke 3HaveHul Link Quality, Link Quality Common, Link Capacity, RSSI n YaganeHHsbiin RSSI
OpaHXeBbIM LiBETOM HabNAaeTcs yxyalweHve kayectsa CBA3N. EC/in 3HauYeHnss oKpalleHbl B KPaCHbI
LiBET, 3TO YKa3blBaeT Ha 3HAYMTe/IbHOE yXyALeHe CBA3N. PekomeHayeTcs npeanpuvHATbL Mepbl 415
YNyULLIEHUS YCI0BUIA NOAK/THOUEHNS.

Hwxe npuseaeHbl npumepsl nogmeHo «becnpoBogHon KaHa»/«BbecnpoBOAgHbIE KITMEHTbI» B peXMMax
ycTpolicTBa «Touka goctyna PTP», «Touka goctyna PMP» 1 «STA» COOTBETCTBEHHO.

Buerpan wactpoiisa  Mowtopuer  Radio AP Ceremue wactpodn  Cuctema  MctpywenTsi e (Bei

BecnposoaHoi Kawan » 2 O6HoawTH

CraTuerura no Tpadiky
s PaccToRHMe, Yaanennsih RSSI,  Yaanenwsii SNR, BW, Bpema
Cranposarue sbipa # MNe xocta  IP-ampec MAC-anpec KM RSS,ABM  SNR,AB nEM 56 TxRate RxRate Mfy  Bepcua O padortsl DeiicTaue

1 sTA 0 43154 36736 45752 37137 HE NS52 MOS8 HTMCS 0 20 04k OmnouMTE

CrexTpoaranuaarop LGI175.5 LGI6S 00:00:04

SKypran cobumnii
Hypran codema Mepeparo / npukso scero, Gair  5629/1579 Mepeaanc ¢ owwbkanw, naretos 0

Ceresan unciopMauma Mepenaro / npnHaTo Ecero, nakeros 45/ 17 ToBTOpS: nepefasn 3a nocneaHwit nepuon, naketos 0
[RI— Mepeaano / nprwsTo panneix, Gair 4642/ 748 OBes uMcno NOBTOROS nepenadn, nakeTos 0
paprouHTEpdedcax MepenaHo / npuHATe AankbX, naketos 3172 Ckopecs nepegaun / npuewa, ibutic 010
Wrcbopmauma o6 ycTpoitcTee Moaynsauua Mepepako NakeTos MNpHHATO NaKeTOB
mMcso 0 0% 2 100%
HE-N$52-MC56 2 6% 0 0%

HE-NS52-MCS7 15 48% [ 0%

HE-NS52-MC58 14 45% o 0%
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BrcTpanWactpoiika  Momwtopwwr  Radio AP Cereswe wacTpoiimn  Cuctema  MkcTpymenTel u xom)
Becnposoartie KnneHTH >
CrarvicTusa no TpadmKy
Cranuposarue sippa
Hma PaccToAnue, YRaneHHelH ¥AANEHHEIH BW, Bepcna Bpema
Chexmpoananuaarop # MNe xocta  IP-appec MAC-agpec Kn RSSl, g6m  SNR, g6 RSSI, gBm SNR, a6 TxRate RxRate My no paGoTsi DedicTene
[ > o1 STA 60759 2727 65/-60 27427 HEMNSS2MCSe  HENSS2MCS7T 20 0aH OTkniounTE
ypran copers LGI 195 LGI 1463 00:07:16
CeTesan WHbopMaLIKA v 2 SA 50757 30030 51754 34134 HEMNSS2MCS10  HENSS2MCS8 20 0aH OTknounTE
LGI219.4 LGI 1755 00:05:14
Mrchopuauma o
paguonHTepdeicax Mepenaro / NpHHATO BCero, GaliT 203 643 /49 976 MepeazHo € OWHGKaMM, NakeTos 0
Vrchopuauws o6 yerpoiicTee Mepenaro  npukaTo 6cero, nakeros 1317395 MoBTOpE: nepenauu sa nocneawws nepuon, naretos 2
Mepegano [ npuraTo Jankenc, Gair 197 458 /43 704 OBuee wicno nosTopos nepefayi, nakeTos 119
Mepenano / NPUHATO Aarwes, nakeros 1674261 CropocTs nepeaasw / npueua, kGnric 170
Mogynsunn Mepegano naketos NpunsTo nakeTos
MCS0 0 0% 6 2%
HE-NS51-MCS11 0 0% 5 2%
HE-NS52-MCS3 0 0% 1 0%
HE-NS52.MC54 0 0% 1 0%
HE-NS52.MCS5 0 0% 4 2%
HE-NS52.MC36 1 0% 20 8%
HE-NS52MCST 12 1% 42 16%
HE-NS52-MCS8 14 1% 3 12%
HE-N552.MC59 42 3% 150 57%
HE-NS52.MCS10 287 16% 1 0%
HE-NS52MCS11 1338 80% 0 0%
Buictpan vactpofika  Mowwtopudr  Radio  STA  Cereswie wacipoiin  Cuctema  VHcTpymenTs u Boixo]
Becnpoeoanoi kauan > & ObHoBHTL
CramicTina no Tpady
Wms Paccrosmue, Yoanewuoidi  Yaanesuoiit BW, Bepcwn Bpews
Crammposase schipa # MNe xocra IP-agpec MAC-anpec KM RSSI, oM  SNR, b RSSI, nbm SNR, 06 TxRate RxRate My Mo paborbi  [leictene
_ 1 AP 0 -54/-56 33733 -53/-58 31731 HENSS2 HENSS2 20 [F:CH OmianioumnTe
CnexTpoariensatop MCS9LGI  MCS10 00:01:06
195 LGI 219.4
ypHan coBurmuii
Mepenaxo / NpuHATO Bcero, Gant 324281147 802 lMNepenaxo c olwMBKamy, NakeTos 0
Cevesan urdbopmaya
TMepenaHo / NPUHATO BCETD, NaKeTOR 22971086 TMoeTope! Nnepenaum 3a NocnenHuil NepHo, NakeToe 0
Wndhopmauma o N
pannoTepdelicax MNepenaHo / NPUHATO AaHHEIX, BaiT 29874/79 864 O6Luee uMCcno NOBTOPOE Nepenaul, NakeTos 23
MepenaHo | pUHATO Aakksix, naketos 1741382 Cropocts nepenau | npuema, Gutlc 11121
Vicbopmauma of yeTpoiictee
Mopynauua Mepenaxo nakeToR MpHHATO NakeToR
MCS0 0 0% 56 15%
HE-N§S2-MCS1 0 0% 2 1%
HE-NS§S2-MCS5 0 0% 1 0%
HE-NS§S2-MCS6 0 0% 2 1%
HE-NSS2-MCS7 0 0% 7 2%
HE-NSS2-MCS8 13 % 10 3%
HE-NSS2-MCS9 161 93% 60 16%
HE-NSS2-MCS10 0 0% 121 2%
HE-NSS2-MCS11 0 0% 123 2%

Ne — HOMep NOAK/TOYEHHOIO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YyCTPOINCTBa;

IP-adpec — IP-afpec NOAKIHOYEHHOTO YCTPOICTBE;

MAC-adpec — MAC-azpec NoAKNHOHEHHOTO YCTPOCTBa;

PaccmosiHue — paccTosiHne [0 BCTPEYHOro YCTPOMCTBA, KM;

Link Capacity — napameTp, KOTOpbIin 0ToBpakaeT adh(PeKTUBHOCTb UCNO/Ib30BaHNSA YCTPONCTBOM
MOAyNAaLMN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBA NakeToB, NepefaHHbIX Ha KaXao0i
MOAYNALMN A0 BCTPEYHOTO YCTPOWCTBA, U MOHMKAKLLNX KO3 (PMUMeHToB. MakcumasibHoe 3HaYeHne —
100% (03Ha4aeT, 4TO BCE NaKeTbl NepeaatoTcs [0 BCTPEUYHOIO YCTPOCTBA HA MaKCMMasTbHO
MOAYNALMMN ANS MaKCMMa/IbHOTO Tna Nss, NoAAEePXXMBAEMOr0 BCTPEYHbIM YCTPONCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatoTca Ha Moaynsuum nssTmes0 gns
BCTPEYHOro yCTpoiicTBa ¢ nogaepxkoin MIMO 3x3). 3HaueHve napameTpa paccumTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality — napameTp, KOTOPbI 0OTOOpaxXaeT COCTOSHUE JIMHKA 10 BCTPEYHOro YCTPOICTBAa,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBY. MakcumasbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NEepPBOl
MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakKeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCNeLHo
oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;
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Link Quality Common — napaMeTp, KOTOpPbIil 0TO6paXkaeT COCTOSAHNE INHKA A0 BCTPEYHOro YyCTPONCTBA,
paccunTaHHbI Ha OCHOBaHWUW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBYy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NepPBO
MOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCneLHo
oTnpaB/eH). 3HaueHne napaMeTpa paccunTbIBAETCS 3a BCE BPEMS NOAKMOUYEHNS BCTPEYHOTO
YCTPOWCTBa;

RSS! — ypoBeHb NpvHUMaeMoro curHana, Abm;

SNR — oTHOLWeHne curHan/wym, ob;

YoasieHHbIl RSSI — ypoBeHb NPUHMMaEMOro CUrHasia BCTPEYHOro YCTPOWCTBa, ABM;

YoasieHHbIl SNR — OTHOLLEHWE CUrHas1/LLyM BCTPEYHOIO YCTPOWCTBa, AB;

TxRate — kaHanibHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/c;

BW — nonoca nponyckaHus 6ecnpoBoO4HOro kaHana, Mrr;

CKopocmb repedadu — CpefHsAs CKOPOCTb Nepefayn gaHHbIX 3a nocnegHue 10 cekyHg, MouT/c;
CKopocmb ripuemMa — CpefHsAsi CKOPOCTb NpremMa faHHbiX 3a nocnegHue 10 cekyHa, MouT/c;

Bepcus O — Bepcusi nporpammHoro oéecneyeHns NoAKIHUYEHHOro YyCTPONCTBa;

Bpewmsi pabombi — BpeMsi COeQUHEHUS;

Jelicmsue — npy HaXXaTuUmn KHOMKN «OTK/IOUUTLY» COeAMHEHME C NOAKNIOYEHHbIM YCTPONCTBOM ByaeT
pasopBaHo. [locne OTKIYEHUS YCTPONCTBO Nepenoak/IunTCS;

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYEeCTBO nepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHOYEHHOEe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IM4eCTBO nepesaHHbIX/NPUHATBIX Ha NOAKHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KONMYeCTBO NMOBTOPOB nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa,

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — Ko/IMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb riepedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HACTOALLMIA
MOMEHT BPEMEHW.
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10.7.2 TogmeHto «CtaTucTmka no tpaduky»

B noameHo «CTaTucTuKa no Tpaduky» 0TobpakatoTcsi rpadunki CKOpOCTU NpuemMa/nepeaayumn Tpadmka 3a

nocnegHue 3 MUHYTbI, a Takke MHopMaLus 0 KoM4ecTBe NepeaaHHoro/nosly4eHHoro Tpaginka ¢ MOMeHTa
BK/THOUYEHMS YCTPONCTBA.

BwicTpan HacTpoika MoruTopmHr Radio STA CeTeswbie HACTPOAKM Cwcrema HHcTpymeHTsl u BbXOg,;
BecnposaaHoil kaHan
WLAND Tx/Rx KGurlc
Roc 8.2 KGw/e (max: 31.5 KGwic)
CramueTuka no Tpadmky > ® Tx &7 Kbl {max. 238 Kbl
Kbuic
CraHMpoBaHue Sthnpa a2
ChexTpoaHanisarop =
. - - 24
FHypHan cobbmi
20
CeTesan whopualma
16
Vnchopmas o
pagnonHTEpdeRcax 12
WnchopmaLa of yeTpolicTee 2
4
o
08:57-47 00:57:58 095811 00:58:23 00:58:35 00:58:47 095850 00:50-11 00:5823 00:50-35 08:58-47 09:50:59 10:00:11 10:0023 10:00:35 10-00:47 ¢, c
® Tic 0 Gz (maxc 0 Gl
Gutle
1
os
08
04
02
0
0.2
0.4
08
08
-
00:57:47 09:57:59 00:58:11 00:58:23 00:58:35 00:52:47 00:52:50 00:50:11 09:50:23 00:50:35 00:50:47 00:50:50 10:00:11  10:00:23  10:00:36 10:00:47 ¢t c

Mpadmk LAN Tx/Rx nokasbiBaeT CKOpOCTb nNprema/nepegaym Tpacmka yepes Ethernet-nHtepdelic yctporictea
3a nocnegHue 3 MUHyTbI. padrk aBTOMaTNYeCKM 0OHOBNAETCA KaxKable 6 CEKYHA,

Mpadmk WLANO Tx/Rx nokasbiBaeT CKOPOCTb Npuema/nepegaun Tpaduka yepes Radio-nHtepdeiic
YCTPOWCTBa 3a nocrnegHre 3 MUHyTbI. Fpadiuk aBTOMaTtnyeckm 06HOBSETCS Kaxable 6 CeKyHA,

OnucaHune Tabnuupl «lepedaHo»:

Vinmepcpelic — nmsa nutepdelica;

Bcezo nakemos — KONNMYeCTBO YCMNeLHO OTNpaB/eHHbIX NaKeToB;

Bcezo 6alim — KOnnM4ecTBO YCNeLHO OTNpaB/IeHHbIX 6aliT;

+ Om6powWeHO nakemos — KOIMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPaBKE;
* OwWubKuU — KO/IMYECTBO OLLMOOK.

MepenaHo v
WHTepdenc Bcero naketos Bcero GanT OThpoweHo NakeTos Owubrn
LAN 11799 5118186 0 0
WLAND 0 0 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4eCcTBO YCNEeLHO NPUHATBLIX NaKeToB.;

* Bcezo 6alim — KOIM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MpUHATO ~
WHTEpdenc Bcero nakeTos Bcero GanT OTOpowWweHo NaKeTos Owrdrm
LAN 325708 58498664 0 0

WLANOD 0 0 ] 0

10.7.3 MoameHio «CkaHMpoBaHue admpar

B nogmeHto «CkaHpoBaHue acpupar» OCyLLECTBNSAETCA CKaHNPOBaHME OKpYXXatoLLero paanoadumpa un
06Hapy>XeHne cocefHNX yCTPONCTB.

BricTpan HacTpoiika MoHuTOpHHT Radio 5TA CeTesble HAaCTPOMM Cucrema WHETpyMEHTBI n -~ (BBIX0G)

BecnposoaHoil kaHan Mocnegree ckanupoBanne Gmno 04.07.2025 05:48:25

CTaTkcTuka no Tpaguky
6y

Craruposadne sdmpa >
Onanasod Pekum SSID Pemnm GesonacHoOCTH MAC-apgpec Kanan | WupnHa RSSI, obm
CnekTpoaHankaaTop 6 My AP WPA3_1X 13180 -49
HypHan cobemil 6 My PTP OWE 620 -70

CeTesas MHGopMaLmMa

Wudopuayus o
pagHoMHTERpeRCaX

Whbopmauun of yeTpolicTes

[nsi 3anycka npoLiecca CKaHMpPoBaHWs aghupa HaXMMTe Ha KHOMKY «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLe NOSIBUTCS CMMCOK 06HaPYXEHHbIX B paano3dmpe YCTPOWCTB 1 MHKDOPMALIMS O HIX:

* [locniedHee ckaHUpoBaHue bbli/10... — Aata u BPeMs NOCNeHEro CKaHMPOBaHWS;

+ [uana3oH — yka3sblBaeTcs AnanasoH 5 T, B KOTOPOM Obl/10 06HaPYXEHO YCTPOICTBO;

* Pexum — pexvMm paboTbl paguorHTepdelica yCTpoicTBa,;

+ SSID — SSID o6HapyXeHHOro yCTPOCTBa;

* Pexum 6e3onacHocmu — pexunmM 6e30nacHOCTV 06HapPY>XEHHOTO YCTPOICTBA;

* MAC-adpec — MAC-agpec 06Hapy>X€HHOro yCTPONCTBa;

+ KaHasi/lLlupuHa — pagmokaHan, Ha KOTOPOM paboTaeT 06HapyXXeHHOoe YCTPOICTBO;

* RSSI — ypoBEeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHa/T 0GHAPY)XXEHHOro YCTPOINCTBa, ABM.

€ Bo Bpems ocyllecTBAEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IOUEH, UTO
NpVBEAET K HEBO3MOXHOCTM Nepeaayn JaHHbIX KIMEHTCKMM YCTPOCTBAM BO BPEMS CKAHPOBAaHUSI.
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10.7.4 TMoameHio «CnekTpoaHanmsaTop»
B nogmMeHto «CnekTpoaHaiM3aTop» OCYLLECTBAETCSA 3anyCK 1 MOHUTOPUHI paboTbl CnekTpoaHam3aropa.

Ha ycTporictBax WB-3P-LR6 ecTb BO3MOXHOCTb 3anycka crnekrpoaHanusaropa Ha paguovHTepderice Radio 6
Mu.

3anyck cnekrpoaHasmsaropa Ha nounHTepdelice

€ npwu 3anycke cnekTpoaHanusaropa paguonHTepdelic 6ygeT nepeseeH B PEXUM CKaHUPOBAHWS, YTO
npvBeaeT K npepbiBaHuio Bcex Wi-Fi coeanHeHnin Ha 4aHHOM paguounHTepgeince.

BbicTpan WacTpoiika  MowkTopusr  Radio  STA  Ceresbis WacTpoiimi  CucTema  MIHCTpyMeHTs! e {Ee0om)

EecrporaioNamn % Crannposars Crannposarnine saimeT He Gonee 40 ¢

CTatucThra no Tpadmrky
Mecneakee ckanuposakue Guino 04.07 2025 05:50:58

Craruposanue shupa
P U 75
Cnexrpoan T 70
NeKTpoaKanHIaTop > s
85 Yacrora: 6015 My

Hypuan cobemuil ‘i Yrunusaums: 65%

CeTeBan MHGOPMaUKA 55
50
WHbopmalms o
pagMonHTEpgeRcax 5
40
Wudopmauyus o yeTpokicTee
’ 35

30

¥TMMIauM A icaHana,

25
20

15
gl
M|
II. alalnan

6000 8100 6200 6300 6400

=

=

Yacrtora, MMy

[nsi 3anycka pa6oTbl CNEKTpoaHa/IM3aTopa HaXKMUTE Ha KHomky «CKaHMpoBaTb». B MH(OPMALMOHHOM OKHE,
pacnonoXeHHOM CrnpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKyHAaxX, NpoLle/iLiee ¢ Hauyana 3anycka
CKaHMpoBaHus. Bpemsi pa6oThbl cnekTpoaHanmsatopa Ha Radio 6 'L, 3aH1MaeT He 6o51ee 1 MUHYTHI.

« [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMs NOCNeAHEr0 CKaHMPOBaHUS,

* Ymunusayus kaHasia — UHhopmaLyst 0 3arpyXXeHHOCTU paanoKaHasna, BbIpaXeHHasi B NPOLeHTax;
+ Yacmoma — 4acToTa KaHana B MI'L, Ha KOTOPOM NMPOU3BOAN/IOCH CKAHPOBAHUE;

* KaHan — Homep KaHana, CoOTBETCTBYIOLLMIA A@aHHO YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B AnanasoHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
paanounHTepdeiice.
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10.7.5 TMogmeHo «)KypHan cobbITUiA»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

BeicTpan HacTpoiika MoHuTopHHT Radio STA CeTeBble HACTPOAKN Cucrema WMHCTpyMEHTH - (BbXO)
BecnpoeogHoit kaHan & OBHOBMTL. W Ouuctums
CramucTuka no Tpadmey
[lata v BpemMA Tun Mpouecc Coobuwenne
Crarmpoeatite ahvpa Oct 8 12:49:01 daemen.info scanwlan[1946]  scan on interface 'wlan0' finished
CnextpoaHanuzatop Oct812:4821  daemon.info scanwlan[1946]  start scan on interface ‘wlan®’
HypHan cobbimii > QOct 8 12:34:21 daemen.info configd[161] Exit from test mode by user admin without applying changes
Cerenan HcopMaLya Oct812:31:44  daemen.info configd[161] Switch to test mode by user admin
P Oct 8 11:46:47 authpriv.infe weblogin[908] pam_unix{weblogin:session): session opened for user admin
papvouTepelicax Oct 8 11:46:35 auth.warn weblogin[905] pam_authenticate call failed: User not knewn to the underlying authentication module (10)
MhdbopMaLya of yeTpoicTee Oct 8 11:46:33 authpriv.notice  weblogin[905] pam_unix{weblogin:auth): authentication failure

+ [ama u spems — Bpems, Korga cobbiTue 6b110 CreHepupoBaHo;
+ Tun — KaTeropvs 1 ypoBeHb BaXXHOCTUN COOLITUS;

+ [Npoyecc — vmsA npoLecca, creHepupoBaBLIEro COO6LLEHME,;

+ CoobuwjeHue — onucaHmne coobITus.

Tabnuua 5 — OnncaHne KaTeropuin BaXXHOCTU COObITUI

YpoBeHb Tun BaXXHOCTU OnucaHue
CoO0GLeHN
0 Upe3sBblyaiiHbie B cucteme npousoLusnia Kputnyeckasi owmobka, cuctema MOXeT paboTaTb
(emergency) HenpaBu/IbHO
1 CurHansl TpeBoru (alert)  Heo6xoaumMo HeMeAIeHHOE BMELLATe/TbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucTteme npousoLunia Kputnyeckas owimoka
3 Own6ouHble (error) B cucteme npousoLuna owmbka
4 MpenynpexaeHuns MpepynpexaeHve, HeaBapuitHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBegoM/eHe CUCTEMbI, HeaBapuinHOe coobLLieHne
6 WHdopmaLmoHHble VHdhopMaLMoHHbIE COOBLLEHUSA CUCTEMBI

(informational)

7 OTnagouHble (debug) OTnafiouHble Coo6LLIEeHUs NPeaoCcTaB/IsoT No/b30BATENO MHGIOPMALIMIO NS
KOPPEKTHO HACTPOMKM CUCTEMbI

[ns nonyyeHns HOBbIX COOBLLEHNIA B XXypHasie COObITUIN HEOOXOAUMO HaXxaTb Ha KHOMKY «OGHOBUTbY.
Mpn Heo6X0AMMOCTM BCE CTapble COOOLLEHNS 13 XXypHasIa MOXHO yAa/IUTb, HAXXaB Ha KHOMKY «OUnCTUTb.
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10.7.6 TMoameHio «CeTeBas MHGoOpMaLnsa»

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

BricTpan HacTpoiika MoHWTOpMHT Radio STA CeTeBrle HacTpo#KK Cucrema WMHCTpymMeHTh:
BecnposoaHoii kaHan Cratyc WAN
CratwcThra no Tpadmry WHTepdeic br0

n e i Mpotokon DHCP
Cranuposanne sdupa
IP-agpec
CnexTpoaHanuzaTop
MpuHATO 3.2 MbBair (3 397 993 Bair)

HypHan. cobeTvi Mepemaso 3.9 MBaif (4 138 768 Baiit)

Certeean uHpopmMaLmA » Ethernet

Wrchopmauna o CocroaHue nopta Up
paauouHTEpdhelicax
CropocTs 1000

Mudpopmauma of yetpoiicTee Tyt Full

ARP v
Ne IP-appec MAC-anpec
0
1
MapuwpyThl ~
Ne WuTepdpeiic Hazna4yenue Uintoz Macka
0 brl 0.0.0.0 0.0.0.0

1 br0 0.0.0.0

n-

Onaru

UG

(Bbixom)

Craryc WAN:

* MlHmepcpelic — nms bridge-nHtepdelica;

* [Mpomoko/1 — NPOTOKO/, UCNob3yeMblid ana aoctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

* [IpuUHSIMO — KONUYecTBO NPUHATLIX HA WAN 6anT;

*+ [MepedaHo — KonmyecTBo nepefaHHbix ¢ WAN 6aiT.

Ethernet:

+ CocmosiHue nopma — coctosiime Ethernet-nopta;
+ CKopocmb — CKOPOCTb NogkntoueHus no nopty Ethernet;
« Adynnekc — pexum nepefayn gaHHbIX:

* Full — nonHeIi gynnekxc;

*+ Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHpopmaumsa o coorsetcteun IP- 1 MAC-agpecoB coceHUX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoicTsa.

MapLupyTbil:
* MlHmepcpelic — nms bridge-nHtepdeiica;

* HasHaueHue — |P-agpec xocTa uiv nofceTy HazHaueHwsl, 40 KOTOPbIX YCTaHOB/IEH MapLUpYT;
* L3 — IP-aapec LWo3a, Yepes KOTOPbI OCYLLIECTB/ISIETCS BbIXOA HA afpecara;

* Macka — macka nogcetu;
* ®s1a2u — onpefeneHHble XxapakTepucTUKN JaHHOTO MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W ABISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLyM Ha NOKasTbHO cucTeMe, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpyT BK/IOYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHne ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHVMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykas3bIBaeT, UTO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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10.7.7 MogmeHto «MHdhopmauns o pagnonHtTepdence»

B nogmeHto «MHhopMaums o paguouHTepdeiice» 0TOOpaXeEHO TeKyLLee COCTOSHNE paanonHTepdenca

ycTpoiicTBa.
BricTpans HacTpoika MoHHTOpPHHT Radio STA CeTeBsle HACTPOHEKM Cucrenma MHETpyMeHTH - (ebxon)
EecnposogHeIe KNHEHTEI Radio 6 Ty
CramacTuka no Tpadmky Craryc Brmouero
CraHvposaHue scupa MAC-anpec
Pesan IEEE 802 11ax
CnekTpoaHanizatop
KaHan 1 (5955 MI'u)
Hypran cobimai LLmpuHa kanana, MMy 20
CeTesan MHhopMaLma YeuneHue aHTeHHsl, ABu 18
WischopmaLys o MowHecTs curiana, ABwm 14
paavoMHTEpdedicax » SUMM, 2B %
VHdbopmauya ob ycTpoiicTee YpoeeHk wyma, B 92192
YTunuzaurs kasana, % 10

PaanounHTepdeiic ycTpoincTBa MOXET HaXOAUTLCS B [1BYX COCTOSIHUAX: «BkntoueHo» nnm «BbikioyeHo». B
3aBUCUMOCTU OT cTaTyca nHTepdeiica anis MOHUTOPWHIA AOCTyNHA cneaytoLlas nHhopMaums:

«BbIKNHOYEHO»

Cmamyc — cOCTOsiHVe paanouHTepdeiica;
MAC-adpec — MAC-agpec pagnovHTepdelica.

«BkntoyeHo»

Cmamyc — cOCTOsiHVe paanouHTepdeiica;

MAC-adpec — MAC-agpec pagnonHTepdelica;

Pexxum — pexum paboTbl pagmonHTepgeica cornacHo ctaHgaptam IEEE 802.11,

Cmamyc nooK/to4eHUsT — COCTOsSIHUE noakMtoueHust knmenTa (STA) k Touke goctyna (AP). locTynHo
TONbKO [i/151 pexuma ycTporcTea «KnmneHT»,

KaHas — Homep 6ecnpoBOAHOIO KaHaus1a, Ha KOTopoM paboTaeT paguonHTepgelic;

UlupuHa kaHa/s1a — LWWMpUHA NOJI0Ckl YacTOT KaHaula, Ha KOTOpoM paboTaeT pagnovHTepaelic;
YcuneHue aHmeHHbl, 0bu — KO3PULNEHT YCUIEHNS BbIOPAHHOW aHTEHHbI;

MowHocmb cueHasia, 0bM — MOLHOCTb CUrHana, Ha KoTopoi paboTaeT pagnonHTepdeiic;
AUVIM, 0bm — adhhpekTBHAA N30TPONHO-N3/TyvYaeMas MOLLHOCTb;

YposeHb Wwyma — ypoBeHb LyMa KaHasa, Ha KOTOpOM paboTaeT paanonHTepdeiic;

Ymunusayus kaHas1a — MH(hopMaLMA 0 3arpy>XeHHOCTU pajnokKaHasa, BblpaXeHHas B NpoLeHTax.
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10.7.8 MogmeHto «MHpopmauns 06 ycTpoiicTee»

B nogmeHto «MHchopMauma 06 ycTpoiicTBe» 0TOOPaXKeHbI OCHOBHbIE XapaKTepPUCTUKM YCTPOICTBA.

eLTeX Tecronu
- @ TecToBbll pexui

BricTpan HacTporika MoHuTopHHT Radio STA CeTegrle HACTPOIKN Cucrema MHCTpyMeHTE - (Esxon)

BecnpoBogHoii kaHan Wagenne
- AnnapatHan BepckA 2
CratucTika no Tpadwky
Jaeopcroit MAC-agpec EC:B1:E0:2E:25:10
CraHupoeaHue 3cupa
Cepuikeli Homep WP44000030

CnexTpoaHanuaaTop Bepeas N0
MypHan coBuimii Pezepexan sepcua 10
Cetesan vHopmauma Dol sarpyaing
CucremHoe epema 08.10.2025 12:24:20
Whthopmauwn o
paguouHTepcedicax Bpema pabotsl 0 aw, 00:42:01

WHcbopmaLn of ycTpoiicTse » 3arpyaxa LITTY 7%

Mcnoneayemas namaTe 459 110 M&aiit / 237 Mbaiit

& 0bHOBUTL

M30enue — HanmeHoBaHMe MoAenmn YCTPOICTBa,;

AnnapamHasi sepcusi — Bepcus annapaTtHoro obecnevyeHunst yCTpomncTBea;

3asodckol MAC-adpec — MAC-agpec WAN-nHTepdoeiica yCcTponcTBa, yCTaHOB/IEHHbIV 3aBOA0OM-
n3roToBUTENEM,

CepuliHbIl HOMep — CepUiiHbI HOMEpP YCTPOCTBA, yCTaHOBNEHHbI 3aBOA0M-U3rOTOBUTENEM;
Bepcus MO — Bepcusi NporpaMMHOro o6ecneyeHmns yCTpomncTea;

PeszepsHas sepcusi IO — npeabiayuias yctaHoB/eHHasa sepcud MO;

Bepcusi 3aepy34uka — Bepcus NporpaMMHOro o6ecnevyeHns 3arpy3ymka ycTponcTea;
CucmemHoe BpeMsi — TekyLue BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

Bpemsi pabombl — Bpemsi paboTbl C MOMEHTa NOC/IeAHEr0 BKNKYEHUS AW nepesarpy3kn yCTPOCTBa;
3aepy3ka LIy — cpefHuii NpoLEHT 3arpy3ku npoueccopa 3a nocsegHve S cekyHs,
Vicnonb3dyemasi namsimbs — NPOLEHT NCNO/Mb30BaHNS (OU3NYECKON NaMsiTL YCTPONCTBa.
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10.8 MeHio «Radio»

B meHto «Radio» npounsBoguTca HacTpoiika 6ecnpoBoAHOro nHTepdeiica.

10.8.1 MoameHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

beicTpan HacTpoiika MoHuTopmHr Radio STA Cetestle HacTpoiki Cuctema MHcTpyMeHTH -~ (Esxoq)

Radio » Obuwme
QoS Pexum ycTpoiicTea Touka goctyna PTP v
[ononHuTensHo Pexom 802,11 IEEE 802 11ax v
ApTomaTvdeckui BsIBop KaHana

OFPEHH\JHTb CNUCOK KaHanoe

LLmpuHa kanana, MMy, 40 b
QcroeHOI Kanan Upper v

mHKCI"IpOBEHHEH LeHTpanesHaa J
yacrora

MouocTe curHana, abm v

@HHCHPOBEHHEH KaHaneHaA Auto v
CKOpPOCTE Nepejaqn

MakckmansHan KaHansHan Auto v
CKOpOCTL Nepejaqn

MakckmansHan KaHansHan Auto v
CKOpPOCTE Mpuema

PaccToaune, km

TOD O

[ononHUTENEHO v

+ [MpMeHHT: ® OTmena

O6ume HaCTPOIKK:

* Pexxum ycmpoticmsa — pexum paboTbl pagnonHTepderica yctporictaa. [JoCTynHbl:
+ Touyka docmyna PTP — TouKa-TouKa;
+ Touyka docmyrna PMP — TOUYKa-MHOIOTOUKa,;
* KnueHm — 6ecnpoBofHo KNneHT (STA).
* Pexxum 802.17 — pexxum paboTbl MHTepdieica cornacHo ctaHgapTam:
« IEEE 802.11ax;

« ABmomamuyeckul BbI60p KaHasia — NpU yCTaHOBNEHHOM chiiare yCTPOMCTBO ByAeT aBTOMaTUYeCKM
BblOMpaTb HAMEHEE 3arpy>XeHHbI pagnokaHan ans paboTtbl paguonHtepdeiica. Mpu cHaTom dnare
OTKpbIBaETCS A0CTYN A5 YCTAHOBKM CTaTUYeCKoro paboyero kaHana;

* KaHas1 — BblOOp KaHasia nepefayv AaHHbIX;

+ OzpaHuyums CrucoK KaHasi08 — Mpwn yCTaHOB/IEHHOM cpiare yCTPONCTBO OyAeT NCMNO/b30BaThb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMNCOK KaHa/I0B A/151 paboTbl B aBTOMATUYeCKOM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYmMTb CNMCOK KaHa/I0B» HE YCTAHOB/EH UM B CMIMCKE OTCYTCTBYHOT
KaHasibl, TO YCTPOIMCTBO 6YAET BbiOMpaTh pabounii KaHas M3 BCEX AOCTYMNHbIX KaHa/I0B AAaHHOI0
AnanasoHa yacToT. KaHanbl gnanasoHa 6 N'u: 1-233;

+ PaspeweHHbIl CruUCoK KaHa/l08 — HACTPOKa AO0CTYMNHa B pexnme ycTponcTBa «KnneHt». Mpu
yCTaHOBNEHHOM chriare yCTPOMCTBO ByAEeT MCMONb30BaTb OrpaHNYEHHbIV NONb30BaTENEM CMINCOK
KaHa/10B A/151 CKAaHNPOBaHNS N 0GHaPYXXEHNE BCTPEUHbIX YCTPONCTB. Ecnun donar HanpoTtus
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«Pa3peLUeHHbIli CN1COK KaHaU10B» He YCTAHOB/IEH UMW B CNINCKE OTCYTCTBYIOT KaHaslbl, TO YCTPONCTBO
Oy4eT ckaHMpoBaTb BCe AOCTYMNHbIE KaHas1bl AAaHHOIO Ananas3oHa YacToT. KaHauibl guanasoHa 6 My 1-
233;
UlupuHa kaHana, MMy — WwvpnHa Nosiockl YacTOT KaHaa, Ha KOTOPOM paboTaeTt YyCTPONCTBO, NPUHMMAaET
3HaveHns 20, 40,80 n 160 MI'y;
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPONYCKHON CNOCOBHOCTH CTaTUYEeCKM
3aflaHHOro kaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MI U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPUYHbIM KaHas1aMu:

+ Upper — nepBU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MIMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MI'y, B nonoce 40 MIy,
duKcuposaHHasi yeHmpasibHasi Yacmoma — npu aktusauum cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpaeneHus) 6yaeT nepeaaBaTbCs Ha YKa3aHHOW LIeHTPasIbHOM YacToTe KaHasia ¢ 3aaHHOl LLUMPUHO
nonocsl (40/80/160 MI'L). ®YHKLMS SABNSIETCA NPONPUETAPHOIA, Nepeada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNoNb30BaHVe pasHbIX LEeHTPasIbHbIX YacToT A1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,
PuKcupoBaHHasi KaHaslbHasi CKOpocmb repedadu — (PUKCUPOBaHHas CKOPOCTb 6ecnpoBOAHON Nepesayn
[AaHHbIX, onpefensemas cneuudmkaumamm ctaHgapra IEEE 802.11/ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fepedadyu — MakCMasibHas CKOpoCTb 6eCnpoBOAHOM Nepeaayun
[AaHHbIX 4aHHOro YCTPONCTBa, onpeaensemas cneungpukaumsamm ctaHgapta IEEE 802.11ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fpuemMa — MakCMasibHas CKOpoCTb 6eCnpoBOAHON Nepesayn
[laHHbIX BCTPEYHOro YCTPOICTBa, onpeaensemas cneumdvkaunsamm ctaHgapta IEEE 802.11ax. JocTynHo
TONbKO B peXmMax ycTpoiicTBa «Touka goctyna PTP» n «<KnneHt»;
AsmoorpedesieHue paccmosiHusi — Npy YCTaHOBIEHHOM chiare yCTPOWCTBO ByaeT aBTOMaTU4ecKku
onpenenaTb U HacTpavBaTb PacCTOsHUE MeXy YCTponcTBamu;
PaccmosiHue, kM — paccTosiHMe Mexay YyCTpoicTBaMu B KUOMeTpax. ViaMeHeHne 3HavyeHus
paccTosHMA N3MEeHUT 3HaYeHue Taim-ayta ACK. PaccTtosHme criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHie mMexay ycTporictBamu 3,2 KM, TO He06X04MMO yKasaTb 4 KM;
TDD — npwv ycTaHOB/IEHHOM pnare onuus BK/KOYEHa, MHade — Bbik/toyeHa. TDD — 3To TexHosorus
6eCKONNMN3MOHHOTO A0CTYyMna C BpEMEHHbIM pa3fefieHeM KaHasla, KoTopasi CUHXPOHU3NPYET nepegadvy
[aHHbIX B 0060MX HanpaBneHNsx B paMKax BpeMEHHOro Kaapa:

+ [nuHa kadpa, mc — pnutenbHocTb TDD-kagpa B MunancekyHgax, npuHumaet 3Haderus 5, 10 mc;

+ CoomHoweHue Downlink/Uplink — cooTHoWweHne BpemeHu TaliM-criota B TDD-kagpe mexay

Downlink n Uplink Tpadukom.

MapameTpbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOI KaHa» AOCTYMNHbI TO/IbKO B peXNMe YCTPonCcTBa
«Touka pgoctyna PTP» nnu «Touka goctyna PMP».
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO
OH ByJeT OTMeYeH cepbIM LBETOM. [1N1A TOro 4to6bl HOBast KOHUrypauus 6oi1a npuMeHeHa Ha
YCTpONCTBE, B cnncke «OrpaHnynTb CNMCOK KaHaN0B» A0/MKHbI ObITb yKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha ycTpoiicTBe eLle He NPON3BOAW/IOCH HUKAKMX HACTPOEK, N0 yMon4yaHuto Ha Radio 6 'y
ycTaHosneHa «lnprHa kaHana» 20 MI'y, a B cnvucke «OrpaHnynTb CMIMCOK KaHaUT0B» KaHaslbl He
yKa3aHbl.
JonycTym, BpyUHy B CNMCOK «OrpaHnynTb CNUCOK KaHau1oB» Oblsiv fobasneHbl 37,41,45,49 kaHauibl n
nosiBnnacb He06XoANMOCTb YCTaHOBUTL NapameTp «LUupuHa kaHanay», paBHbiii 40 MI'y,. Mpwn
n3MeHeHun gaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoanT cregytoLuee:
« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAatOLLMIA 3HaYeHne no
ymonuaHuto «Upper»,
* KaHasbl 41 1 49 B cnucke «OrpaHMYnTb CMUCOK KAHa/10B» MEHSKOT CBOW LIBET C CUHETO Ha
cepbIn.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. MI3BMEHEHNA HE BbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(PUTYpaLMs YCTPOCTBA N3MEHEHA
He ByaeT. DTO NPOUCXOANT MO NPUYMHE TOrO, YTO KaHasTbl, BblAE/NEHHbIE CEPbIM LIBETOM B CMUCKe
«OrpaHnynTb CIMCOK KaHasI0B», He NOAXOAAT NoA onpeaeneHne «OCHOBHOW kaHas» = Upper.

€ NapameTp MakcMMasbHOI KaHasIbHOM CKOPOCTY NPMEMa UCTOMb3YIOTCS /151 YKasaHUs MakCUMaslbHOM
KaHa/IbHOW CKOpPOCTM nepepaymn BCTPEYHOMY YCTPONCTBY.
MoaToMmy, HacTpanBasi MaKCMMasibHYH KaHaslbHYH CKOPOCTb MpUema, Hanpumep, Ha knveHTe (STA),
HacTpamBaTb MakC/Mas/lbHYH CKOPOCTb Nepeaaumn Ha Touke gocTyna (AP) He HyXHO.

YnpaBnieHne MOUIHOCTbIO cUrHana:

ynpaBneHHe MOLLHOCTLH CUrHana

MowHocTe cursana, abm 13 v
TWN aHTEHHEI MHTerpupoEaHHan v

KoathtbHUMEHT YCUNEHUA aHTEHHLI, ABW 18

* MowHocmb cueHasia, 0bM — perynnpoBka MoLHOCTU curHana nepegatunka Wi-Fi;
* Tun aHMeHHb! — BbIOOP THNa YCTaHOB/IEHHOW aHTEHHbI;
+ KoahhuyueHm ycuneHusi aHmeHHbI, 0bu — K0athnLUMEHT ycunieHmsa Ansg BblIopaHHOro Tmna aHTEeHHbI.
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JononHnTenbHo:

[ononHUTENLHO v

0BSS Coexistence
KopoTewid 3alMTHSIR MHTepEan
STBC O

Mepuoa oTnpaeku cnyxebHeX 100
coobleHwid, mc

[Mopor dparueHTalmn 2346
Mopor RTS 2347
Arperauua

KopoTtkana npeambyna

Pexum pabote DHCP Snooping replace w
Onuwa 82 chopmat CID APMAC-SSID v

Onuwa 82 dopmar RID ClientMAC v

Dopmar MAC-agpeca AABB:.CC:.DD:EE:FF v

+ [pUMEHHTE ® OTmena

* OBSS Coexistence — pexvMm aBTOMaTMYECKOro YMEHbLUEHNS LWNPUHBI KaHauta Npu 3arpy>XeHHoM
paaunoadhupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BKJ/THOUEH,;

+ Kopomkul 3awyumHbIl uHMepsas — NoAAepXKa YKOPOUEHHOr0 3aLUMTHOTO UHTepBasia. YCTPOMCTBO
nepefaet AaHHble, ucnonb3ys 400 He 3awmTHBI HTepBan (BMecTo 800 HC) Npu 06LLEHNM CO
BCTPEYHbIM YCTPOMCTBAMU, KOTOPbIE Takke NoAAepXMBaOT KOPOTKUIA 3alLMTHBIN NHTEpBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HAaNPaB/IeHHbIM Ha NOBbILLEHNE
HaeXHOCTM nepesayn AaHHbiX. MNpu ycTaHOB/IEHHOM dhyiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/IbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPOMCTBO He nepefaeT Of4WH U TOT Xe MOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

*+ [Mepuod omnpasKu c/yxebHbix coobwjeHul, Mc — nepunog nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTca AN o6HapyXeHns BCTPEYHOro YCTPOoKcTBa B achmpe, npuHumaeT 3HaveHns 20—2000 mc, no
ymonyaHunio — 100 mc;

* [lopoz hpacmeHmayuu — nopor hparmeHTaumm peinma, B 6antax. NMprHumMaeTt 3HavyeHnsa 256—2346,
no ymonyaHuio — 2346;

* [Mopoz RTS — yka3bIBaeT Ync/o 6aiiT, yepes KOTopoe NnocklnaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAYEHMS MOXET YyULIUTL PaboTy YCTPOICTBA NPy GOMbLLIOM
KO/IM4ecTBe NOAKNHUYEHHbIX BCTPEYHBIX YCTPOWCTB, O4HAKO 3TO YMEHbLUAEeT 06LLYI0 MPOMYCKHYHO
cnocobHocTb 6ecnpoBogHol ceTu. MpruHMMaeT 3HaveHnsa 0—2347, no ymonyauuio — 2347,

+ Agpezayus — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — NCMNO/b30BaHNe KOPOTKON npeamMOy/ibl NakeTa;

* Pexxum pabomsl DHCP Snooping — Bbl6op nonntukn o6pabotkn DHCP onummn 82. OCTynHble 3HAYEHUS
Ana selbopa:

* ignore — obpaboTka onumu 82 oTKNKOYEeHa. 3Ha4YeHMe N0 YMOTHAHNIO,
* remove — yCTPOWCTBO ygansieT 3HavyeHne onuumn 82;
* replace — ycTpoOICTBO NoAcTaB/sAET UM 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope AaHHOIo
3Ha4YeHUA A5 pefakTpoBaHUS OTKPbIBAKOTCA CreayloLie napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHumMaTh 3HaYeHus:
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+ APMAC-SSID — 3ameHa 3Ha4veHus napametpa CID Ha <MAC-agpec ycTpoincTBa>-<mms
SSID>. 3HauyeHne No yMosTHaHuio;

+ SSID — 3ameHa 3HavyeHus1 napameTpa Ha ums SSID ycTpolicTBa;

*+ custom — 3ameHa 3Ha4veHus napametpa CID Ha 3HaueHVe, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblli CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6ynet nepefasatbes B CID. Ecnv 3HayeHne napameTpa He 3aZaHo, YCTPOUCTBO
6ynet nsmeHATb CID Ha 3HaveHne no ymonyaHuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymMmosiyaHuio;

+ APMAC — n3mensitb cogepxunmoe RID Ha MAC-agpec yCcTpoiicTBa,;

+ APdomain — nameHsitb cogepxunmoe RID Ha goMeH, B KOTOPOM HaxoAuTCs
YCTPOWCTBO;

* custom — n3meHsaTb cogepxnmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onums
82 yHuKasbHbIn RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yaet nepegasatbes B RID. Ecnu 3HaueHre napameTpa He 3aZaHo, yCTPOMCTBO
6yneT nameHsTb RID Ha 3HaveHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUNS.
3Ha4veHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

,ﬂ.ﬂﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.8.2 TMogmeHto «QoS»

B noameHto «QoS» ocyLlecTBAsSieTCS HAcTpolika pyHKLMIA o6ecneyeHunst kauectsa o6cnyxmBaHus (Quality of

Service).
* Wi-Fi Multimedia (WMM) — BkntoueHne noaaepxkm WMM (Wi-Fi Multimedia);

* Bksiro4ums QoS — npuv ycTaHOB/IEHHOM (hniare AOCTyNHa HacCTpoika yHKLMn obecneyeHuns kavecTsa

o6cnyxusaHus (Quality of Service).

BricTpan HacTporka MoHuTOpMHT Radio STA CeTeBble HAacTpoiim Cucrema MHCTpyMeHTE
Radio Wi-Fi Multimedia (WMM)
QoS> Brniouume QoS
il &
FONONAATENEHO AP EDCA Parameters
Oyepege AIFS cwiMin cwiMax
Data 3 (QoH) 7 15 v 1023 ~
Data 2 (Best Effort) 3 15 v 63 v
Data 1 (Bugeo) 1 7 v 15 v
Data 0 (Tonoc) 1 3 v 7 v
Station EDCA Parameters
Ouepenb AIFS cwMin cwMax
Data 3 (®ow) 7 15 v 1023 ~
Data 2 (Best Effort) 3 15 v 1023 ~
Data 1 (Bugeo) 2 7 v 15 v
Data 0 (Tonoc) 2 3 v 7 v
+ [pumeHnTs * OTveHa

TXOP Limit

0

94

47

TXOP Limit

0

94

47

-

(Bexog)

* AP EDCA parameters — Tabnuua HacTpoek NnapaMeTpoB yCcTpoiicTBa (Tpaduk nepesaeTcs B

HanpaB/IeHNUN K KNIMEHTCKOMY YCTPOICTBY):
+ Oy4epedb — NpeponpeaeneHHble ouepean Ans Pa3IMYHoro poaa Tpaduka:

+ Data 3 (®oH) — HM3KOMPUOPUTETHASA OYepesb, BbICOKas NPONYyCKHasi CNOCOBHOCTb

(nproputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMYCKHas CNOCOBHOCTb U
3aZiepxka. B faHHyl0 ovepenb oTnpaBnseTca 60/1bLUNHCTBO TPAAULMOHHbIX |P-gaHHbIX

(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS! 04EPeb, MUHMMa/TbHbIE 3aAePXKKN. B AaHHO
ouepean aBToMaTuMyeckn obpabaTbiBaloTCs BUAEOAAHHbIE, YyBCTBUTE/bHbIE K BpEMEHU

(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA oYepeb, MUHUMaIbHbIE 3afePXKN. B faHHOl
ouyepean aBToMaTuyeckn obpabaTbiBatoTCs AaHHble, YyBCTBUTE/bHbIE K BPEMEHN, TakMe Kak:

VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMoB)

[aHHbIX, U3MepsieTCs B cioTax, NpUHUMAaeT 3HadeHus (1-255);
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* cwMin — Haya/lbHOE 3Ha4YeHne BpeEMEHN OXnaaHusi nepes NoBTOPHONM OTNpPaBKoW kaapa,
3afaeTcs B MUNUCEKYHOAX, NPUHUMaET 3Hadvenua 1, 3,7, 15, 31, 63, 127, 255, 511,1023.
3HayeHne cwMin He MOXET npeBbIwaTh 3HadueHne cwMax;

* cwMax — MakcMMasibHO€E 3Ha4YeHne BpeMeHN oXnaaHus nepes noBTOPHOW OTNPaBKoOW kKaapa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;

* TXOP Limit — napameTp UCNo/b3yeTCA TONbKO A8 faHHbIX, NepefaBaemMblX OT KJIMEHTCKOro
ycTpoiicTBa. BO3MOXHOCTb Nepefayn — MHTepBasi BPEMEHW, B MUNIMCEKYHAAX, KOT4a BCTpeyHas
WME-cTaHums umeeT npaBa MHULMNPOBATL Nepegadvy AaHHbIX N0 6eCnpoBOAHONM cpee K
YCTPOICTBY, MakCUMasibHOe 3HaYeHne 65535 MnnnncekyHg;

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB K/IMEHTCKOrO YCTPocTBa (Tpadumk

nepegaeTcsl B HaNpaB/ieHUM OT K/IMEHTCKOro yCcTpolicTBa). OnucaHue nosnei tTabnuubl NpUBeAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

10.8.3 MoameHto «0N0MHUTENBHOY»

B nogMeH0 «[LoNnOMHUTENbHO» OCYLLECTBSETCA HACTPOKa AONOMHUTE bHbIX NapamMeTpoB
pagnovHTepdelica ycTpolicTaa.

BeicTpan HacTporika MoHWTOpMHT Radio STA CeTeBble HACTpOIKK Cuctema MHCTpymMeHT - (ebixon)

Radio JlononHUTENEHO

QoS Crpana Poccua v [l Pasbnokmpoears

[ononHuTensHo »
v [puMeHuTE *® OtmeHa

+ CmpaHa — Ha3BaHVe CTpaHbl, B KOTOPOI paboTaeT yCTPOoWCTBO. [ BbiIbopa CTpaHbl HY>XHO BbICTaBUTb

donar «Pa36nokmpoBaTtb». B 3aBUCMOCTM OT YKa3aHHOro 3Ha4YeHns 6yayT NpUMeHEeHbl OrpaHnYeHns K
nosioce 4acToT U MOLLHOCTY Nepefaryrka, KoTopble AeiCTBYIOT B AaHHOW cTpaHe. OT yCTaHOB/IEHHOWA
CTpaHbl 3aBUCUT CMUCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO BINSIET HA aBTOMAaTMYeCK1il BbIGOp kaHana
B pexxume Channel = Auto.

HacTpoiika nokasibHbIX (pernoHasbHbIX) OrpaHNYeHuid, BKItoHasi paboTy Ha paspeLleHHbIX YacTOTHbIX
KaHaniax 1 BbIXOAHOW MOLLHOCTW, SIB/IIETCSI OTBETCTBEHHOCTHH) MHCTa/NISTOPOB.

Bbi60op HenpaBubLHOTO pervMoHa MoXeT NPMBECTM K Npo6ieMamM COBMECTUMOCTM C Pa3HbIMM
K/IMEHTCKMMU YCTPOCTBAMMU.

[N BCTYNNeHMs1 B CUYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsITh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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10.9 MeHio STA

B meHio «STA» BbINo/HSAETCS HAcTpoiika knneHTa (STA — Station) (nanee «STAv).

© MeHio «STA» AOCTYMHO TOMLKO B PEXMME YCTPOCTBa «KINEeHT».

10.9.1 MoameHo «KnmeHT»

BucTpas wactpoiika  Moswropwsr  Radio  STA  Cereswie wactpodms  Cucrema  MCTpymesTel

Knmewt > Moaknioyerne
Ne MpuopuTer SSID PexuM 5e30NacHOCTH MFP Kniow WPA MmA nonb3osarens Naponb
1 0w WPA3 ~| | Bunwuero Ve @ %
2 0 v WPA3-Enterprise ~| | Bunwuero ~ @ ®

3 0 v OWE ~| | Brniouero v x

Access VLAN ID
VLAN Trunk
General Mode
General VLAN ID
VLAN ID 0
TpuoputeT 802.1p auto v
VR
MVR VLAN ID 0
MVR 802.1p 7 -
[ONONHUTENLHO
Mpropurer DsCP v
OrpaHH4EHNA CKOPOCTH

BrnounTe o

[NoaknwyeHne:

* [Mpuopumem — onpepenseT o4epefHOCTb UCMONb30BaHWA npoduieit. Mpu novcke cetTn u
NOAK/OYEHNN, YCTPONCTBO NCMONb3YeT NPON/Ib C HAMBbLICLUMM NPUOPUTETOM B NEPBYIO ovepeab. Ecnn
NPUOPUTETbI OMHAKOBbIE, TO YCTPONCTBO OnpeaensieT ouepegHOCTb UCNOo/b30BaHWA npoduien Ha
OCHOBaHMKN pexnma wudposaHns n RSSI;

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

* Pexum 6e3ornacHocmu — pexum 6e3onacHoCcTy focTyna Kk 6ecnpoBOAHON CeTu:

+ OWE (Opportunistic Wireless Encryption) — meTopa, WwngpoBaHus, obecneyrBatoLLmii 6e30nacHOCTb
[laHHbIX, NepefaBaeMblX N0 He3alWLEHHON ceTy;

+ WPA3 — cnocob wugpoBaHus, npy Bbibope KOTOPOro 6yaet AOCTyNHa cneayroLast HacTponka:

* Koy WPA — knio4/naposnb, HE0O6X0AMMbIN 415 NOAKIYEHM K 6ecnpoBOgHON ceTh. imHa
K/itoua coctaBnsieT oT 8 4o 63 cMMBOSIOB.

« WPA3-Enterprise — pexum LindpoBaHns kaHana 6ecnpoBOAHON CBA3W, NP KOTOPOM YCTPOUCTBO
aBTOpu3yeTcs Ha LeHTpann3osaHHOM RADIUS-cepeepe. [1na ncnonb30BaHMA AaHHOTo pexuma
6e30nacHOCTM TpebyeTcsa ykasaTb napaMeTpbl NOAKIIYEHUS:

* WMs nosib3o08amerisi — NOMVIH, HEO6XoAMMbIA ANns aBTopu3auum Ha RADIUS-cepsepe;
* [Maposib — KNy/naponb, Heobxoaumblid Ana asTopmsauun Ha RADIUS-cepsepe.

« MFP — 3awmTa management-kagpoB (A0CTynHO npu pexume 6esonacHoctn WPA3, WPA3-Enterprise,
OWE. IMpwu BbIGOpE pexuma 6esonacHocTn WPA3, WPA3-Enterprise, OWE, MFP nepesoautca B
COCTOsIHME BK/IOYEHO:

* Bk/1o4eHO — 3almTa BK/KYeHa. YCTPOMNCTBO HE MOXET NOAKNI0UMTLCS K 6ECNPOBOAHON CETH, HE
nogaepxmsatowein MFP.
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[ns no6aBneHns HOBOro NPOdUAA NOAKIYEHUST HAXKMUTE KHOMKY «[06aBuTb Npodunnby». MakcumasibHO
MOXHO [06aBUTb 8 npodunei.

VLAN:

Access VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTtbCca MeTka npu nepegade Tpadmka Ethernet-
yCTpOICcTBaM, HaxoaawmmMes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIN Tpaduk 6yaeT HaBewmBaTbca MeTka VLAN ID (40CTYNHO Npu OTKOUYEHHOM peXuMe
VLAN Trunk);

VLAN Trunk — npw yctaHoBneHHom onare Ethernet-yctpoiicTBam, Haxoaawmmces 3a knneHTom (STA)
nepegaeTcsi TerMpoBaHHbIV Tpadvk (A0CTYNHO NpU OTKIKUYEHHOM pexume Access VLAN ID);

General Mode — npu yctaHoBneHHoM chnare Ethernet-yctpoiicTBam, Haxoaawmmes 3a knneHTom (STA)
paspellaeTcs nepegaya HETErMpPOBaHHOTO Tpadgika COBMECTHO C TErMPOBaHHbLIM (40CTYMHO Npu
BK/toUeHHOM pexxkume VLAN Trunk);

General VLAN ID — Homep VLAN, ¢ KOTOporo 6yAeT cHUMaTbCs MeTka npu nepegade tpaduka Ethernet-
yCTpOICTBaM, Haxoaawmmes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgmka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbI Tpaduk 6yaeT HaBewmBaTbea MeTka VLAN ID (A0CTynHO Npu BKIKOUYEHHbIX peXnMax
VLAN Trunk n General Mode);

lMpuopumem 802.1p — Homep npuoputeTa 802.1p, npucBanBaemblii Tpadnky, Ha KOTOPbIT
HasewwwnsaeTca meTka VLAN ID npu nomowm doyHkumoHana Access VLAN ID nnu General VLAN ID
(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID);

MVR — npwv yctaHoBneHHoM conare doyHkumoHan MVR (Multicast VLAN Registration) BkntoueH. Jaet
BO3MOXHOCTb MCMOMb30BaTh 0TAeNbHbIA VLAN ansa Multicast-Tpaduka;

MVR VLAN ID — Homep VLAN Multicast-Tpacmka, ¢ KOTOporo 6yaet CHUMaTbCA MeTKa Npu nepegaye ero
Ethernet-ycTpoiicTBam, Haxoaawmmes 3a kineHTom (STA). Mpu NpoxoxaeHnn Tpadimka B 06paTHyto
CTOPOHY Ha HeTernposaHHble IGMP-nakeTbl 6yaeT HaBelumBaTbcsd meTka MVR VLAN ID;

MVR 802.1p — npuoputeT 802.1p, KOTOpbIA ByaeT npucBavBatbcs IGMP-naketam ot Ethernet-ycTpoiicTs,
HaxoasALWwmxcs 3a knveHToM (STA).

JononHnTenbHo:

lMpuopumem — BbIGOP cnocoba npuopuTnsaumm. OnpeaenseT nose, Ha OCHOBaHUN KOTOPOro Tpadvk,
nepeparowmiica B pagunonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:
+ DSCP — 6ypnet aHanmauposartbes npuoputet n3 nonsg DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yaeT aHanu3uposaTbcs npuopuTeT 13 nosnst CoS (Class of Service) TermpoBaHHbIX
naxkeToB.
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OrpaHH4eHNA CKOPOCTH

Brntouute

OrpannueHne & Down

Crpannyenue s Up

JononHMTensHo

Orpanwdetne Broadcast 5 Down

Orpanuuyenne Broadcasis Up

Orpanuyerne Multicast 8 Down

Orpannyesne Unknown 8 UP

+ [PUMEHHTE

X OTmeHa

Briknicuero

BriknioueHo

Braknioqetio

BriknioueHo

Brakniovetio

BriknioueHo

Bkrodumes — aKTUBUPOBATL MOJ1e HACTPOeK;

+ OepaHuyeHue 8 Down — orpaHuyeHne NPonyckHO CNoCoO6GHOCTM B HanpaBieHun ot knmenTa (STA) go

Ethernet-ycTtpolicTs;

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoi cnoco6HOCTY B HanpasneHun ot Ethernet-yctpoiicTe 1o

knneHTa (STA).

JonosiHumesibHoO — aKTUBMPOBATbL A0MNOSHUTE/IbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NpomnyckHOV COCOGHOCTY LUMPOKOBELLATE/IbHOTO

Tpachuka B HanpaeneHun ot knneHTa (STA) go Ethernet-yctpoiicTs;

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLATETbHOMO

Tpadhmka B HanpasneHun oT Ethernet-ycTpoiicT fo kineHTa (STA);

+ OepaHuyeHue Multicast 8 Down — orpaHuyeHne NnponyckHON CNOCOBHOCTN MHOroaApecHoro Tpaguka B

HanpaeneHun ot knmeHTa (STA) go Ethernet-ycTpolicTs;

+ OepaHuyeHue Unknown 8 Up — orpaHnyeHne nponyCcKHON CNOCOBHOCTN HEM3BECTHOTIO Tpadvka B

HanpasneHun ot Ethernet-yctpoiicte go knneHta (STA).

[lNns HACTPOIKM orpaHNYeHnin ecTb crieaytoLie napaMmeTpsbl:

* BbIK/1l04EHO — OrpaHuyeHune nponyckHoOW CNOCOB6HOCTU He NPUMEHSETCS;
* Kbum/c — orpaHu4YeHvie NPoNycKHOM CNOCOBHOCTN NPUMEHSETCH B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM cnocobHOCTN NPUMEHSETCA B Nak/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.10 MeHio AP

B meHi0 «AP» BbINOMHSAETCA HAcTpoiika Toukn goctyna (AP — Access Point) (nanee «AP»).

© Menio <AP» [OCTYMNHO TOMIbKO B pexume ycTpoicTBa «Touka goctyna PTP» nnm «Touka goctyna
PMP».

10.10.1 MopgmeHto «Tovka gocTtynar

Brictpan HacTpoitka MonutapuHr Radio AP CeTeBsie HacTporik1 Cucrema WrcrpymenTe - (Bbix0g)

Touka poctyna > OBLWwue HacTPoKK

BrrrousHo
SsiD
Tpaxcnuposate SSID
Mpuopuret DSCP Ad
Pexaam Minimal Signal
MuHUManEHsIA ypoBeHs curHana, b -100

Mopor ypoeH: curHana Npu poymnHre, -100
abu

Wurepean Minimal Signal, c 10
MakcvmansHoe KONMMUECTEO KNUEHTOB 0
Waonauma aGoxexTos
Penang GezonacHocT WPA3 v
Kniod WPA | seeemees @

MFP BrnigueHo ~

O6ume HaCTPOIKK:

Bk/iroueHo — npwv ycTaHoOBMEHHOM donare Touka goctyna (AP) BK/IHOYEHA, MHAYE — BbIK/IOYEHS,

SSID — ums BUpTyanbHON 6ecnpoBOAHON ceTy;

TpaHcuposams SSID — npun ycTaHOBNEHHOM chriare BKKOYEHO BellaHne B adanp SSID, nHave —
BbIK/1HOYEHO;

lMpuopumem — BbIGOP cnocoba npuopuTnsaumn. OnpeaenseT nose, Ha OCHOBaHUN KOTOPOro Tpadvk,
nepeparowmiica B paguonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypnet aHanmaupoBartbes npuoputet ns nonsd DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanu3uposaTbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

Pexxum Minimal Signal — npw ycTaHOBNeHHOM chnare pyHKUNS OTKNHOYEHUSA KIMEHTCKUX YCTPOMCTB Mnpu
HWU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. st paboTbl PyHKLUMOHAIa He06X0AUMO
HaCTpOWTb criegyloLne napamMmeTpb:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPonUCXoauT
OTK/IHOYEHWE KIMEHTCKMX YCTPONCTB OT 6€CNPOBOAHON CeTy;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOAUT NepeksItUeHe KNMEHTCKMX YCTPOCTB Ha Apyroe yCcTpoicTBo. MapameTp
[O/MKEH ObITb Bbile, YeM «MUHUMaSIbHbI YPOBEHb CUTHaa»: ecnn «MUHUMaNbHbIA YPOBEHb
CuUrHana» paBeH -75 Abm, To «[opor ypoBHA cUrHasna npu poymMuHre» SO/MKeH ObiTb paBeH,
Hanpumep, -70 abwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHNN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUMN KIIMEHTCKMX YCTPONCTB OT 6ECNPOBOAHON CETW.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MakKCUMa/IbHO AO0MYyCTUMOE YMC/0 NOAK/THYaEMbIX K
6ecnpoBOAHOM CETU KIIMEHTCKNX YCTPOICTB;
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* U3on1s4yus aboHEHMOB — NMPU YCTaHOB/IEHHOM dp/1are BK/I0UYEHa M3015auma Tpadurka mexay
NOAK/MOYEHHBIMY YCTPONCTBaMY;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna Kk 6ecnpoBogHOl ceTu:

+ OWE (Opportunistic Wireless Encryption) — meTopa, LuLMPOBaHUs, obecneunBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBatenei He TpebyeTtcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napo/s 415 NOAKIYEHNS K CeTH;

+ WPA3 — cnoco6 wudppoBaHus, npu BbIbope KOTOporo 6yaeT [OCTynHa criedyoLliasn HacTpolika:

* Koy WPA — knto4/naponb, HE06X0AMMbIA 4115 NOAKAYEHM K 6ecnpoBOAgHON ceTh. mHa
Kntoya coctasnseT ot 8 A0 63 CMMBOJIOB.

+ WPA3-Enterprise — pexum LWMpoBaHUA kaHana 6ecnpoBOAHON CBA3M, MPU KOTOPOM YCTPOCTBO
aBTopu3yeTcs Ha ueHTpannsoBaHHOM RADIUS-cepBepe. /19 HACTPOKN AAaHHOTO pexvmMa
6e3onacHoCcTK TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa. Takke TpebyeTcs ykasaTb K/iou
ans RADIUS-cepsepa. NMpu BbIGOpe 04HOro 13 cnocoboB byaeT AOCTYMNHa cneayollas HacTpoka
Radius (cm. Huxe).

* MFP — poctynHo npu pexume 6e3onacHocty WPA3, WPA3-Enterprise, OWE. Npu BbIGOpe pexvmMa
6e3onacHoctn WPA3, WPA3-Enterprise, OWE, MFP nepeBogntcsa B COCTOSAHME BK/IHOYEHO:

* Bk/1l04eHO — 3almTa BK/IoYeHa. YCTPOMCTBO HE MOXET NOAK/IYMTLCA K 6€CNPOBOAHON CETHU, He
nopaepxvsatowieii MFP.

© HacTpoiiku «<MakKcManbHOe KOMNYECTBO KIMEHTOB» 1 «/3015LMst aGOHEHTOB» JOCTYMHbI TOMLKO B
pexvmMe ycTpoicTBa «Touka goctyna PMP».
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RADIUS:

RADIUS
Nomen root
IP-apgpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapons RADIUS cepeepa @
Mcnonszosats akkayHTUHT Uepes
RADIUS
Mcnonsaoeats gpyrve HacTpolkW AnA
AKKAYHTUHIA
IP-agpec RADIUS cepeepa anA 192.168.0.1
AKKAYHTMHIA
Mopr RADIUS cepeepa ana 1813
AKKAYHTMHIA
Mapons RADIUS cepeepa ans @

AXKaYHTHUHRA

HE‘pHD,CI,HLIECKEIH OTNpaeka arkayHTUHR O

JomMeH — floMeH nosnb3oBaTtesns;
IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbIl NCNoAb3yeTcst ANst ayTeHTUdMKaLnm 1
asTopusauuu;
Maposib RADIUS cepsepa — naponb ans RADIUS-cepBepa, cnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;
Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHoBMEHHOM chniare 6yayT oTnpaBnAaTbCA
coobueHns «Accounting» Ha RADIUS-cepBep;
Vicnonb3osame opyaue HacmpoUKu 0/151 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 07151 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro A/1s
aKKayHTUHra;
+ lMaposib RADIUS cepsepa 07151 akkayHmuHza — naponb ans RADIUS-cepBepa, Mcnosnb3yemoro ans
aKKayHTUHra;
Mopm RADIUS cepsepa 07151 akkayHmuHa2a — NOPT, KOTOPbIA 6yAeT ncnonb30BaH 418 coopa akkayHTUHIa
Ha RADIUS-cepBepe;
lMepuoduyeckas omnpaska akkayHmuHaa — BK/IOYNTb NEPUOANYECKYIO OTMPaBKY COOBLLEeHNI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas 0TNpaBKn COO6LLEHNA MOXHO B none «/HTepBan
OTNpPaBKM akkayHTUHIa».
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VLAN

Access VLAN ID
VLAN Trunk
General Mode
General VLAN ID
VLAN ID

Mpuopwuter 802.1p

auto

Access VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHAMaTbCA MeTKa npu nepegade tpadurka
KNMEHTCKUM yCTpoiicTBam. [Npn NpoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMPOBAaHHbIN
TpadvK OT KIMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbcst meTka VLAN ID (4OCTynHO Npu OTKHOUYEHHOM

pexume VLAN Trunk);

VLAN Trunk — npv yCTaHOBMEHHOM (b/1are K/IMEHTCKMM YCTPOCTBaM NepeaaeTcst TerMpoBaHHbIi

Tpaduk (ocTynHo npu oTkNoYeHHOM pexume Access VLAN ID);

General Mode — npv ycTaHOB/IEHHOM p/iare K/IMEHTCKUM YCTPOICTBaM paspeLlaeTcs nepejada
HETEerpPoBaHHOTO Tpaghuka COBMECTHO C TEMMPOBAaHHbLIM (LOCTYMHO Npu BKIOYEHHOM pexume VLAN

Trunk);

General VLAN ID — Homep VLAN, c KOTOporo 6yAeT CHUMaTbCA MeTka npu nepegade tpaduka
KJIMEeHTCKMM ycTpolicTBaMm. Mpu npoxoxaeHun Tpadumka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbIM
TpadK OT K/IMEHTCKMX YCTPONCTB ByaeT HaBelumBaTbcst MeTka VLAN ID (4OCTYNHO Npu BK/TOYEHHbIX

pexumax VLAN Trunk n General Mode);

lMpuopumem 802.1p — Homep npuopuTeTa 802.1p, NpucBanBaeMblil Tpadinky, Ha KOTOpPbIi
HasewwmsaeTca meTka VLAN ID npu nomowm cyHkumoHana Access VLAN ID nnu General VLAN ID

(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID).
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OrpaHnyeHns CKOpPoCTu:
[nsa pexuma yctpolictBa «Touka goctyna PTP»:

PykoBogacTBo no akcnayatauuu WB-3P-LR6

OrpaHW4eHns CKopoCTH

Brnrounts

OrpaHuuenne B Down

Orpaxwuenne 8 Up

HononHuTentHo

Orpanvyenne Broadeast B Down

Orpanwuenne Broadcast s Up

Orpannyenne Multicast e Down

Orpanuuenue Unknown B Down

KIMHUYEHD

KIMHUYEHD

KIMHUYEHD

KNHYeHD

KNHYeHD

KNMOYEHD

Bkiro4umes — aKTMBUPOBATL NOJ1e HACTPOEeK:

+ OepaHuyeHue 8 Down — orpaHuYeHre NPonNycKHOW CNOCOGHOCTMN B HaNpaB/ieHnn oT Touku goctyna (AP)

[0 knueHta (STA);

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoii cnoco6HOCTY B HanpaBneHun ot knreHTa (STA) ao

Touku goctyna (AP).

JonosiHume/ibHoO — akKTUBMPOBATbL A0MNOSHUTEIbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NponyckHO CNOCOGHOCTY LLIMPOKOBELLATE/IbHOTO
Tpachmka B HanpaeneHun ot Toukn goctyna (AP) no knunenta (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLLATENIbHOO
Tpadurka B HanpasneHun ot knneHTa (STA) go Toukm goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuuyeHie NponyckHO CMOCOGHOCTU MHOrOaAPECHOI0 Tpaduka B

HanpaeneHun ot Toukn goctyna (AP) no knuneHta (STA);
* OepaHuyveHue Unknown 8 Down — orpaHuyeHve nNponyckHO CnoCOGHOCTY HEM3BECTHOTO Tpaduka B
HanpaeneHun ot Toukn goctyna (AP) no knneHta (STA).

[Nsi HACTPOIKN OorpaHMyeHunii ecTb CrieaytoLIe napameTpbi:

* BbIK/1t04EHO — OrpaHuyeHne NpPonyckHOW CNOCOBHOCTM HE NPUMEHSETCS;
* Kbum/c — orpaHu4YeHve NPonyckKHON CNOCOBHOCTN NPUMEHSIETCA B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM CnocoBHOCTN NPUMEHSIETCA B Nak/c.
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[nsa pexuma yctpolictBa «Touka goctyna PMP»:

OrpaHuyeHua CKopoCTH

BrnounTte

Obwee orpaHnueHue B Down 0 BrimoueHo W
OBwee orpaHuuexue B Up 0 BrxmousHo w
Orpanudenie STA B Down 0 BrixmoueHo w

Orpannyenne STA e Up 0 BrimoueHo W

NononsuTensHo

Orpannyenne Broadeast e Down 0 BrixmousHo W
OrpaHvuenue Broadcast 8 Up 0 BrikmoueHo w
Orpannyenue Multicast e Down 0 BrixmoueHo W

Bk/1ro4ums — akTMBMPOBAThL MoJie HACTPOEK;

+ Obuwee oepaHuyeHue 8 Down — orpaHnyeHme obLlei NPonyCcKHOM CNOCOBHOCTM B HanpasB/eHUN OT
Touku goctyna (AP) ao knmeHToB (STA);

+ Obuwee oepaHuyeHue 8 Up — orpaHnyeHne obuieli NnponyckHOM CNOCOGHOCTM B HanpaB/ieHun oT
knneHToB (STA) fo Touku goctyna (AP);

+ OepaHuyeHue STA 8 Down — orpaHnyeHne NponyckHOM CNOCOOHOCTU B HaMpaB/ieHMM OT TOYKN AOCTyna
(AP) po kaxpgoro knveHTa (STA);

+ OepaHuyeHue STA 8 Up — orpaHMyeHne nNponyckHON CNOCOGHOCTM B HaNpaB/IeHUM OT KaX/0ro KfMeHTa
(STA) po Toukun goctyna (AP).

[lonosHUmMe/IbHO — akTUBMPOBATb A0MOSIHUTE/IbHOE MOoJie HACTPOEK:

+ OepaHuyeHue Broadcast 8 Down — orpaHuyeHne NponyckHol CNocO6HOCTU LLIMPOKOBELLATENIbHOIO
Tpadhuka B HanpaeneHun ot Toukn goctyna (AP) go knuneHTtoB (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHunyeHvie nponyckHoli Cnoco6HOCTY LLIMPOKOBELLATENBHOTO
Tpadhnka B HanpasneHun ot kneHToB (STA) go Touku goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuyeHne NponyckHO CNOCOGHOCTU MHOroaAapecHoro Tpaduvka B
HanpaeneHun ot Toukn goctyna (AP) ao kineHToB (STA).

[ns HacTpOlikM orpaHUYeHnin ecTb Crieaytolline napameTpbl:

* BbIK/1104EHO — OrpaHMyeHne NPonyCcKHOW CNOCOBHOCTM HE NPUMEHSETCS;
* Kbum/c — orpaHMyeHne NPonyckHOM CNOCOBGHOCTN NPUMEHSIETCH B KOUT/C;
* rak/c — orpaHu4yeHne NpPonyckHom CNocoBHOCTN NPMMEHSIETCA B Nak/c.
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KoHTponb goctyna no MAC:

B naHHOM noapasaene BbINOMHSAETCS HacTpoiika cnuckoB MAC-apecoB BCTPEUHbIX YCTPOCTB, KOTOPbLIM, B
3aBMCMMOCTU OT BblIGPaHHO NOIMTUKM AOCTYMa, Pa3peLLEHO UK 3anpeLLeHO NOAKNYATLCS K AaHHOMY
YCTPOWCTBY.

KoHTpont goctyna no MAC

BrmioueHo
MonuTika 3anpemiTe v

Cnucok MAC-agpecoe

1 AABB:CC:DD:EEFF x

2 AABB:CC:DD:EEEEE x

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM dhnare 6yaeTt pabotaTb BblbpaHHasa nosmTuka 4ocTyna;
* [Mosiumuka — NonMTuKa JocTyna. Bo3MoXHble 3Ha4YeHUs:

+ 3anpemums — K faHHOMY YCTPOWCTBY OyAeT 3anpeLLleHo NoAK/IYaTbCA BCTPEYHbIM
ycTporictBam, MAC-agpeca KOTopbIX coepxarcs B cnvcke. Bcem ocTasibHbIM fOCTYnN Oyaet
paspeLleH;

* Paspewums — K JaHHOMY YCTPOMCTBY OyeT pa3peLleHo NoaxKIyaTbCs TO/IbKO TEM BCTPEUYHbIM
ycTporictBam, MAC-agpeca KOTopbIX coepxarcs B crnvcke. Bcem ocTasibHbIM fOCTYnN Oyaet
3anpeLyeH.

+ Cnucok MAC-adpecos — cnncok MAC-agpecoB BCTPEYHbIX YCTPOWCTB, KOTOPbIM pa3peLleH um
3anpeLyeH A0CTyn K AaHHOMY YCTPOUCTBY. MOXeET cogepxartb 0 128 aapecos.

[lns Toro yTo6bl A06ABUTL afPEC B CNUCOK, HAXKMUTE KHOMKY @ 1 B nosiBuBLLEMCS none seeaute MAC-
aapec. YTob6bl yaanmTb aapec 13 crmcka, HAKMUTE KHOMKY B B COOTBETCTBYHOLLEW CTPOKE.
Ecnu Bo3HUKNA HEOGX0AMMOCTb A06aBUTbL B cncok MAC-aipec NoAKIHUYEHHOMO YCTPOICTBA, HAXXMUTE B

KOHLLE CTPOKM KHOMKY 1 BblGEPUTE HYXHBIV afpec U3 CNucka, OH aBTOMaTUYECKU f06aBUTCS B NOJE.

Mo ymonuaHuio B cnncke oTobpaxaercs Ao 10 agpecos. A1 Toro 4To6bl yBUAETb NOJHbIV CIUCOK B Cyvae,
€C/In OH coaepxunT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 AABB:CC:DD:EE-AA - x

MokasaTb BCE

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».

© nlocne nsmeneHus «SSID» Ha Touke AocTyna (AP) BO3MOXHa noteps focTyna Ao KNNeHTCKMX
yCTpoiicTB. Heobxoanmo cHavana n3MeHnTb «SSID» Ha KITMEHTCKMX YCTPOCTBaxX B MeH0 «STA», a
3aTeM Ha Touke goctyna (AP) B MeHto «AP».
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10.11T MeHto «CeTeBble HACTPONKN»

10.11.1 MoameHto «CrucTemHas KoHdurypaums»

BucTpan Hacpoiika  Morwopukr  Radio  STA  Cereswie wactpodw  Cncrema  MiHcTpymenTs - (esxon)

CucTemHasn KoH@MrypaLys > Wna xocta
Toctyn Teorpadmueciuii Aomen root
VLAN ynpaeneHis Terminating ~
VLAN ID
MpropuTer 802.1p 0 ~
Mpatokon Static v
Cramnueckui IP 192.168.1.10
CeTepan macka 255255 2550
Loz
Mepaisii DNS
Bropuuneni DNS
TNokansHoe ynpasnexne yepes Ethernet
Brniouero
Cramuecii IP 192.03.1

Ceresan macka 255255 2550

* VIMsi xocma — ceTeBOe UMS YCTPOICTBA, 3agaeTcs cTpoka 1—63 CMMBOJIOB: IATUHCKME 3ar/iaBHble U
CTPOUHbIe BYKBbI, LMPPBbI, 3HAK AedInC «-» (Aedrc He MOXET GbiTb NOC/IEAHUM CUMBOJIOM B UMEHM);

+ [eocpacpudeckuli OOMeH — [OMEH, B KOTOPOM pacrnosiaraeTcsi yCTpONCTBO;

* VLAN ynpasneHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

« Terminating — pexum, npn kotopom VLAN ynpaBneHns TEpMUHUPYETCH Ha YCTPOICTBE; B 3TOM
C/lyyae y BCTPEeUHbIX YCTPOWCTB, NOAK/TUYEHHbIX Yepe3 paanonHTepdeinc, HeT gocTtyna 4o
AaHHoro VLAN;

« Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npmn cooTBeTCTBYOLLEN HAacTpoiike AP).

VLAN ID — nagentudpmkarop VLAN, ncnonb3ayemsiii Ana AocTyna K yCTPONCTBY, NPUHUMAET 3HaYeHns 1-

4094;

+ lNpuopumem 802.1p — HoMep npuopuTeTa 802.1p, NnpucBanBaemMblili NakeTam, MCXOASLLINM C
Management VLAN-uHTepdeiica yCTponcTea;

+ [Mpomokos — BbIGOP NPOTOKONA, N0 KOTOPOMY 6yAET OCYyLLEeCTBAATLCA nogknodeHune no Ethernet-
NHTepeiicy YyCTPOICTBa K CETU NpeaocTaBAeHNs YCyT NpoBaiaepa:

« DHCP — pexum pab6oTbl, npu KoTopom IP-aapec, macka noacetu, aapec DNS-cepsepa, w3 no
YMO/YaHuo 1 Apyrue napameTpbl, He06xoanmble A5 paboTkl B ceTw, 6yayT nonydeHsl ot DHCP-
cepBepa aBToMaTn4ecky;

+ Static — pexum paboTbl, Npn KoTopom IP-aapec n Bce HeobxoanMble napameTpbl HA WAN-
NHTEpdec HazHavarTcA cTatudecku. MNpu Bolbope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT
AOCTYMNHbI cneayolme napameTpsbl:

+ Cmamuuyeckuti IP — IP-agpec WAN-nHTepdheiica ycTpoiicTBa B CeTu nposalifepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* L1103 — afpec, Ha KOTopbI OTNpaBAseTcs NakeT, ec/v AN Hero He HalngeH MapLupyT B
Tabnuue mMapLipyTmMsalmn.
+ lNepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTMyYeckn no npotokony DHCP, 3agaiiTe nx Bpy4yHylo.
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@ nocne HacTpoikn «VLAN ynpasneHusi» BO3MOXHa noteps 4ocTyna A0 YyCTpolicTea.

JlokanibHOe ynpasaeHne yepes Ethernet:

[aHHbIli nogpasfen no3BosieT HaCTPOUTb HETEMMPOBAHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
nHTepdelic.

* BK/1O4EHO — aKTUBMPYET HACTPOIAKY;

« Cmamuueckuli IP — |P-agpec Ethernet-nHtepdpeiica ycTpoiictTBa B 10KasibHOM ceTh (N0 yMONYaHuIo
192.0.3.1);

+ Cemesasi Macka — Macka NnogceTu.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

10.11.2 MogmeHto «ocTyn»

B nogmeHo «AocTyn» NPOM3BOAMTCS HACTPOlika AoCTyna K YCTPOICTBY NOCpeacTBOM Web-uHTepdeiica,
Telnet, SSH, NETCONF 1 SNMP.

BhICTpaA HacTpolka MOHWUTOPHHT Radio STA CeTeBble HACTPORKH Cucrema HMIHCTPYMEHT! - (BbIXOM)

CHCTEMHaR KOHMDUrypaLma WEB
Noctyn » HTTP-nopt 80

WEB-HTTPS

HTTPS-nopt 443
Telnet
Mopt 23
SSH

Mopt 22
NETCONF

SNMP

« [nsa BkNoyeHus gocTyna K ycTpoiicTBy yepe3 web-nHtepdeiic no npotokony HTTP yctaHoBuTe cpnar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTP-nopT (no ymonyaxuto 80).
[dunana3oH AonyCTMMbIX 3HAYEHWUI NOPTOB, MOMMMO YCTAHOBIEHHOTO MO YMon4yaHuto, ¢ 1025 no 65535
BKJ/TIOUNTESBHO;

« [nsa BkNoYeHUs aocTyna K ycTpoiicTBy uyepe3 web-nHtepdeiic no npotokony HTTPS yctaHoBuTe dpnar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTPS-nopt (no
yMonuyaHuio 443). nanasoH JonycTUMbIX 3HAYEHWI MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOYaHUIo, C
1025 no 65535 BKIHOUNTENBLHO;

© noptbl ansa npotokonos HTTP u HTTPS He Ao/mkHbl UMETb OMHAKOBOE 3HaYeHMe.

+ [insa BKIKOYEHWs focTyna K ycTpoincTy Yepes Telnet yctaHoBute donar Hanpotus «Telnet». B
NOSIBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsIT Telnet-nopT (Mo ymonuaHwmio 23). AranasoH
[0NYyCTUMbIX 3HAYEHWNI MOPTOB, NMOMUMO YCTAHOB/IEHHOTO N0 YMon4yaHuto, ¢ 1025 no 65535
BKJ/THOUUTESIBHO;
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+ [nsa BKIOYEHMA JoCcTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLueMcS
OKHe eCTb BO3MOXXHOCTb NOMeHsITb SSH-nopT (No ymonyanuto 22). inanasoH AonyCTUMbIX 3HAUYEHW
MOpPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTENBHO;

« [nsa BknroveHus goctyna K yctporictsy yepe3 NETCONF yctaHosuTe donar Hanpote «NETCONF».

MporpammHoe obecneveHmne WB-3P-LR6 no3BonSeT M3MEHATbL KOHMrypauuio ycTponcTea, NpoBoANTb
MOHUTOPUHT €r0 COCTOSIHUSA, a Takke ynpasasiTb YCTPOWCTBOM MCNoNb3ys NpoTokosn SNMP.

Mapons Ha uTeHwe public
Mapons Ha 3anuck private
Anpec anA npréma Tpanoe vi
Agpec AnA npuéma Tpanoe v2

Anpec ana npMéma coobLUEHWRA
Infarm

CucTemMHOe MMA yCTpoRCTEA \WE-3P-LR6
KoHTakTHaA uHdopmauma Contact
NpoM3E0AMTENA
MecTonono#eHue ycTpoicTEa Russia
[Naponk B Tpanax trap

YcTpoicTBo nogaepxusaet npotokonbl Bepcuin SNMPv1, SNMPv2, SNMPv3.

[na nameHeHusa napametpos SNMP-areHTta yctaHoBuTe thriar HanpoTtns «SNMP», nocsie atoro ctaHyT
[LOCTYMHbI CriefytoLie HacTPONKK:

« Maposib Ha YmeHue — Naposb Ha YTeHNe napameTpoB (06LLENPUHSATLINA: public);

+ [Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSATLIN: private);

+ Adpec 051 npuéma mparios vl — IP-agpec nnn goMeHHoe nMs npuemHnka coobueHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 051 npuéma mparios v2 — IP-agpec nnn goOMeHHoe nMs NpuemHmnka coobueHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Ao0pec 0515 npuéma coobwjeHul Inform — IP-agpec nnn foMeHHOe UMS NpUeMHMKa coobLeHunin Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl yCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHdopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOKEHNN YCTPOICTBE;

+ Maposib 8 mpanax — Naposb, Cogepxallumiics B Tpanax (no ymonyaHuto: trap).

Hwxe npuBeaeH CNMCOK 06bLEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA Y KOH(PUTYPMPOBaHMA NOCPeACTBOM
npotokosa SNMP:

* eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTpOB YCTPONCTBA;
* eltexLtd.1.127.3 — ynpaBneHune yCTpoOIiCTBa;
+ eltexLtd.1.127.5 — koHpUryprpoBaHme yCcTpoiicTBa.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHune OID WB-3P-PTP2 gocTynHo no cnegytowei ceobinike: Onncanne OID Ha FBWA WI-FI 6.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.12 MeHo «Cuctema»

B mMeHi0 «CucTeMa» BbINOSTHATCA HACTPOLKM CUCTEMbI, BpDEMEHW, XXypHasna syslog, Nnpon3BoauTcs cMeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
ycTpoicTBa.

10.12.1 MoameHto «O6HOBNEHNE MO ycTponcTBar

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

BbICTpaA HAacTpoHKa MOHHTOPHHT Radio STA CeTeBble HACTPOIKKA Cucrema VIHCTPYMEHTHI - (BbIXOM)

OBHoENeHWe NO yCTpoAcTea > AKTWBHaA BepcuA MO

PesepsHa sepcus 110
KoHMurypauma

AxkmyanbHas eepeus MO docmynya no adpecy: hitp.Aeltex-co.ru/sSupport/downloads/

KoHTpOnk QOCTYNHOCTH
@ain o0HoBNeHKA Mo | BbiDOp (haina | He sbibpaH HW OOWH Maiin
Mepesarpyska : =
AyTEHTHDHKALMA
HypHan

Nara u BpemMA

MHOukayua

« AKmusHasi sepcusi 10 — Bepcusi NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ PesepsHas sepcusi 1O — Bepcusa NPOrpaMMHOro 06ecneyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepeknounTbes 6e3 3arpysku taiina MNo;
+ Codesnnamb akmusHoU — KHOMKa, N03BONAKOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOM, ANns
3TOro nNoTpebyeTtcsa nepesarpyska ycTporictea. AKTuBHast Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHOIA.

O6HoBNEHKE nporpaMmmMmHoOro obecneyeHus

3arpysuTte cpaiin MO c canta http://eltex-co.ru/support/downloads/ v coxpaHuTe ero Ha komnbtoTepe. MNocne
3TOr0 HAXXMUTE KHOMKY «BblbepuTe dann» B none dadln obHosneHuUs MNO n ykaxuTe nyTb K dhaiiny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOBMEHNST HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBMEHME. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekyllemM crtatyce 6yAeT ykasaHo Ha CTpaHuLIe), Noc/e Yero
YCTPONCTBO aBTOMATUYECKM Nepesarpy3nTcs.

© 06HoBnATL MO cneayet cHavyana Ha knneHTe (STA), a 3aTem Ha Touke gocTtyna (AP).

€ He oTkntouaiiTe NUTaHMe yCTPOICTBa, He BbINOMHATE ero nepesarpysky B npouecce o6HosneHus MO.
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10.12.2 MopmeHto «KoHdurypaumns»

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

Mepe3sarpyaka

CGpoc Ha 3aBoackve COXpaHWT: NapaMeTpel 4OCTyYNa

AyTeHTUDMKALUA )
HACTPOIKN % COpoc

HypHan
Nata u Bpema

WHOukayma

BhICTpan HACTpOrKa MOHHTOPMHI Radio STA CeTeBble HACTPOMKK Cucrema MHCTPYMEHTHI - (BbIXOMO)
OfHoBneHue MO ycTpoicTea Mony4MTs Aapx1e r* Cra4arb
KOHMDUIYpaLMK C yCTpoHCTEa
KoHpurypauua »
3arpysuTb apxve | Buibop chaiina | He BbifpaH HY ogWH dain
KoHTpOnk AOCTYMHOCTH KOHDMIYpaLMK Ha yCTPoRCTBO

[NonyyeHne KoHGUrypaumm

UT0O6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIO YCTPOCTBA HAa TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBNEHME KOHdIMIYpaLmn

[ns 3arpy3ky COXpaHEHHOro Ha JI0Ka/lbHOM KOMMbIoTepe dhainna KoHUrypauum Ncnonb3yeTcsa NyHKT
«3arpysuTb apxuB KOHUrypauum Ha ycTpoincTeo». 19 06HOBNEHNS KOH(IUIYypauum yCTPOMNCTBa HAOXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6QOC yCTQOVICTBa K 3aBOACKNM HaCTpOVIKaM

UT0o6bI caenaTb C6pOC BCEX HACTPOEK YCTPOIMCTBA HA CTaHAAPTHbIE 3aBO/ACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Ecnu akTmBupoBaH donar «CoxpaHnTb napameTpbl A0CTyna», To 6yAyT coXxpaHeHbl Te napameTpbl
KOHpUrypaLumm, KOTopble 0TBEYAtOT 3a A0CTYN K YCTPOICTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/NETCONF/Web).
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10.12.3 TMoameHto «KOHTPOb AOCTYMHOCTU»

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN nHTepdelice.

BLICTpas HacTpoKka MOHMTOPHHI Radio STA CeTeBble HACTPOHKH Cuctema HMHCTpYMEHTL - (BbIX0a)

OBHoenenue MO yeTpoiicTea Brnoyeto
KOHMDUrypaumsa [ercTene Mepesarpy3ka yCTpoRcTEa v
KoHTpornke OCTYNHOCTH > Ping-cepeep 192.168.11
Mepesarpyska 3afepxKa nepen Havanom 300
NpoBepKd
AYTEHTUDMKALNA Mepwog oTnpaskn ICMP- 300
3anpocos
FypHan

TaiimayT omuaaHua ICMP- 1

- OTBETOB
Hara 1 BpeMa

MaKkCHMMAaNbHOE KONWYECTEO 3
HeyAa4HbIX NPOBEPOK

MHAMKAUMA

Bk/iro4eHo — npu yCTaHOBIEHHOM ch/iare KOHTPO/1b AOCTYMHOCTU BK/THOYEH, MHAYe — BbIK/THOYEH;
Aelicmsue:
* [Mepe3arnyck ethernet uHmepcgpelica — B cnyvyae He[OCTYNHOCTU 3afaHHOro Ping-cepeepa
npousonaet nepesanyck Ethernet-nHrepdelica yctpoiicTea;
* [epe3arnyck 6ecrnposodHO020 uHMepgelica — B Crlyvae HeOCTYNHOCTU 3afaHHoro Ping-cepsepa
Npoun3onaeT nepesanyck 6ecnpoBoAHOrO MHTepdeiica yCcTpoCTBa;
* Mepe3acpyska ycmpolicmsa — B C/ly4ae HefOCTYNHOCTY 3agaHHoro Ping-cepsepa nponsonget
nepesarpyska ycTpolicTsa.
Ping-cepsep — IP-agpec nnn gOMeHHOE NMS XOCTa, Kyaa oyayT otnpasnaTbca ICMP-3anpocsi;
3adepixka nepeo Ha4ya/ioM MpPoBePKU — BPEMS B CEKYHAAX NOC/e BK/HOYEHUS YCTPONCTBA Nn
npeablgyLwero cpabarbiBaHns, B TEHEHNE KOTOPOro KOHTPO/1b AOCTYMNHOCTY He ByaeT paboTtaTb.
Bo3moxHble 3HayeHusa: 60—86400 BKIHOUNTENBHO;
Mepuod omnpasku ICMP-3arnpocos — BpeMs B CEKyHAax, Yepes Kotopoe 6yaet otnpasneH ICMP-3anpoc
nocne nonyyenuns ICMP-oTBeTa NN NPUHATMA PELLEHUS 0 TOM, YTo npeabiaywuin ICMP-3anpoc
oKasasicsl HeyauHbIM. Bo3amoxHble 3HaveHus: 1-86400 BKNHOUNTENbHO;
Talimaym oxuodarusi ICMP-omsemos — BpeMs B CEKYHaX, B TedeHne KoToporo oxuagaetcs ICMP-otBeT
Ha oTnpasneHHblii ICMP-3anpoc. Ecnv no ucteyeHnn spemenn ICMP-oTBeT He nonyuyeH, To ICMP-3anpoc
cunTaeTca HeyfavHbIM. Bo3MOXHble 3HavyeHUA: 1-10 BKIOUYNTENBHO;
MakcumasibHoe Ko/lu4ecmBso HeyOauyHbIX MPoBePOK — MakCUMasibHOe KO/IMYeCcTBO HeyaauHblx ICMP-
3anpocos. Ecnin konnyecTtso HeygayuHbix ICMP-3anpocoB gocturaeT yka3saHHOro Y1csa, TO BbINO/THAETCS
3agaHHoe gelictere. BoamoxHble 3HaveHus: 1-86400 BKIOUMTENBHO.

[Nsi BCTYN/IEHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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10.12.4 ToameHto «MNepe3arpyska»

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

Radio STA CeTeBble HACTPOAKM Cuctema

Mepezarpy3ka yCTpoicTea

BLICTPAA HACTpoiika MOHWTOPHHT WNHCTPYMEHTH - (BBIXOM)

OBHoeneHWe MO ycTpoicTBa
KoH@urypauma

KoHTponk QOCTYMHOCTH
Mepesarpyaka >
AyTEHTHENKaLMA

HypHan

Nata u Bpems

WHOukauma

MogmeHIo «AyTeHTUpnKaynsa»

MogmeHo «AyTeHTUPUKaLMA» NpefHa3HAuYeHO /18 HACTPOIKN ayTeHTUdMKaL M1 NoNb30BaTenNs.

AyTeHTUmkauma:

© 3aBopckas yueTHas 3anuch ANA AOCTyNa K yCTpoicTay: norvH: admin, napons: password.

10.712.4.1 Jloka/sibHasi

Mpwn ycTaHOBNEHHOM dhriare ayTeHTUukauus 6yaeT BbIMOMHATLCA N0 YYETHOW 3anmcy, XpaHsweiica Ha
[laHHOM YCTPOICTBeE.

BricTpan HacTpoiika MoHUTOpUHT Radio STA CeTeatle HacTpoiikn Cuctema MHCTpyMeHTE -

(Esx00)

(ObHoenexue MO yerpoiictea AyTeHTUDUKALNA
Kondurypauyua Tun ayTeHTdbMKaLMK @ MokaneHan () RADIUS
KoHTponk gocTynHocTm Moy admin
MNepezarpyaka Mapons @
AyTenTudmKaLma > MogTeep#aenve naponsa @&
Hypuan HacTpoikn ceccum
Hara v epema Tavin-ayT BeanedcTenA, MuH 15
WMHgukauymn

+ Jlo2uH — NOTWH, HacTpamBaeMol y4eTHO 3anucy;
* lMaposib — BBOA HOBOIO Napons;
+ [MoomsepxoeHue napo/sisi — NOATBEPXAEHMNE HOBOIO Napons.

Takxe ecTb BO3MOXHOCTb CO3[jaHUS [OMO/THNTE/bHBIX YYETHBIX 3amn1ceil C ponsmMy agMuHucTpaTopa uin
Habnoaatens (HacTpoiika foCTyrnHa To/bko yepes CLI). YueTHble 3anncu ¢ posiblo agMyHUCTpaTopa MeroT
MOJHbIV AOCTYN K YCTPOWCTBY: UTEHME M 3aNWCh NIOGLIX HACTPOEK, MO/HbIE MOHUTOPUHT COCTOSIHUS
YCTPOIACTBA. YUYETHbIM 3an1csiM C posibtlo Habnoaatenst AOCTYNeH TO/IbKO MOHUTOPUHT.
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10.12.4.2 RADIUS

Mpwn ycTaHOB/IEHHOM dhnare ayTeHTUdIUKaUns 6yaeT BbINOSHATLCSA MO y4eTHol 3anncu Ha RADIUS-cepsepe.

BricTpan HacTpoika MoHUTOpUHT Radio STA CeTeBkle HAaCTpOIKK Cucrema WHCTpyMeHTE - (esncog)

OGHoenexue MO yeTpoiicTea AyTeHTUDUKALMA
Kondurypauua Tun ayTeHmudmrkaum () NokaneHan @ RADIUS
Anpec RADIUS-cepeepa 192.168.1.1

KoHTpone gocTynHocTi
Mepesarpyaka Mopt RADIUS-cepeepa 1812
AyTeHTHdMKaLWA > Mapons RADIUS-cepeepa sssees @
HKypHan PesepeHan nokansHan

ayTEHTHCMKALIMA

Jata u Bpema
Nordx admin

WMHamkauyua
Mapone @
MNoaTEepKIeHWE Napons @
HacTpoikn ceccun

Taiim-ayT GezneiCTEMA, MMH. 15

+ Adpec RADIUS-cepsepa — IP-agpec RADIUS-cepBepa;

+ MNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi UCNOMb3yeTcsa A5 ayTEHTUdMKaL MM 1
asTopusauuu;

+ lNaposb RADIUS-cepsepa — kntod RADIUS-cepBepa, NCNoNb3yemoro Asis ayTeHTugukaumm n
asTopusauuu.

* Pe3epsHas /loKa/ibHasi aymeHmugbukayusi — npu ycTaHOB/IEHHOM do/iare BK/IoYaeTcs ayTeHTudmkaums
no NIoKasbHOW y4yeTHol 3anncu admin npu otcyTcTBUMM coeamHenns ¢ RADIUS-cepeepowm;

*+ JIo2uH — NNOTUH HacTpavBaemMoi y4eTHOW 3anuncuy;

* [Maposib — BBOJ HOBOIO Naposns;

* [MoomsepxoeHue rnapo/isi — NOLATBEPXKAEHNE HOBOIO Naposs.

© C BLIKTIOYEHHBIM NapaMeTpoM «Pe3epBHas NOKa/IbHaA ayTeHTUMKaLmMsa» aBTopu3aLys
npoucxoanT Tonbko Yepe3 RADIUS-cepsep. MNpu ero HegoCTyMHOCTU UM HEKOPPEKTHbIX AaHHbIX
aBTopu3auus BbINOSIHEHA He ByaerT.
C BK/IHO4YEHHBIM NapaMeTpoM «Pe3epBHasA fokasibHast ayTeHTUpukauus» npu oTcyTCTBUM
coeanHeHns ¢ RADIUS-cepBepom, aBToOpU3aLms MOXET ObiTb BbINOSIHEHA MO STIOKASIbHON YUYETHOM
3anvcu admin. ABTopu3auns yepes gpyrue IoKasibHble yYeTHbIE 3anncy BbINOHEHA He ByaerT.

© [ns aytenTudukaumn yepes RADIUS-cepBep yyeTHble 3an1cy C COOTBETCTBYIOLMMMN POSIMU
C034al0TCA TO/IbKO Ha HEM.
Y4yeTHbIM 3anncsiM MOryT 6bITb NPUCBOEHBI CNeayoLmne ponu:
admin — nonb3oBaresnb C TakoW posnblo ByAeT MMeTb NOMHbIN JOCTYN K KOHOUTypUpOBaHUIO U
MOHUTOPVHIY YCTPOICTBA;
viewer — nosib3oBaTesib C Takol posbio ByaeT MMeTb AOCTYMN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.
Ha RADIUS-cepBepe Anst HACTPOWKK poneit y4eTHbIX 3annucei ncnonbayetcs atpnbyT Cisco-AVPair =
"shell:role=<role>" (r/1e <role> npuHyvaet 3HaueHnss admin vy viewer).

HacTtpoiikn ceccun:
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* TaHM—aym 6e3delicmsusi — BpemM4d 663,£l,el7ICTBI/IF| noJsib3oBaTtesid B MUHYTax, Nocsjie KOToporo ceccus
aBToOMaTn4yeCkn 3aBepLuaeTCA.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

10.12.5 TMogmeHto «KypHas»

MNMoamMeHo «KypHan» npefHasHa4yeHo A/18 HaCTPOKM BbIBOA4A Pa3HOro poja OTN1af0uHbIX COObLLEeHNI
CUCTEMbI B Le/IAX 06HapYy>XeHnst NpuymH npobnem B paboTe ycTpoincTaa.

BLICTPAA HACTPOMKA MOHWTOPHHT Radio STA CETEBLIE HACTPOMKM CucTema WNHCTDYMEHTHI TR (BBIXOM)

OGHoBNeHue MO ycTpoicTea Pexum Cepaep u chaiin v
KoHurypaums Anpec Syslog-cepsepa syslog.server
KoHTponk AOCTYNHOCTH Mopt Syslog-cepeepa 514
Mepesarpyska Pasmep daiina, k6 1000

AyTEHTUDUKALUA

HKypHan »

Nata u epems

MHOWKaUmMA

+ Pexum — pexum paboTsl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — iHdopMauns XypHana coxpaHsaeTcs B /1oKanibHOM dpaiifie n AoCcTyrnHa B
web-nHTepdelice ycTpoiictBa Ha Bkiagke «MOHUTOPUHI/XKypHan coObITUiAx,
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasaseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsIeTCS B /IOKasIbHOM (haine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepeepa;
* Mopm Syslog-cepsepa — NopT Ans BXoAsLWwmx coobleHunii Syslog-cepeepa (no ymonuauto: 514,
BO3MOXHble 3HauYeHus: 1-65535);
+ Pasmep ¢palina, kb — MakcuManbHbIi pasmep gpaitna xypHasna (Bo3amoxHble 3HaueHusi: 1-1000 kB).

[Nsi BCTYN/IeHUSI B CU/TYy HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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10.12.6 TMoameHo «[arta 1 Bpems»

B noagmeHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH WM C MOMOLLbH NPOTOKO1Aa CUHXPOHM3aLMN
BpemeHn (NTP).

10.712.6.1 BpyuHyro

BhICTPaA HAacTpoKKa MOHHTOPHHT Radio STA CeTeBble HACTPOIiKN Cucrema MHCTPYMEHTHI - (BbIXxOM)
QGHOBMeHWe MO YCTPoRCTEa Peum @® Bpyuryro O NTP cepeep
KoHMrypauys [ara W Bpema yCTporCTea 16.10.2025 08:28:26 | # Penaktipoeats

Yacogoii noAc Mockea, Poccua v
KoHTponb 4OCTYNHOCTH

BKIIHO4MTE NEPEXOL Ha NETHEE
BpEMA

Mepesarpyska

AyTeHTUOUKALMA Mepexon Ha NeTHee BpeMA (He ebiGpaHo) (He ebIGpaHo) (He gbifpato) B -
HypHan Mepexof Ha 3UMHee BpemMa (He esibparHo) (He ebIGpaHo) (He gbifpano) B -
Narta v Bpema > CAasur BpeMeHn (MUH.) 60
MHOukayma

+ [lama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnu TpebyeTcs
KOppeKUns, HaXMUTE KHOMKY «PefakTmpoBaTby;
+ [lama, spemsi — 3afjaiiTe TeKyLLyto AaTy U BPEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v Bpemsi»
[ANs yCTaHOBKM BpemeHu MK Ha yCcTponCTBo;
+ Yacosol rnosic — no3BOMAET YCTAHOBUTb YaCOBOA MOAC B COOTBETCTBUMN C 6vKaiLLMM rOpOLOM B
BalleM pervoHe n3 3aaHHoro Crucka,;
* Br/1o4umb rnepexod Ha /iemHee speMsi — Mpu yCTaHOB/IEHHOM dp/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/IHATLCA aBTOMAaTUYeCKN B 3a[jaHHbI NepuoL BpeEMEHN:
* [Nepexod Ha silemHee BpeMsi — [eHb U BpeMs, Koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
*+ [Nepexod Ha 3uMHee BpeMsi — feHb U BPEMS, Korga 6yAeT BbINOMHATLCA Nepexos Ha 3uMHee
Bpewms;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTaX, Ha KOTOPbIi BbINOMHAETCA CABUI BPEMEHM.
MoxeT npuHmaTb 3HadeHune oT 0 o 720 MUH.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».

72



PykoBogacTBo no akcnayatauuu WB-3P-LR6

10.12.6.2 NTP-cepsep

BbICTpaA HACTPONKA MOHWUTOPHHT Radio STA CeTeBble HACTPOIKA Cuctema MHCTPYMEHTB - (Bbix0A)
OBHoenexwe MO yCTpoicTea Pesum O BpyuHyro @ NTP cepsep
KoHMrypaLms [ara v BpemA ycTponcTea 16.10.2025 08:28:46
NTP cepsep pool.ntp.org v
KoHTponb 40CTYNHOCTH
YacoBeoid nosAc Mockea, PoccuAa v

Mepesarpyska

. BKIMKOYUTE NEPEXOL HA NETHEE
AyTEHTUDUKALMA

BpeMA
ypHan Mepexoa Ha NeTHee BpemA (He eni0paHo) (He ei0pano) (He ebiOparo) |B| - 1| -
[Nara u BpeMaA » Mepexoq Ha 3UMHES BpeMA (He enibpaHo) (He 6616paHo) (He 6uibpano) |B| — |1 —
MHOukayma CABWUI BpEMEHH (MWH.) 60

+ [lama u spemsi ycmpolicmsa — fata U BPeMs Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/nomeHHOe MSA cepBepa CMHXPOHU3aUny BpemeHn. Bo3mMoXHO 3agaTb agpec
nNn BbIGpaTh U3 CYLLECTBYHOLLEIO CrNCKa,
+ Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUM C GAVKAALLMM TOPOAOM B
BalLeM pervoHe u3 3aZlaHHOro Crmcka;
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/3rMHee
Bpems OyaeT BbINO/HATLCA aBTOMAaTUYECKU B 3a4aHHbI Nepuo BpEMEHMU:
* [Nepexod Ha lemHee BpeMsi — [ieHb 1 BpeMs, Korga 6yaeT BbINOHATLCA NePexos, Ha fieTHee
Bpems;
* [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMs, Koraa 6yAeT BbINONHATLCA NePexos Ha 3VMHee
Bpems;
+ CoBue spemeHu (MUH.) — Nepuog, BpEMEHN B MUHYTAX, Ha KOTOPbIN BbINOHAETCA CABUT BPEMEHW.
MoxeT npuHumarb 3HavyeHue ot 0 go 720 muH.

[ns BCTynneHnst B Culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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10.12.7 TMogmeHo «HanKauns»

B nogmeHo «MIHAUKaLMS» MOXHO BbINOMHUTL KACTOMM3ALIMIO MHAMKATOPOB Ha YCTPOCTBE.

BLICTpaA HACTPOHKa MOHMTOPMHT Radio STA CeTeBble HACTPOKM Cuctema MHCTPYMEHTHI n - (BbIXOM)
OOHoBneHue MO ycTpoiAcTBa O6L1e HACTPOWKK

KoH(Urypauma BKMHOYEHO
KoHTponb AoCTynHOCTH Moporn RSSI uHanKaTopos
Mepesarpyaka BEMHOUNTE

AyTeHTUhUEALMA Mopor LED4, oEM -60

HypHan Mopor LED3, aBm -70

Rara u spemst Mopor LED2, BM -80

Wnpnkauyua > Mopor LED1, ABm -100
% OTMeHa

O6uime HaCTPOIKU:
* BK/104EHO — NpW YCTaHOBNEHHOM chriare MHAMKATOPbI BK/OYEHbI, UHAYE — BbIK/THOYEHbI.

Moporu RSSI HAMKaTOPOB:

* Bk/1o4umb — Npu yCTaHOBNEHHOM ch/iare BK/IOYEHO Ha3HaYeHWe NoporoB A5 KaXA40ro nHavkaropa,
NHaye — BbIK/TOYEHO;

* lNopoe LED4, 0bM — MUHUMaUbHbI YPOBEHb CUrHasia BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/toyaeTcsa nHamkatop LED4 (no ymonyaHuto: -60, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED3, 0bM — MUHUMaUbHbI YPOBEHb CUrHasia BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BKk/toyaetcs nHamkatop LED3 (no ymonyaHuto: -70, BO3MOXHble 3HaueHust: -100-0);

* lMopoe LED2, 0bM — MUHUMabHbI YpOBEHb CUrHasia BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BKk/toyaetcs nHamkatop LED2 (no ymonyaHuto: -80, BO3MOXHble 3HaueHust: -100-0);

* lMopoe LED1, 0bM — MUHUMaUbHbIA YPOBEHb CUrHasia BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaeTcs nHamkatop LED1 (no ymonyaHuto: -100, BO3MOXHble 3HadeHus: -100-0).

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». [151 OTMEHbI U3MEHEHMI HaXXMUTE KHOMKY «OTMEHa».
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10.13 MeHI «MIHCTPYMEHTbI»

10.13.1 TMogmeHto «HKOCTUpOBKa»

Mopg, fOCTMpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA
noslyd4eHnsa MakCMMasibHOro curHasa.

[Nsi 3anycka ICTUPOBKN HAXMUTE Ha KHOMKY «CTapT».
[Nsi OCTAHOBKM OCTMPOBKM HAXXMUTE Ha KHOMKY «CTon».

FOcTtupoBka:

+ SSID — nmsa 6ecnpoBOAHON CeTY;

* KaHas1 — KaHau1 nepefayn AaHHbIX;

* RSSI — ypoBeHb NpUHMMaEeMOro curHana, gbwm;

*+ YOasieHHbIl RSSI — ypoBeHb NPYHMMaeMOoro curHania BCTPEYHOro yCTponcTea, AbMm.

S :
ELTEX WB-3P-LR6 @ TecTorii pesam
BeicTpan wacTpomea MoHMTOpMHT Radio STA Ceressie H3CTRORKN Cncrena MHCTRyMEHTH:
HJCTHpOEKE
ssiD WOP-3ax-LRE-test
Kawan
RESI, nEw
Yazneuwmit RSSI, aBu EARE: ]
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Mpadomk RSSI-H nokasblBaeT M3MEHEHUS YPOBHS CUrHa/Ia Ha NepBoit aHTeHHe B ABEM B TeUeHMe BPEMEHN B

cekyHaax.

Mpadomk RSSI-V nokasbiBaeT N3MEHEHMUsI YPOBHS CUTHaNa Ha BTOPOIi aHTEHHE B IEM B TeYEHVE BPEMEHU B

cekyHaax.

Mpadovk YoaneHHbIl RSSI-H nokasbiBaeT M3MEHEHWS YPOBHSI CUTHaa Ha NepPBOii aHTEHHE BCTPEYHOTO

yCTpOIicTBa B IEM B TeYEHVE BPEMEHUN B CEKYH/AX.

Mpadovk YoaseHHbIl RSSI-V nokasblBaeT N3MEeHEHUs1 YPOBHS CUrHana Ha BTOPOi aHTEHHE BCTPEYHOro

yCTpOIicTBa B IEM B TeYEHVE BPEMEHUN B CEKYH/AX.

lMukosbil RSSI — MakcMManbHbI YPOBEHb CUTHasa B ABM 3a BpeEMS N3MEPEHUSI.

75



10.13.2 TMoameHo «TecTupoBaHue CKOPOCTU»

PykoBogacTBo no akcnayatauuu WB-3P-LR6

MoameHto «TecTMpOBaHMe CKOPOCTU» NPeAHa3HAYeHo AJ1si TECTUPOBAHMUSI CKOPOCTU JINHKAL.

Chctewa  VHCTRyWesTH

Kcteposka

TecTuposasie ceapocT >

M Hwmaxocta IP-aapec MAC-appec

W56 149257 143258 143250 140300 149301

ecblel2eblcld

58
E3
54
52

50
14:34:28

WS 143430 143431 143437 14403 143434 14435

143302 143303

Downlink

216 Mhitsisec

143304 t o

60.5 Mbitsisec

183638 143407 fo

Uplink

3.30 Mbitsisec

HeT ganHbix

Hanpagneuue

DownEnk+Uglink w || 2anyers

Downlink

Downlink — TecT ckopocTy 6yAET BbINOMHEH B HANPaBNEHWUN K BCTPEYHOMY YCTPOIACTBY;
« Uplink — TecT ckopocTu GyAeT BbINOMHEH B HANpPaB/feHW OT BCTPEUHOIO YCTPOICTBa;
+ Downlink+Uplink — TecT ckopocTu 6yeT BbINOSHEH NOOYEPEAHO B KaX/yH CTOPOHY.

TecT BbinonHsetcs Tpagukom TCP n annTca 10 cekyHA ANs 04HOro HanpasneHns. B ogyH MOMEHT BpeMeHm

TECT MOXET 6bITb 3aMyLeH TO/IbKO A0 OHOT0 BCTPEYHOTo YCTPOIACTBA.

[nsi 3anycka Heo6XoAMMO BblGpaTh HaNpaB/eHNe TECTA U HaXaTb KHOTMKY «3anycTuTb». Mlocne 3aBepLueHust

TecTa pe3ysnbTaT 6y4eT 0TO6paXeH B COOTBETCTBYIOLLEM MOJE 1 Ha rpadouke.

Mo ymonuaHuio ansa Tecta ucnonbayerca VLAN 7 n nogcetb 192.0.4.0/24. Ecnun B CETU YXXe UCNO/b3YOTCSH
Takasn nogcetb 1 VLAN, TO He06X0AMMO M3MEHUTbL HACTPOIKK ANA TecTa TakuMm 06pa3oM, UTOObl OHM He
nepecekasimcb ¢ AeMCTBYOLWUMN CETAMU. 3TO BO3MOXHO caenatb Yepe3 CLI. Bonee nogpo6Ho npouecc

onucaH B pasgene «YTunuta perftest».

© /115 novcka NoAKNIOUEHHBIX YCTPOICTB AOCTYMHbI Creayiolwme ubTpbl: N0 BCEM MOAM, N0 UMEHM

XocTa, no IP-agpecy, no MAC-agpecy. 1ns Bblbopa ouibTpa HaXXMUTE Ha
[OCTYMeH TOMbKO B pexume ycTporcTea «Touka goctyna PMP».

= . OyHKUMOHAN
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

11 Mpumep HaCTPOIKM YCTpoKCTBa

B gaHHOM pasgene npusefeH NnpuMep nepBoHavasibHOW HACTPONKM YCTPONCTB A/18 OpraHm3alm COBMECTHOro
dhyHKUMOHMPOBaHWA aboHeHTCKoW cTaHumMm WB-3P-LR6 1 aboHeHTCkux cTaHumii WB-3P-LR6.

CeKTOpHAA aHTEHHa
ABOHEHTCKAs CTAHLMA NN ((
eV aVa VoV Ve j ‘

WB-3P-LR6
’ Wi-Fi 802.11ax
6y

«@»
Basosas cTaHuMuAa
l WOP-3ax-LR6

UTP Cat Se,
PoE 248

Wrmexrop PoE
Tenedomnbie

od o

nK

Poytep
Cmapron Maanwer

i

Npucrasxa STB

PucyHok 24 — Cxema npumeHeHnst WB-3P-LR6

B agpecHoli cTpoke 6pay3epa BeeanTe IP-agpec ycTpolicTea (no ymonyaHuto 192.168.1.10, ecnu
YCTPOICTBO He nonyunno agpec no DHCP). Mpwu ycnewHomM NoAKIlYeHUN K YCTPOCTBY NOSIBATCS
OKHO C 3anpoCcoM Jf1I0rMHa 1 Napons. 3anonHUTe NONSA U HKMUTE KHOMKY «BoliTuny». Mo ymonyauuio —
norviH: admin, napons: password.

WB-3P-LR6

Ecnun 310 OKHO He NosBWIOChk, yoeauTech, 4To MK HaxoauTcs B OfHON CETU C YCTPOCTBOM.

HacTpoiika To4kn goctyna (AP):

1.

Mo ymonuyanuto yctpoiicteo WB-3P-LR6 HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnn agpec He
Obl/1 NOSTyYeH, NOAKMHUNTLCA K YCTPOMCTBY MOXHO MO 3aBofackoMy IP-agpecy: 192.168.1.10, macka
nogcetun: 255.255.255.0.

Heobxogumo 06HoBUTL MO yCcTpoicTBa Ha akTyasibHOe cornacHo pasgeny «O6HosneHve MO
yCTpOiiCcTBay.

B MeHto Radio BbINONHUTL NpeaBapuTenibHy0 HaCTPOIiKy paanonHTepdelica. BoibpaTb KaHan nepegayn

[laHHbIX 1 yKa3aTb pacCTosiHMe Mexay YyCTPONCTBaMu B KUJTIOMETPaXx.

CoxpaHuTe HaCTPOMKN Haxas Ha KHOMKY «[TpUMEHUTbY.

B meHto AP B none «SSID» ykaxute ngeHtugurkarop 6ecnpoBogHOR ceTu, K KoTopomy byaet
noaKMoYaTbCs KNneHT (STA).

B none «Pexunm 6e3onacHoCTV» Bbibepute pexrm 6e30nacHoOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUMKaumsa B aHHON CeTU 1 3ajaiTe K1Y, eC/IM UCNOMb3YeTCA CeTb C LnMhpoBaHNEM.
CoxpaHuTe HaCTPOWKK, HaXKaB Ha KHOMKY «[pUMEHUTb».
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

HacTpoiika knveHTa (STA) ana nogkayeHms K Touke goctyna (AP):

1.

Mo ymonyanuto yctpoiicteo WB-3P-LR6 HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnn agpec He
Obl/1 NOMTyYEH, NOAKNIOUMTBLCS K YCTPONCTBY MOXHO No 3aBoackomy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

Heobxoanmo o6HoBUTL O ycTpoiicTBa Ha akTyasibHoe cornacHo pasgeny «O6HosneHne Mo
yCTpOliCcTBa».

Ecnv ans nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHbIe HACTPOKK, TO
B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblObpaTb 3HaYeHwue «Staticy, 3ano/HUTbL Noss
«CTaTtndeckuii IP», «CeTeBasi Mackar, «LLinto3».

B meHto STA B nosne «SSID» ykaxute ngeHtudpmkarop 6ecnpoBogHOR CeTH, K KOTOPO HEO6X0AUMO
MPOV3BECTY MOAKNHOYEHNE.

B none «Pexum 6e3onacHoCTn» BbIbepUTe pexnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUnKaumsa B aHHON CETU 1 3a[aiTe KoY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

Mocne HaxaTusi Ha KHOMKY «MpUMeHUTb», KAMeHT (STA) BbINOHWT nonck ykasaHHoro SSID B achmpe u
npy 06HaPYXXEHNM BbINOMHWT NOMNbITKY NOAKMOUEHUS K Touke gocTtyna (AP) ¢ ykaszaHHbIMY
napameTpamu.

MpoBepbTeE, UTO B MEHIO «MOHUTOPUHI» B pasaene «becnpoBogHble KAMEHTbI» NOSBMIACh TOUYKa AocTyna
(AP). MpoBepbTe foCTYNHOCTb ToUkKM focTyna (AP) nepeiian B agpecHoli cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6€CNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HAaCTPOEHO.
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

12 YnpaBneHue yCTPOINCTBOM C MOMOLLIbIO KOMaHAHO CTPOKU

© /114 nepexopaa B pexum KOHUIypuUpoOBaHNS BBeAUTE KoMaHay configure.
[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

€@ HacTpoiiky He06X0AMMO HaUMHATb C KIMEHTCKOTO YCTPOICTBA BO N36exaHne noTepu CBA3M C HUM.

12.1 TMopgxnioyeHne K yCTponcTay

Mo ymon4yaxuto yctpoiicteo WB-3P-LR6 HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnv agpec He 6bin
nony4eH, NOAKMHUYMNTLCA K YCTPOIMCTBY MOXHO MO 3aBOoACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WB-3P-LR6: 192.168.1.10, Mmacka noaceTu: 255.255.255.0.
MoakIYeHne K yCTPOCTBY OCYLLECTBAETCA C MOMOLLb0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

12.2 HacTtpoliika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# bro

WB-3P-LR6(config):/interface/br0# common

WB-3P-LR6(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-afpec ycTporncTea)
WB-3P-LR6(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WB-3P-LR6(config):/interface/br0/commont# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Nol)
WB-3P-LR6(config):/interface/br0/commont# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WB-3P-LR6(config):/interface/br0/commont# protocol static-ip (13vieHeHve pexvma pabotsl ¢ DHCP Ha
Static-IP)

WB-3P-LR6(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WB-3P-LR6(config):/interface/br0/commont exit

WB-3P-LR6(config):/interface/br0# exit

WB-3P-LR6(config):/interfacet# exit

WB-3P-LR6(config):/# route

WB-3P-LR6(config):/route# default

WB-3P-LR6(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec ceTu unimn y3sa HasHavyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WB-3P-LR6(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHus, 415 MmapLupyTa
no ymon4daHuto — 0.0.0.0)

WB-3P-LR6(config):/route/default# gateway X.X.X.X (rae X. XXX — IP-agpec wo3a)
WB-3P-LR6(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commoni# protocol dhcp (13veHeHVe pexnma paboTsl ¢ Static-IP Ha DHCP)
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—_ e~~~ —~
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

12.2.1 HacTtpoiika ceTeBbIx NapaMeTpoB C NOMOLLbI YTUIUTbI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-LR6(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WB-3P-LR6(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-LR6(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (e X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIe 3HaUeHus: 1-4094)

Cratnyeckme HacTpoOKu

WB-3P-LR6(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WB-3P-LR6(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
NCNOMb3yEeMbI AN A0CTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPOKK

WB-3P-LR6(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WB-3P-LR6(root):/# save (coxpaHeHve HacTpoek)

81



PykoBogacTBo no akcnayatauuu WB-3P-LR6

12.2.2 Hactpoiika npuoputeta 802.1p ansa VLAN ynpasneHus

MpuopuTet 802.1p B pexxnume Terminating

WB-3P-LR6
WB-3P-LR6

root):/# configure

config):/# interface

WB-3P-LR6(config):/interface# management-vlan-terminating
WB-3P-LR6(config):/interface/management-vlan-terminating# vlan
WB-3P-LR6(config):/interface/management-vlan-terminating/vlan# priority X (rae X — npvoputet 802.1p ans
VLAN ynpaBneHus. BoamoxHble 3HauyeHus: 0-7)
WB-3P-LR6(config):/interface/management-vlan-terminating/vlan# save (coxpaHeHve HacTpoek)

—_ e~ —~

MpuopuTteT 802.1p B pexume Forwarding

WB-3P-LR6
WB-3P-LR6

root):/# configure

config):/# interface

WB-3P-LR6(config):/interface# management-vlan-forwarding
WB-3P-LR6(config):/interface/management-vlan-forwarding# vlan
WB-3P-LR6(config):/interface/management-vlan-forwarding/vlan# priority X (rae X — npuoputet 802.1p /15
VLAN ynpaBneHusi. Bo3MoXHble 3HaYeHus: 0-7)
WB-3P-LR6(config):/interface/management-vlan-forwarding/vlan# save (coxpaHeHve HacTpoek)

—_ e~ —~

12.2.3 HacTpolika yganéHHoro ynpasnieHus

HacTtpoiika SSH

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# ssh

WB-3P-LR6(config):/ssh# enable true (ynpasneHvie yaaneéHHbIM 40CTYNoM 1o SSH. /15 OTKIHYeH s
BeeguTe false. 1o ymonuaHuto: true)

WB-3P-LR6(config):/ssh# port X (rne X — nopt SSH-cepsepa. 1o ymonyaHnio: 22)
WB-3P-LR6(config):/ssh# save (coxpaHeHVe HacTpoek)

HacTpoliika Telnet

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# telnet

WB-3P-LR6(config):/telnet# enable true (ynpasneHve yaanéHHbim focTynom no Telnet. 19 OTK/IO4EHMA
BBeauTe false. [0 ymonuaHuio: false)

WB-3P-LR6(config):/telnet# port X (rae X — noprt. o ymonyaHuio: 23)

WB-3P-LR6(config):/telnet# save (coxpaHeHve HacTpoek)
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PykoBogacTBo no akcnnyatauum WB-3P-LR6

HacTtpoiika SNMPv2

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# snmp

WB-3P-LR6(config):/snmp# enable true (ynpaeneHne SNMP. [1na otknoveHns seeaute false. [0
yMO4aHuio: true)

WB-3P-LR6(config):/snmp# rocommunity public (rze public — naposb Ha uTeHve napameTpos)
WB-3P-LR6(config):/snmp# rwecommunity private (rge private — naponb Ha 3anucb napaMeTpos)
WB-3P-LR6(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nin JOMEeHHOe MMSA MPUeMHMUKa
coob6ueHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WB-3P-LR6(config):/snmp# trap2sink X.X.X.X (rze X.X.X.X — IP-agpec wiv JOMeHHOe UMs NpuemMHuKa
coo6LeHnit SNMPv2-trap B hopmare HOST [COMMUNITY [PORT]])

WB-3P-LR6(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec nnm 4OMeHHOe UMSA NpYeMHUKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WB-3P-LR6(config):/snmp# sysname WB-3P-LR6 (rge WB-3P-LR6 — cucTeMHOe MMs yCcTpoicTBa. 1o
ymonyaHuto: WB-3P-LR6)

WB-3P-LR6(config):/snmp# syscontact Contact (rge Contact — KOHTaKkTHaA MHOPMAaLMA NPOU3BOANTESISA
ycTporictea. Mo ymonyaHmio: Contact)

WB-3P-LR6(config):/snmp# syslocation Russia (rge Russia — nHhopmaLysi 0 MecTonosIoKeHUmn ycTponcTea.
Mo ymonuaHuto: Russia)

WB-3P-LR6(config):/snmp# trapcommunity trap (rae trap — naposib, cogepxawminca B Tpanax. o
YMO/I4aHuIo: trap)

WB-3P-LR6(config):/snmp# save (COxpaHeHne HacTpoek)

HacTtpoiika SNMPv3

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# snmp

WB-3P-LR6(config):/snmp# enable true (ynpasnexHve SNMP. 1515 oTkaoueHns seeaute false. o
YMOJIHaHuIo: true)

WB-3P-LR6(config):/snmp# view (onpegenset gnana3oH OID'0B, AOCTYMHbIX A/15 KOHKPETHbIX TPy
nosib3oBaTesnen)

WB-3P-LR6(config):/snmp/view# add inc-all

WB-3P-LR6(config):/snmp/view# inc-all

WB-3P-LR6(config):/snmp/view/inc-all# rule (onpenenser npasa AocTyna A5 pasHbIX rpynn
nosb3oBaTesniei K onpeaenieHHbIM Yactam MIB)

WB-3P-LR6(config):/snmp/view/inc-all/rule# add 1

WB-3P-LR6(config):/snmp/view/inc-all/rule# 1

WB-3P-LR6(config):/snmp/view/inc-all/rule/1# type included (rae included — Tvn gelicTeus. BosamoxHble
3HaueHus: included — go6aBneHne 3agaHHoro OID, excluded — ucknoueHne 3agaHHoro OID)
WB-3P-LR6(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3agaHHbIA OID. Ecnin B rpynne B kayecTse
read-view ncnonb3yetcs view ¢ type =included n OID .1, TO Ha YTeHue 6yaeT goctyneH OID .1 n Bce ero
AodepHue. Ecnu type = excluded, To 6yayT AOCTynNHbI BCe OID'bl KpOME .1 M ero A0HEPHMX)
WB-3P-LR6(config):/snmp/view/inc-all/rule/1# exit

WB-3P-LR6(config):/snmp/view/inc-all/rule# exit

WB-3P-LR6(config):/snmp/view/inc-all# exit
)
)

— e~~~

WB-3P-LR6(config):/snmp/view# exit

WB-3P-LR6(config):/snmp# group (3agaeT agnanasoHbl OID'0B AN1A YTEHWUS 1 3annCy, ONpeaenseT YpoBeHb
6e3onacHocTN)

WB-3P-LR6(config):/snmp/group# add rw (rae rw — HassaHue rpynnsl. /icnonb3yeTcsa 18 npyBsA3Ku
nonb3oBaTenei K rpynne)

WB-3P-LR6(config):/snmp/group# rw
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WB-3P-LR6(config):/snmp/group/rw# read-view inc-all (rge inc-all — view 419 YTeHnsa napameTpos.
Onpepgensiet gnanasoH OID'0B AOCTYMHbIX AJ/19 YTEHUS)

WB-3P-LR6(config):/snmp/group/rw# write-view inc-all (rge inc-all — view gns 3anucu napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX 4715 3arncu)

WB-3P-LR6(config):/snmp/group/rw# security-level priv (rae priv — pexym 6e3onacHocTy. BO3MOXHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yercsa aBTopu3sauuns 3anpocoB Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOosb3yeTCs aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 0TBeTa)

WB-3P-LR6(config):/snmp/group/rw# auth-type MD5 (rge MD5 — mMeToz aBTopu3annn. BosmoxHble
3HauveHus: MD5, SHA. Vicnonb3yeTcs, ecnu security-level = auth wnv priv. Ecnv He 3agaH, TO UCnosb3yeTcs
MD5)

WB-3P-LR6(config):/snmp/group/rw# priv-type DES (re DES — meTop, luMpoBaHns. BO3MOXHbIE 3HAYeHNS:
DES, AES. /icnonbayeTtcs, ecniv security-level = priv. Ecnv He 3afaH, To ucnosnb3yercs DES)
WB-3P-LR6(config):/snmp/group/rw# exit

WB-3P-LR6(config):/snmp/group# exit

WB-3P-LR6(config):/snmp# user (y4yeTHasa 3anucb nosib3oBartens. NpuBa3biBaeTcs K onpefesieHHon rpynne
N coaepXnT B cebe nms 1 naponu ansa asropusaumm n WnNdpoBaHus)

WB-3P-LR6(config):/snmp/user# add admin (rge admin — vivs nons3osarend. Vicnons3yercs npu
aBTOpM3aLLMKM 3anpocoB, a Takke MOXET HasHayaTbCs 415 target)

WB-3P-LR6(config):/snmp/user# admin

WB-3P-LR6(config):/snmp/user/admin# group rw (rze rw — rpynna, B KOTOPYH [00aBSeTCs Nosb30BaTesis)
WB-3P-LR6(config):/snmp/user/admin# auth-password password (rze password — naposis 14
aBTopu3aunn. Ecnun y rpynnel security-level = auth unam priv, a auth-password He 3agaH, TO No/Ib30BaTEe/lb HE
OyaeT AOCTYMNeH)

WB-3P-LR6(config):/snmp/user/admin# priv-password password (rze password — naposib 15 WwnposaHus.
Ecnu y rpynnel security-level = priv, a priv-password He 3aaH, TO Mo/1b30BaTe/lb He OyAeT AOCTYIMEH)
WB-3P-LR6(config):/snmp/user/admin# exit

WB-3P-LR6(config):/snmp/user# exit

WB-3P-LR6(config):/snmp# target (BbI4aET Tpanbl Ha 3afaHHbIe XOCTbI. J06aBnAaeTcs onuMoHasIbHO.
AHanor trapsink u trap2sink gns SNMPv3)

WB-3P-LR6(config):/snmp/target# add targetl

WB-3P-LR6(config):/snmp/targeti targetl

WB-3P-LR6(config):/snmp/target/targetl# host X.X.X.X (rae X.X.X. X — |P-afpec xocTa Ha KOTopbIi ByayT
OTNpPaB/ISATLCA Tparnbl)

WB-3P-LR6(config):/snmp/target/targetl# port X (rae X — HOMep nopTa Ha KOTOPLIA ByAyT OTrNpaBAsaTLCA
Tpanbl)

WB-3P-LR6(config):/snmp/target/targetl# user admin (rge admin — vvis NonbL30BaTesNs, KOTopoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe Nnosb3oBaTesib AO/HKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe ByAeT HeakTUBHbLIM)

WB-3P-LR6(config):/snmp/target/targetl# exit

WB-3P-LR6(config):/snmp/targeti exit

WB-3P-LR6(config):/snmp# snmpv3-only true (Bk/iloueHne 3anperta goctyna ko scem OID no SNMPvI,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WB-3P-LR6(config):/snmp# save (CoxpaHeHve HacTpoek)
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12.2.4 HacTpolika ceTeBblx napaMmeTpoB IPv6

@ Mo ymonuannio 4OCTYN K YCTPOICTBY MO NPOTOKONY IPV6 Ha yCTPOCTBE OTK/IIOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# bro

WB-3P-LR6(config):/interface/br0# common

WB-3P-LR6(config):/interface/br0/commont ipvé

WB-3P-LR6(config):/interface/br0/common/ipv6# protocol dhcp (nosnyueHvie ceteBbix napameTpos IPv6 no
DHCP)

WB-3P-LR6(config):/interface/br0/common/ipv6# enabled true (Bk/10ueHVIe 40CTYNa K YCTPOUCTBY MO
npotokony IPv6. s otknoveHnsa seeante false)

WB-3P-LR6(config):/interface/br0/common/ipv6# save (CoxpaHeHVie HacTpoek)

HacTtpoiika cTaTuyeckux ceTeBbiX napameTpoB IPv6

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# bro

WB-3P-LR6(config):/interface/br0# common

WB-3P-LR6(config):/interface/br0/commont ipvé

WB-3P-LR6(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXX XXX XXXXXXXK XXX XXXXXXXX — cTaTnyeckuin IPve-aapec yCTponcTea)
WB-3P-LR6(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npechuke cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o yMo14aHuo: 64)
WB-3P-LR6(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTtcs |Pv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WB-3P-LR6(config):/interface/br0/common/ipv6# dns-server-1

XOOOCE XXX XXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepsepa Nel ¢ npedorkcom)

WB-3P-LR6(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOK XXX XXXEXXXX XXX EXXXXTY (roe XXXX:XXXXXXXX: XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WB-3P-LR6(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1H0HeHVIE 1CMONL30BaHNSA
cTaTnyecknx ceTeBblx IPv6 MapameTpoB. s Nosly4yeHmns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WB-3P-LR6(config):/interface/br0/common/ipv6# enabled true (Bk/10ueHVIe 40OCTYNa K YCTPOUCTBY MO
npotokosy IPv6. Ans oTkntodyeHns seeauTe false)

WB-3P-LR6(config):/interface/br0/common/ipv6# save (CoxpaHeHVe HacTpoek)
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12.3 HacTtpoiikmn Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WB-3P-LR6(config):/interface/wlan0/wlan# radio

WB-3P-LR6(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B fBM)
WB-3P-LR6(config):/interface/wlan0/wlan/radio# channel X (rze X — HOmep cTaTnyeckoro kaHana, Ha
KOoTopoM 6yaeT paboTaTb YCTPONCTBO)

WB-3P-LR6(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — wunpuHa kanana)

—_ e~~~ —~
—_ ===

© Cnucku gocTynHbIX KaHaNoB

B Radio 6 Ty, ana BbiGOpa AOCTYNHbI cnegylouwme KaHanbl, ecnv BbiopaHa nokauusa «Poccus
(RU)»:
* npu wupuHe kaHana 20 Mlry; 1,2, 3,4,5,6,7,8,9,10,11,12,13,14,15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75, 76,
77,78, 79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93.
* Mpu wupuHe kaHana 40 MIu;
- ecnun «control-sideband» = lower: 1,9, 17, 25, 33, 41, 49, 57, 65, 73, 81, 89.
+ ecnun «control-sideband» = upper: 5, 13, 21, 29, 37, 45, 53, 61, 69, 77, 85, 93.
* npu wupuHe kaHana 80 Mlry;: 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93.
* npu wupuHe kadHana 160 Mlry;: 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73,
77,81, 85, 89, 93.

B Radio 6 Ty, ana BblGOpa AOCTYNHbI cnegylowme KaHanbl, ecnv BbiopaHa nokauusa «Poccus

(RU)» n BknroueHa oukcmpoBaHHas LeHTpaJibHasa Yyactorta:
* npu wupuHe kaHana 20 Mlruy: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14, 15,16, 17,18, 19, 20, 21, 22,

’ ’ ] )

23,24, 25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93.

* npv wupuHe kaHana 40 Mru: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14,15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91.

* npv wupuHe kaHana 80 Mlru;: 5, 6,7,8,9,10,11,12,13,14,15,16,17,18, 19, 20, 21, 22, 23, 24,
25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51,
52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78,

79, 80, 81, 82, 83, 84, 85, 86, 87.

* npv wupuHe kaHana 160 MIry;: 13, 14,15, 16, 17,18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30,
31,32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57,
58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,77,78,79.
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© BRadiob6 Ty aAna BbIGOpa AOCTYNHLI CAeAYIIOWNE KaHalbl, €C1n BblopaHa nokauus «bes
orpaHuyenunii (ALL)»:

* Npu WwupuHe KaHana 20 Mrruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14, 15,16, 17,18, 19, 20, 21, 22,
23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66,67, 68, 69, 70, 71,72,73,74,75,76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102,
103, 104, 105, 106,107,108, 109,110,111, 112,113,114, 115,116, 117,118, 119, 120, 121, 122,
123,124,125,126,127,128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142,
143, 144,145, 146,147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162,
163, 164, 165, 166,167, 168, 169,170, 171,172,173,174,175,176,177,178,179, 180, 181, 182,
183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202,
203, 204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222,
223,224,225, 226,227, 228, 229, 230, 231, 232, 233.

* Mpu wupuHe kaHana 40 Mly;

« ecnu «control-sideband» = lower: 1,9, 17, 25, 33, 41, 49, 57, 65, 73, 81, 89,97, 105, 113,
121,129, 137,145,153, 161, 169, 177, 185, 193, 201, 209, 217, 225.

+ ecnu «control-sideband» = upper: 5, 13, 21, 29, 37, 45, 53, 61, 69, 77, 85,93, 101, 109, 117,
125,133, 141, 149, 157, 165, 173, 181, 189, 197, 205, 213, 221, 229.

* npw wupuHe kaHana 80 MIru; 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93,97,101, 105,109, 113,117,121, 125, 129, 133, 137, 141, 145, 149, 153, 157, 161,
165,169,173,177,181, 185, 189, 193, 197, 201, 205, 209, 213, 217, 221.

* npwu wupuHe kaHana 160 Mlry;: 1, 5,9, 13, 17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73,
77,81, 85,89,93,97,101, 105,109, 113,117,121, 125, 129, 133, 137, 141, 145, 149, 153, 157,
161,165,169, 173,177,181, 185,189, 193, 197, 201, 205, 209, 213, 217, 221.

B Radio 6 Ty, ana BbiGopa AOCTYNHbI cnefyouMe KaHa/bl, ecan BbiGpaHa nokauusa «bes
orpaHuyenumii (ALL)» n BKAoveHa hMKCMpoBaHHasA LeHTpa/JibHaA YacToTa:

* Npu WwupuHe KaHana 20 Mrru;: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14,15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102,
103, 104, 105, 106,107,108, 109,110, 111,112,113, 114,115,116, 117,118, 119, 120, 121, 122,
123,124,125,126,127,128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142,
143, 144,145, 146,147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162,
163, 164, 165, 166,167, 168, 169,170, 171,172,173,174,175,176,177,178,179, 180, 181, 182,
183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202,
203, 204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222,
223,224,225, 226,227, 228, 229, 230, 231, 232, 233.

* Npu wupuHe kKaHana40Mru: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14, 15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27,28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102,
103, 104, 105,106,107, 108,109,110, 111,112,113, 114,115,116, 117,118, 119, 120, 121, 122,
123,124,125,126,127,128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142,
143, 144,145, 146,147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162,
163, 164, 165, 166,167, 168, 169,170, 171,172,173,174,175,176,177,178,179, 180, 181, 182,
183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202,
203, 204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222,
223,224, 225, 226, 227, 228, 229, 230, 231.
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* npwu WwupuHe kaHana 80 MIlu; 5,6,7,8,9,10,11,12,13,14,15,16,17,18, 19, 20, 21, 22, 23, 24,
25,26, 27,28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51,
52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78,
79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103,
104, 105,106, 107,108,109,110,111,112,113, 114,115,116, 117,118, 119, 120, 121, 122, 123,
124,125,126,127,128,129,130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143,
144,145,146, 147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163,
164, 165,166,167,168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183,
184, 185,186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202, 203,
204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222, 223,
224,225, 226, 227.

* npwu wupuHe kaHana 160 Mlru;: 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30,
31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57,
58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,77,78,79, 80, 81, 82, 83, 84,
85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107, 108,
109,110,111,112,113,114,115,116, 117,118,119, 120, 121, 122, 123, 124, 125, 126, 127, 128,
129,130,131, 132,133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147, 148,
149, 150, 151, 152, 153, 154, 155, 156, 157,158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168,
169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188,
189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202, 203, 204, 205, 206, 207, 208,
209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219.

12.3.1 [JononHutensHble HacTpoikm Radio

N3MmeHeHue cTpaHbl

WB-3P-LR6(config):/interface/wlan0/wlan/radio# country X (napameTp X MOXeT npuHMMaTh 3HavyeHne: RU,
ALL)

N3meHeHue pexuma paboTbl paguonHTepdeiica

WB-3P-LR6(config):/interface/wlan0/wlan/radio# work-mode X (rae X — pexvm paboTsl pagnonHTepdeinca
corniacHo ctaHgapTy |IEEE 802.11. BO3MOXHbI€ 3HAYEHUS: ax)

N3meHeHUe OCHOBHOIO KaHasia

WB-3P-LR6(config):/interface/wlan0/wlan/radio# control-sideband lower (napavietp MoxeT npuHYMaTh
3HayeHue: lower, upper. 1o ymonyaHuto: lower)

BkntoueHue (pUKCUPOBAHHOW LEHTPa/IbHOI 4acTOTbI

WB-3P-LR6(config):/interface/wlan0/wlan/radio# center-frequency true (Bk/1104eHne hrkcrposaHHoON
LleHTpaNIbHOW YacToTbl. 19 oTkNoveHnst BeeaunTe false)
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BknroyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WB-3P-LR6(config):/interface/wlan0/wlan/radio# sgi true (Bk1t0UeHVE 1CMNO/b30BaHNA YKOPOYEHHOIO
3allMTHOro NHTepBasia 4sis nepenavm gaHHbIX — 400 He, BMecTo 800 He. [Ans oTkoveHust BeeauTe false)

HaCTpOVIKa pa3peweHHOro Cnucka KaHajioBs

WB-3P-LR6(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/il0ueHne ncnonsb3oBaHns
OrpaHMYeHHOro cnmncka kaHasnos. Ansa oTknoyeHns seeaute false)
WB-3P-LR6(config):/interface/wlan0/wlan/radio# limit-channels '50 51 52' (rae 50 51 52 — KaHasbl
[vana3oHa, B KOTOPOM MOXET paboTarb HacTpamBaeMbli pagnonHTepderic)

BkntoueHune STBC

WB-3P-LR6(config):/interface/wlan0/wlan/radio# stbc true (Bk/1t04eHne MeTofa NPOCTPAHCTBEHHO-
BPEMEHHOro 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. [na oTkntoveHns seeaute false)

BkntoueHue arperauum

WB-3P-LR6(config):/interface/wlan0/wlan/radio# aggregation true (Bk/t04eHne arperauym Ha Radio —
nognepxxkn AMPDU/AMSDU. ina oTkioyeHnsa seeguTe false)

BkntoueHue Mcnosb30BaHNA KOPOTKOI npeaMoy bl

WB-3P-LR6(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1104eHVE NCNONB30BAHNA KOPOTKOM
npeamoysbl naketa. Ana otkaoyeHnsa seeguTe false)

BkntoueHue MKCMPOBaHHOW KaHa/IbHOW CKOPOCTU Nepesayvuun

WB-3P-LR6(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HassaHve MOAYALNN 3ar/1aBHBIMU
6ykBamMu 6e3 npo6enos, Hanpumep, HE-NSS2-MCS10. Pa3pelleHHble 3Ha4YeHUs onpeaensoTcs PEXMoMm
paboTbl paanovHTepdelica 1 LUMPUHOK NONOChI KaHana)
WB-3P-LR6(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bx/1104UNTL PUKCYPOBAHHYO
KaHa/IbHYH CKOpPOCTb nepegaun. [ns otknoveHus seeaute false)

Bk/loueHne MakKCUMasibHOW KaHaJ1IbHOW CKOpoCTU nepepgayin

WB-3P-LR6(config):/interface/wlan0/wlan/radio# maximal-rate-tx
WB-3P-LR6(config):/interface/wlan0/wlan/radio/maximal-rate-tx# he X (rae X — HasBaHne moaynaumum
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS2-MCS11. MapameTp Ncnonib3yeTcs npu
MOAK/TOYEHMN YCTPONCTB B pexunme IEEE 802.11ax)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/maximal-rate-tx# enable true (Bk/104EeHNE MaKCUMasIbHO
KaHa/NIbHOW ckopocTy nepegayn. Ans otknoyeHus seeguTe false)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHVie HacTpoek)
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BknouyeHue MaKCUMa/IbHOW KaHa/IbHOW CKOpOCTU npuema

WB-3P-LR6(config):/interface/wlan0/wlan/radio# maximal-rate-rx
WB-3P-LR6(config):/interface/wlan0/wlan/radio/maximal-rate-rx# he X (rge X — HazsaHue Moaynaumn
3arnaBHbIMK 6ykBamun 6e3 npobesnos, Hanpumep, NSS2-MCS11. MapaMeTp UCNob3yeTcs nNpu
MO/K/TIOUYEHMMN YCTPONCTB B pexxume IEEE 802.11ax)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/maximal-rate-rx# enable true (Bk/110ueHVIE MaKCMasIbHO
KaHa/lbHOW ckopocTu npueMa. [Ansa otknoueHus eeeaunte false. IOCTYNHO TO/IbKO B peXnmax yCTpoicTea
ap-ptp v sta)

WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHue HacTpoek)

Bk/lo4yeHne MUMHUMaJIbHOW KaHaJ1IbHOW CKOpoOCTM nepepgayin

WB-3P-LR6(config):/interface/wlan0/wlan/radio# minimal-rate-tx
WB-3P-LR6(config):/interface/wlan0/wlan/radio/minimal-rate-tx# he X (rae X — HazsaHve moaynsaumm
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS1-MCS0. MapameTp UCnob3yeTca NPy NOAKIOHYEHNUN
YCTPOICTB B pexume IEEE 802.11ax)

WB-3P-LR6(config):/interface/wlan0/wlan/radio/minimal-rate-tx# enable true (Bk/t04eHE MUHUMATILHO
KaHa/IbHOW CKOpOCTM nepegayn. ins oTkntoyueHns sBeguTe false)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHVe HacTpoek)

Bk/1lo4ueHne MUMHUMaJIbHOW KaHaJ1IbHOW CKOpPOCTU nNpuemMa

WB-3P-LR6(config):/interface/wlan0/wlan/radio# minimal-rate-rx
WB-3P-LR6(config):/interface/wlan0/wlan/radio/minimal-rate-rx# he X (rae X — HazsaHne mogynsaumm
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS1-MCS0. MapameTp UCnonb3yeTcs NPy NOAKIHEHNUN
YCTPOWCTB B pexunme IEEE 802.11ax)

WB-3P-LR6(config):/interface/wlan0/wlan/radio/minimal-rate-rx# enable true (Bk/1t04eHVE MUHMAIEHON
KaHa/lbHOW cKkopocTu npuema. [Ansa otkntoueHns seegute false. [JOCTYNHO TOMbKO B peXuMax yCTpoicTBa
ap-ptp v sta)

WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHVe HacTpoek)

© MapameTpbl MaKCUMaILHOM M MUHUMASTBHO KaHa/IbHOM CKOPOCTY APMeMa UCTO/b3YI0TCS /1
yKasaHns MakCMMasibHOM 1 MMHUMa/1bHOWM KaHa/lbHOM CKOPOCTY nepeaavmn BCTPEYHOMY YCTPONCTBY.
Moatomy, HacTpanBas MakCUMaJsTbHYI 1/ MUHUMa/IbHYIO KaHaUTbHYI0 CKOPOCTb NpueMa, Harnpumep,
Ha knveHTe (STA), HacTpavBaTb MaKCMMaUIbHYH /WA MUHUMaUTbHYIO CKOPOCTh Mepeaayn Ha Touke
poctyna (AP) He HyXHo.

Hactpoiika Distance

WB-3P-LR6(config):/interface/wlan0/wlan/radio# auto-distance true (Bi/1t04eHNE aBTOMATMYECKOrO pacyeTa
paccTosiHMe mexay yctpoicteamu. [Ansa oTkioveHus seegute false)
WB-3P-LR6(config):/interface/wlan0/wlan/radio# max-distance X (re X — paccrosiHie mMexzay yCcTpoicTBamu
B KunomeTpax. NMapameTp ncnonb3yeTcs Npu BbIKMHOYEHHOM auto-distance. BO3MOXHbIe 3HAaYeHUst: 0-34.
Mo ymonyaHwuto: 0)
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@ Ha Bpems ucnonbsoBaHUs yTUAKTBI antenna-align, hyHKLMOHAN aBTOMATUYECKOTO YrpaBieHNs
MOLL{HOCTbIO BbIK/THOUAETCS.

HacTtpoiika ATPC

WB-3P-LR6(config):/interface/wlan0/wlan/radio# auto-tx-power
WB-3P-LR6(config):/interface/wlan0/wlan/radio/auto-tx-power# enable true (Bk/1104EHVIE @BTOMATNYECKOTO
ynpas/ieHnsi MOLLIHOCTbIO nepeaatunka. [Ansa otkioueHus seeaute false)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/auto-tx-power# target-rssi X (r1e X — Le/1eBoii ypoBeHb
curHana. NMapameTp MOXeT NpMHMMaTb 3Ha4YeHUs oT -100 A0 -40. Mo ymonyaHuio: -50)

HacTtpoiika TDD

WB-3P-LR6(config):/interface/wlan0/wlan/radio/tdd# enable true (Bxk/1t0HeHVe TexHONOMN
6€eCKONNN3MOHHOTO A0CTYNa C BpEMEHHbIM pa3feneHnemM kaHasa, KoTopasi CMHXPOHU3NPYET nepegadvy
[aHHbIX B 060MX HanpaB/ieHUsAX B paMkax BpeMEHHOro kaapa. ns otknoueHns sBeguTe false)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/tdd# tx-ratio X (r1e X — NpoLeHT BpemMeHn Taim-crioTa B
TDD-kagpe, BblAeNeHHbI ansa nepegayn Downlink-Tpadmka. BoamoxHble 3Ha4deHus: 10, 20, 30, 40, 50, 60,
70, 80, 90. Mo ymonyaHuto: 50)

WB-3P-LR6(config):/interface/wlan0/wlan/radio/tdd# frame-length X (rae X — anvtensHocts TDD-kagpa B
MUIMCEKYHAAX. BO3MOXHble 3HavyeHust: 5, 10. Mo ymonyaHmio: 10)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/tdd# save (coxpaHeHne HacTpoek)

HacTtpoiika uHtepsana DTIM

WB-3P-LR6(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — nHtepsasn DTIM. Bo3moxHbIe
3HauyeHus: 1-255. o ymonyaHuio: 64)
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BKkntoueHue QoS 1 U3mMeHeHne napaMmeTpoB

WB-3P-LR6(config):/interface/wlan0/wlan/radio# qos

WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos# enable true (npy BKIHOYEHHOU ONUUN NPYMEHAOTCSH
napameTpbl EDCA, 3a4aHHble B KOHurypauuu. [Ansa otkaoueHuns seeauTe false)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpos QoS ycTpoicTea
(Tpadhuk nepegaeTcsa B HANPaB/IEHMM K KITMEHTCKOMY YCTPOCTBY))
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napaveTtpos EDCA ans
HU3KOMPUOPUTETHON ouepean (NprnoputeTbl 802.1p: csl, cs2))
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxugaHus kagpos
[AHHbIX, N3MEPSAEMOE B c/ioTax. [IpUHMMaeT 3Ha4YeHus: 1-255)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauanibHOe 3HaveHve
BPEMEHU OXMAaHWs Nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuanncekyHaax. MpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4yeHMe cwMin HE MOXET MPEeBbILLIATb 3HAYEHME cwMax)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — MakcumasibHoe 3HaveHne
BPEMEHU OXMAaHWs nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuanncekyHaax. NpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63,127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO ObITb 60/1bLUIE 3HAYEHUS cwMin)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTEpBas BpeMeHu, B
MUNCEKYHAAX, KOraa BCTpeuHasd WME-CTaHUMsl MIMEET NpaBoO MHULMMPOBATbL Nepeaady AaHHbIX Mo
6ecnpoBOAHON cpeae K yCTPoncTBy. MakcMmanibHOe 3HauYeHne 65535 MUANCEKYHA)
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS K/IMEeHTCKOro
yCTpoiicTBa (Tpadmk nepeaaeTcs B HanpaB/ieHUN OT KIMEHTCKOrO YCTPOCTBRA))
WB-3P-LR6(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHue HacTpoek)

MeToavka HacTpoiiku edca-sta aHanorMyHa meToamke HacTpolikv edca-ap.
HacTpoiika napameTpoB a1 ovepeneii be, vi, vo aHanornyHa HacTpoiike napameTpoB anst ouepean bk.

12.4 HacTtpoiika DHCP onuun 82
Pexunmbl pabotel DHCP snooping:

+ ignore — o6paboTka onuumn 82 OTK/IOYEHA. 3HAYEHUE N0 YMO/THaHUIO;
* replace — ycTpOIAiCTBO NOACTABAAET UK 3aMEHSIET 3HaYeHne onuun 82;
* remove — YCTPOWNCTBO yAansieT 3HadeHne onuumn 82.

N3meHeHue pexuma pa6oTbl DHCP onuum 82

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# wlan0

WB-3P-LR6(config):/interface/wlan0# common

WB-3P-LR6(config):/interface/wlan0/common# dhcp-snooping
WB-3P-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p paboThl
DHCP snooping B peXume 3ameHbl Ui NoACTaBNEHNS OnNuun 82)
WB-3P-LR6(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHVie HaCcTPOeK)
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTuka obpaboTkun onummn 82 replace, To 4N8 KOHUTYppPOBaHKS
CTaHOBATCA AOCTYMHbI CNeayoLne napameTpbi:

HacTtpoiika napameTpoB onuuu 82

WB-3P-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3amveHa cogepxnmoro CID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-customcCiD.
MapameTp MOXeT npuHMMaTh 3HaveHns: APMAC-SSID — 3ameHa cogepxummoro CID Ha <MAC-agpec
yCcTpolicTBa>-<ums SSID>. SSID — 3ameHa cogepxxmmoro CID Ha ums SSID. Mo ymonyaHuio: APMAC-SSID)
WB-3P-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (e
custom — 3amveHa cogepxnmoro RID Ha 3HaveHve, ykazaHHoe B napavetpe dhcp-option-82-custom-RID.
MapameTp MOXeT npuHuMaTh 3HaveHus: ClientMAC — 3ameHa cogepxummoro RID Ha MAC-agpec
KNneHTcKoro ycTporictea. APMAC — 3ameHa cogepxvmoro RID Ha MAC-agpec ycTpolricTBa. APdomain —
3ameHa cogepXmnmoro RID Ha AOMEH, B KOTOPOM HaxoAuTcs YCTPOICTBO. o ymonyaHuto: ClientMAC)
WB-3P-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (e
longstring — 3Ha4eHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecnv 3HaveHune
napameTpa dhcp-option-82-custom-CID He 3a7aH0, TO YCTPOICTBO ByAeT n3ameHsiTb CID Ha 3Ha4YeHne no
ymonyaHuto: <MAC-agpec ycTpolicTBa>-<nms SSID>)
WB-3P-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HaueHne oT 1 40 63 CMMBOJ/I0B, KOTOPOe ByaeT nepegasaTtbcA B RID. ECv 3HaveHune
napameTpa dhcp-option-82-custom-RID He 3aaH0, TO YCTPOWCTBO OYyAET U3MEHSATb RID Ha 3HAa4YEHKEe No
ymMo4yaHuto: <MAC-agpec K/IMEHTCKOro yCTponcTea>)
WB-3P-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL160p
pasgenutens oktetoB MAC-agpeca, koTopblii nepegaercsa B RID u CID. radius — B kauecTBe pasgenutesns
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgenmTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)

WB-3P-LR5(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHue HacTpoek)
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12.5 HacTtpoiika 6ecnpoBogHOI ceTH

Tabnuua 6 — KomaHApbl 15 HACTPONKM pexrMa ycTporcTea

YcTpoiicTBo PeXxum ycTpoiicTea KomaHga Ans HacTpoiiku pexuma
Touka goctyna (AP) Touka goctyna PTP mode ap-ptp

Touka gocTtyna (AP) Touka goctyna PMP mode ap-pmp

KnueHT (STA) Knuent mode sta

Tabnuua 7 — KomaHApbl 47151 HACTPOMKM pexnma 6e30nacHOCTH

Pexxum 6e30nacHoOCTH KomaHpa anis HacTpoiikv pexuma 6es3onacHocTu
WPA3 mode WPA3

OWE mode OWE

WPA3-Enterprise mode WPA3_1X

12.5.1 HacTpoiiku ceTv ansa Toukn goctyna (AP)

HacTpolika Touku goctyna AP c OWE

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# wlan0

WB-3P-LR6(config):/interface/wlan0# wlan

WB-3P-LR6(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexviva ycTpoiicTaa)
WB-3P-LR6(config):/interface/wlan0/wlan# ap

WB-3P-LR6(config):/interface/wlan0/wlan0/ap# ssid WB-3P-LR6 (13MeHeHne nveHu SSID)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexop B 610K HACTpPoOekK pexnma
6e3onacHocTN)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexum wundgposaHmis OWE —
LLMdOpoBaHHOE coeanHeHMe 6e3 BBOAa Naposis. B Takom pexume CMOryT NOAKAUUTLCS TO/IbKO K/TUEHTHI
Wi-Fi 6)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/ap-securityi# exit
WB-3P-LR6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— o D= =
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HacTtpoiika Touku goctynaAP c pexxumom 6e3onacHocT WPA-Personal

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# wlan0

WB-3P-LR6(config):/interface/wlan0# wlan

WB-3P-LR6(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexvva ycTpoicTaa)
WB-3P-LR6(config):/interface/wlan0/wlan# ap

WB-3P-LR6(config):/interface/wlan0/wlan0/ap# ssid WB-3P-LR6 (13vMeHeHne nveHu SSID)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 610K HACTPOEK pexunma
6e3onacHocTN)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexxum wmncposaHms — WPA3)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap# key-wpa password123 (r1e password123 — k/1o4/naposis,
HeobXxo4MMbIN 419 NOAKIYEHMA K 6ecnpoBogHOM ceTu. AnnHa Kitova Ao/mKHa COCTaBNATb OT 8 A0 63
CUMBO/IOB)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— D= =

HacTtpoiika Touku gocTtyna AP c Enterprise-aBTopu3sauueii

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# wlan0

WB-3P-LR6(config):/interface/wlan0# wlan

WB-3P-LR6(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexviva ycTpoicTBa)
WB-3P-LR6(config):/interface/wlan0/wlan# ap

WB-3P-LR6(config):/interface/wlan0/wlan0/ap# ssid WB-3P-LR6 (13meHeHve nveHn SSID)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6710k HACTPOEK pexnma
6e3onacHocTn)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexxum wngposaHmns — WPA3-
Enterprise)

_— T O

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-LR6(config):/interface/wlan0/wlan0/ap# radius

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# domain root (rze root — foMeH nosb30BarTens)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIi
ncnonb3lyeTcs Ans ayTeHTudmkauum n astopusaunn. No ymonyaxuio: 1812)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rze secret — naposs s
RADIUS-cepBepa, UCMnosib3yemMoro Ans ayTeHTUguKaumm n aBTopusatnm)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/1t04eHVE OTNPABKM COOOLLEHNT
«Accounting» Ha RADIUS-cepsep. o ymonyaHuto: false)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (r1e secret — naposis g9
RADIUS-cepBepa, UCMosib3yeMoro A/151 akkayHTUHra)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/10HeHNE NEpUOANYECKOl
OTNpaBKM cO06LEHMI «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (MHTEpBa OTNPaBKM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WB-3P-LR6(config):/interface/wlan0/wlan0/ap/radius# save (coxpaHeHve HacTpoek)
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12.5.2 [lononHuTenbHble HacTpolikm Ans Touku goctyna (AP)

Ha3HaueHue VLAN-ID

WB-3P-LR6(config):/interface/wlan0/wlan/ap# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WB-3P-LR6(config):/interface/wlan0/wlan/ap# vlan-trunk true (BktoueHne VLAN Trunk. 15 OTK/IO4EHNA
BeeguTe false)

BkntoueHune General VLAN

WB-3P-LR6(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bk/toueHve General VLAN Ha SSID.
[na otknoveHus seegute false)
WB-3P-LR6(config):/interface/wlan0/wlan/ap# general-vlan-id X (rge X — Homep General VLAN)

HacTtpovika C-VLAN

WB-3P-LR6(config):/interface/wlan0/wlan/ap# customer-vlans
WB-3P-LR6(config):/interface/wlan0/wlan/ap/customer-vlans# clients (nepexop B pasgen clients gns
HaCTpOVikn cnucka cooTBeTcTBusA MAC-agpeca nonb3osarens u VLAN-ID)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rge
XXXX:XXXX:XX:XX — MAC-agpec KNMEHTCKOro ycTpoicTaa (STA), A1 KOTOPOro Heo6xo4uMOo yCTaHOBUTL C-
VLAN. 1ns yaaneHus agpeca ns cnvicka ncnonb3yiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# XX:XX:XX:XX:XX: XX
WB-3P-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id X (rge X —
VLAN-ID, KOTOpbIli ByaeT ncnonb3oBaH kak C-VLAN ans kMeHTcKoro yctpoiictea (STA) ¢ MAC-agpecom
XXXXXXXX:XX:XX)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/customer-vlans# enabled true (BxntoueHne pabotsl C-VLAN. /14
OTK/o4YeHNs BBeaunTe false)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/customer-vlans# save (CoxpaHeHne HacTpoek)

© B cnyuae ecnu Ha Touke focTyna HacTpoeHa Enterprise-aBTopusauus v ais knveHTa Ha RADIUS-
cepsepe 6b11 ykazaH C-VLAN, To MeHHO OH ByaeT Ucnonb30BaTbCA ANA paboTbl C faHHbIM K/TMEHTOM,
T. . C-VLAN, HacTpO€eHHbIli Ha ToYKe A0CTyna, ByaeT NPOUrHOPUPOBaH.

HasHauyeHue VLAN-ID 802.1p

WB-3P-LR6(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — nprioputeT 802.1p, nprcBansaemMbIii
nakeTam, Ha KoTopble HaBeluvBaeTca meTka VLAN rnpu nomowm doyHkumoHana VLAN-ID nnm General VLAN.
Bo3MOXHble 3HaYeHus: 0-7, auto. 3HaYEHWe No YMO/IHaHUIo: auto)
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Bbi6op cnocoba npuoputTusaymum

WB-3P-LR6(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHa 13 nproputeTta ns nong CoS (Class
of Service) TerMpoBaHHbIX NAKETOB. 3HAYEHME MO YMOSTUYaHUto: true. B aTOM criyvae aHanmampyeTcs
npuopuTeT 13 nonst DSCP 3aronoBka IP-nakeTa)

BkitoueHne CKpbIToro SSID

WB-3P-LR6(config):/interface/wlan0/wlan/ap# hidden true (Bx/1t0ueHvie ckpbITOro SSID. 17151 OTK/IHOUEHNA
BeeauTe false)

BkntoyeHue Minimal Signal n Roaming Signal

WB-3P-LR6(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bx/1t04eHNE VCNOMIL30BaHNSA
doyHKkUMoHana Minimal Signal. 19 oTkodyeHnsa Beegute false)
WB-3P-LR6(config):/interface/wlan0/wlan/ap# min-signal X (re X — noporosoe 3HaueHve RSSI, npu
[AOCTVXXEHMMN KOTOPOro ByAyT OTK/OUYEHbI KNIMEHTCKME YCTPOMCTBA OT 6ecnpoBoAHOl ceTu. MapameTtp
MOXET NPUHMMAaTb 3Ha4YeHus oT -100 Ao -1)

WB-3P-LR6(config):/interface/wlan0/wlan/ap# check-signal-timeout X (re X — nepros BpemeHu B cekyHaax,
MO MCTEYEHUN KOTOPOro NPUHMMAETCS peLleHne 06 OTKIHUEHNN KITMEHTCKMX YCTPONCTB OT 6ecnpoBOAHON
cetn)

WB-3P-LR6(config):/interface/wlan0/wlan/ap# roaming-signal X (rge X — noporoeoe 3HayeHne RSSI, npu
[AOCTVXEHMN KOTOPOro NPOUCXOANT NEepeKtOHEHNE KTMEHTCKNX YCTPONCTB Ha Apyroe yCTPOMCTBO.
MapameTp MOXET NPMHUMAaTbL 3Ha4YeHus oT -100 Ao -1. MapameTp roaming-signal 4O/MKEH ObITb BbILLE, YEM
min-signal: ec/iv min-signal =-75 gbMm, To roaming-signal fo/mkeH 6bITb paseH, Hanpumep, -70 Abm)
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)
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HacTpolika orpaHu4eHunsi CKOpoCTu A1l BCero paguouHtepdeiica

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):
WB-3P-LR6(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rge X — makcumMasibHasi CKOpOCThb B
KOUT/C N nakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bi/1t0ueHne Lwelinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/c, pps — NakeTbl/c, off — BbIK/HOUYEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WB-3P-LR6(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rge X — maxkcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bk/1t0ueHve Lwelinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMUYeHNsi CKOPOCTM AJ1Sl KAXKA0r0 K/MeHTa (STA)

HacTpolika wevinepa B HanpaBaeHUU OT KAneHTa (STA) o Touku goctyna (AP):
WB-3P-LR6(config):/interface/wlan0/wlan/ap# shaper-per-sta-rx

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# value X (rae X — makcymasibHas CKOpocThb B
KOUT/C NI NakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# mode kbps (Bx/1t0ueHve welinepa.
Bo3moxHble 3HaveHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbikNOYEHO. [LOCTYMHO TO/TLKO B peXnme
YCTPOICTBAa ap-pmp)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpolika wevinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knueHTa (STA):
WB-3P-LR6(config):/interface/wlan0/wlan/ap# shaper-per-sta-tx

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# value X (rae X — makcrumanbHas CKopocTsb B
KOUT/C NI nakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# mode kbps (Bx/10ueHve welinepa.
Bo3moxHble 3HaueHus: kbps — K6UT/C, pps — nakeTbl/c, off — BbikNtoUeHO. [LOCTYMHO TO/TLKO B peXunme
YCTPOMCTBAa ap-pmp)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (CoxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-LR6(config):/interface/wlan0/wlan/ap# shaper-bcast-rx
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rze X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bx/1t0ueHve Lelinepa.
Bo3MoxHble 3HaueHus:: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rxi# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WB-3P-LR6(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rae X — MakcymasibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Bk/itoueHve wennepa.
Bo3MoxHble 3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTpOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKM AocCcTyna (AP’ A0 K/INEeHTa (STA):

WB-3P-LR6(config):/interface/wlan0/wlan/ap# shaper-mcast-tx
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rge X — mMakcumasibHasi CKOPOCTh B
KOUT/C NI NakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (Bx/il0oueHne wennepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOIo TpadmKa

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUN OT TOYKU O0CTYyMNAa (AP) A0 K/INeHTa (STA):

WB-3P-LR6(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rae X — makcvmasnibHas
CKOPOCTb B KOGUT/C UM NakeTbl/C)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bk/1t04eHne Lweinepa.
Bo3MoxHble 3HaueHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

OrpaHuyeHune KonnyectBa K/IMEHTOB

WB-3P-LR6(config):/interface/wlan0/wlan/ap# sta-limit X (rge X — makcumasribHO JoMnyCTUMOe YnC/10
NOAK/IYaeMbIX K 6eCNPOBOAHON CETU KNTMEHTCKMX YCTPOMUCTB. [JOCTYMHO TO/bKO B pexume
yCTPOWCTBa ap-pmp)
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BknoyeHue n3onsauuun KiIMeHToB

WB-3P-LR6(config):/interface/wlan0/wlan/ap# station-isolation true (Bk/1t0ueHne nzonaunn Tpadurka
MexXay NOAK/THYEHHbIMN yCcTpoicTBamu. [1a oTknoueHns seeanTe false. [JOCTYMHO TONBKO B peXMME
YyCTPOWCTBa ap-pmp)

HacTtpoiika KOHTpons gocTyna no MAC

WB-3P-LR6(config):/interface/wlan0/wlan/ap# acl

WB-3P-LR6(config):/interface/wlan0/wlan/ap/acl# mac

WB-3P-LR6(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX: XX (re XXX XX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb AOCTYN. ANsA yaaneHus agpeca us
cnucka ncnosnb3yiite koMaHay del)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/acl/mac# exit

WB-3P-LR6(config):/interface/wlan0/wlan/ap/acl# policy allow (Bbi60p nonmTrkn. BosmoxHbIe 3HaUYeHNs:
allow — paspeLuaTb NOAKIOYEHME TONBKO TEM yCTpoicTBam, MAC-agpeca KOTOPbIX COAEPXKATCS B CMNCKE;
deny — 3anpewiarb NOAK/IOYEHME YCTpocTBam, MAC-apeca KOTOpbIX COAEPXaTCs B CNUCKe. 3Ha4YeHne
no ymosyaHuio: deny)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/acl# enable true (Bk/1r0ueHve koHTponsa goctyna no MAC. Ana
oTkNtoueHust Beeaunte false)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/acl# save (coxpaHeHne HacTpoek)

MannuHr VLAN

WB-3P-LR6(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# rule
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# add namel (rae namel — vvs npasuia
Mannuura. na yganeHus npasuna ncnosnbayite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-vlan-id X (rze X — VLAN ID B
Ethernet)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-priority X (rae X — npvoputet
802.1p npu nepegade B Ethernet. Bo3MOXHble 3Ha4yeHust: 0-7, auto. Ecnim npnopmTeT auto nnm He
onpegeneH B JaHHON onuumnm — 6yaeT NCNob30BaTbCH UCXOLHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID BO
WLAN)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-priority X (rae X — nproputet
802.1p npu nepeaade Bo WLAN. Bo3amMoxHble 3HauyeHus: 0-7, auto. ECv npuopuTeT auto Uav He onpeaenex
B JAaHHOW onuun — 6yaeT Ncnonb3oBaTbCA NCXOAHbINA)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# enable true (sxtoueHne vian-mapping. 1715
oTK/Io4YeHns BeeauTe false)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# save (CoxpaHeHne HacTpoek)

© B koHurypauum vlan-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo Ucnonb3yeTcs
Ansa n3meHeHus npuoputeta 802.1p n ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
NoAxXoAuT Nof 3aflaHHble NonNb3oBaresniem npasuna.

LR6
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HacTtpoiika default-rule

WB-3P-LR6(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rz1e X — npuoputet
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (rge X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpyuopmuTeT auto A He onpeaesex
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rze X — ouepesb
WMM a5 gaHHoro npasuna. Bo3amoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (BktoueHne default-
rule. na oTknoyveHus seeaute false)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-LR6(config):/interface/wlan0/wlan/ap# mac-priority
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority# rule
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — 1vsa npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA nn KnueHTa (STA) (mnoapobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uam knunenTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wlan-priority X (rne X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHvie mac-priority. s
oTKNtoveHns seegute false)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WB-3P-LR6(config):/interface/wlan0/wlan/ap# mac-priority
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority# rule
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — 1vsa npasuia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA Unn KnueHTa (STA) (moapobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uam knunenTa (STA) (noapobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HaudeHune AB/sieTCs NycToi CTPOKOM, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wmm-queue X (rge X — ouepegb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/toueHvie mac-priority. [na
oTKNtoveHns seeaute false)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)
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© [1ns nakeToB, MayLLMX NO HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec knneHTa (STA).
[N nakeToB, AyLWMX Mo HanpasneHuto ot knneHTa (STA) k Touke gocTtyna (AP), napametp src-mac —
MAC-agpec knueHta (STA), dst-mac — MAC-aapec nonyyartensi.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-LR6(config):/interface/wlan0/wlan/ap# ip-priority
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority# rule
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — nmsa npasuna
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wlan-priority X (ra1e X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3MOXHble 3Ha4eHus: 0-7, auto. ECn NpyuopmuTeT auto A He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# eth-priority X (roe X — npuoputet 802.1p
npu nepegade B Ethernet. Bo3aMoXHbIe 3Ha4YeHust: 0-7, auto. EC/iv npuopuTeT auto Un He ONpeaeseH B
[AHHOM onumn — 6yAeT NCMNO/b30BaTbCS UCXOAHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/1t0ueHue ip-priority. 114
oTKNtoveHns seegute false)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WB-3P-LR6(config):/interface/wlan0/wlan/ap# ip-priority
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority# rule
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — nmsa npasuna
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wmm-queue X (rge X — ouepegb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/itoueHune ip-priority. [ns
oTKNtoveHns seeauTte false)

WB-3P-LR6(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuoputeTa Tvna npasun, rage 1 — MUHUMasbHbIN npuopuTeT, 100 — MakcMManbHbIl
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WB-3P-LR6(config):/interface/wlan0/wlan/ap# priority-order
WB-3P-LR6(config):/interface/wlan0/wlan/ap/priority-order# mac X (rge X — npvopuTteT faHHOoro npasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLuniA NpuopuTeT MMEET 3HaYeHne 100)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/priority-order# ip X (roe X — npuoputeT gaHHoro npasuia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia TpuoputeT MMEET 3HaYeHne 100)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/priority-order# vlan X (rae X — npruopuTeT AaHHOro rnpasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia npuoputeT MMeET 3HayveHne 100)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/priority-order# save (coxpaHeHvie HacCTpOekK)
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12.5.3 HacTpoiiku cetv ansa knventa (STA)

© B pexume ycTpoiicTsa sta 40CTyNHa HACTpOiika HECKOMbKMX Npodunell NoAKNUeHNs K Touke focTyna
(AP). MakcumasibHO MOXXHO HACTPOWTL 8 Npochuneil.

HacTtpoiika knueHTta (STA) c OWE

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# wlan0

WB-3P-LR6(config):/interface/wlan0# wlan

WB-3P-LR6(config):/interface/wlan0/wlan# mode sta (BLI60p pexvva ycTporcTea)
WB-3P-LR6(config):/interface/wlan0/wlan# sta

WB-3P-LR6(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npodunb. profilel — nums npodonnsa nogxnoveHns K AP. Ans yaaneHnsa npodmnsa Ncnonb3ynte komaHay
del)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk/10uNTHL
npodousib)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WB-3P-LR6 (13MeHeHVe
nmeHun SSID)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode OWE (pexvimv
lundppoBaHnst OWE — wwndpoBaHHOE coeanHeHne 6e3 BBoAa Naposns. B Takom pexume cMmoryT
NOAK/TIOUNTLCS TOSIbKO KNneHTbl Wi-Fi 6)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rae X —
npuopuTeT npodunns. Onpeaenset oyepegHoOCTb MCMONb30BaHMA Npodunein. BoamoxHble 3HaueHus: 0-7.
BbicLunii npropuTeT uMeeT 3HaveHue 7. Mpu noaknoyeHnmn knvenTa (STA) ByaeT cnonb3oBaTb NPOgInb C
HaMBbICLLUVMM MPUOPUTETOM B NEPBYIO oYepesb)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HacTpoek)

—_— ===
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HacTtpoiika knueHTa (STA) ¢ pexxumom 6e3onacHocTu WPA-Personal

WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexnmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WB-3P-LR6(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1l# enable true (Bk1H0UUTL
npodonnb)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WB-3P-LR6 (
N3MeHeHMe MMeHn SSID ANnst NOAK/UYEHNS K 6a30BO CTaHLK)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3 (
pexum wndgposaHmss — WPA3)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# key-wpa password123 (rze
password123 — K/1to4/naposib, HE0OX0AMMbIM A1 NOAKNHYEHMS K 6eCNPOBOAHOM CETU. [lAMHA Ko4a
[0/HKHA COCTaB/ISATb OT 8 /10 63 CUMBOJI0B)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (roe X —
npuoputet npodunns. OnpeaensietT ouepeaHOCTb NCNONb30BaHUS Npodunein. BosamoxHble 3Ha4eHus: 0-7.
BbiCLUMIA NpUOPUTET UMEET 3HauveHue 7. Mpu noakdeHnn KnnenTa (STA) 6yaeT ncnonb3oBaTb NPOdUIb C
HaUBbICLLM NPUOPUTETOM B NEPBYHO OYEPE/b)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHne
HaCTpoeK)

—~ e~ A~~~ A~~~
_— D = =
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HacTpolika knueHTa (STA) ¢ Enterprise-aBTOopu3sauueit

WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6
WB-3P-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexnmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WB-3P-LR6(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npodunb. profilel — ums npodonna nogxknoueHus K AP. ns yaaneHuns npodnasa NCnonb3ynte kKomaHay
del)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1l# enable true (Bk1H0UUTL
npodousib)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WB-3P-LR6 (13MeHeHne
nmeHu SSID)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3_1X (
pexum wundgpoaHnst — WPA3-Enterprise)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# radius
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# username user (rze
user — /I0fVH, He0OX0AMMbI ANs aBTopM3aumm Ha RADIUS-cepBepe)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# password password (
rae password — K/104/naposb, He06XoAMMbI AN aBTopu3aumn Ha RADIUS-cepBepe)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rge X —
npuopuTeT npocunns. OnpeaensieT oUepPeaHOCTb NCNOb30BaHUS Npodnnen. Bo3mMoXxHble 3Ha4YeHus: 0-7.
BbICLUMIA NpUOPUTET UMEET 3HauveHue 7. Mpu noakdeHnn KnnenTa (STA) 6yaeT ncnonb3oBaTb NPOdUIb C
HaMBbICLLVIM MPUOPUTETOM B MEPBYIO 0Yepeb)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# save (coxpaHeHne
HaCTPOeK)

—~ e~ A~~~ A~~~
_— D = =

12.5.4 [ononHuTenbHble HacTpolikm ans knveHTa (STA)

Ha3HaueHue VLAN-ID

WB-3P-LR6(config):/interface/wlan0/wlan/sta# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHue VLAN trunk

WB-3P-LR6(config):/interface/wlan0/wlan/sta# vlan-trunk true (sktouenne VLAN Trunk. 19 oTk/IO4EHNA
BeeguTe false)

BkntoueHune General VLAN

WB-3P-LR6(config):/interface/wlan0/wlan/sta# general-vlan-mode true (sx/itoueHne General VLAN Ha SSID.
[nsa otknoyeHns seeaute false)
WB-3P-LR6(config):/interface/wlan0/wlan/sta# general-vlan-id X (rze X — Homep General VLAN)
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BknroyeHne MVR

WB-3P-LR6(config):/interface/wlan0/wlan/sta# mvr-enable true (BkitoueHne MVR. [1n8 OTK/IKOYEHUA BBEAUTE
false)

WB-3P-LR6(config):/interface/wlan0/wlan/sta# mvr-vlan-id X (rge X — Homep VLAN ana Multicast Tpadouka)
WB-3P-LR6(config):/interface/wlan0/wlan/sta# mvr-vlan-priority X (rze X — npnoputet 802.1p /18 IGMP-
naketoB OT Ethernet-yCTpOICTB, HAXOAALWMXCA 3a KIMEHTOM (STA). BO3MOXHble 3Ha4YeHus: 0-7)

HasHauyeHue VLAN-ID 802.1p

WB-3P-LR6(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — npruoputet 802.1p, nprceBaviBaemMbIi
naketam, Ha KoTopble HaBeluMBaeTca MeTka VLAN npy nomoLm pyHkumoHana VLAN-ID nnum General VLAN.
B0o3MOXHble 3HaYeHns: 0-7, auto. 3Ha4YEHWe No YMO/I4aHUIo: auto)

Bbi6op cnocoba npuopuTusaym

WB-3P-LR6(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHann3 npuoputera ns nonsa CoS (Class
of Service) TermpoBaHHbIX NAKETOB. 3HAYEHME NO YMOMYaHUIO: true. B aTOM cnyyae aHanmM3npyeTcs
npuopuTeT 13 nona DSCP 3aronoBka IP-naketa)

HacTtpoiika orpaHMYeHUsi CKOPOCTHU

HacTpoliika weiinepa B HanpaBaeHUU OT kKnueHTa (STA) Ao Touku goctyna (AP):
WB-3P-LR6(config):/interface/wlan0/wlan/sta# shaper-tx

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-tx# value X (rge X — makcumasibHas ckopocTs B KOUT/C
WU NaKeTbI/C)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-tx# mode kbps (Bk/1toueHne wennepa. BoamoxHbie
3HaueHus: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUYEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-tx# exit

WB-3P-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpoliika weiinepa B HanpaB/eHUN OT TOYKM gocTtyna (AP) oo knuneHTa (STA):
WB-3P-LR6(config):/interface/wlan0/wlan/sta# shaper-rx

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-rx# value X (r4e X — makcumasibHasi CKOpocTh B KOUT/C
WU NaKeTbI/C)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-rx# mode kbps (Bk/iloueHne weinepa. BoamoxHble
3HaueHus: kbps — K6UT/c, pps — NakeTbl/C, off — BbIK/IHOUYEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-rx# exit

WB-3P-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpolika weiinepa B HanpaBaeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WB-3P-LR6(config):/interface/wlan0/wlan/sta# shaper-bcast-rx

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/1t0ueHve Wwelinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rxi# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-LR6(config):/interface/wlan0/wlan/sta# shaper-bcast-tx
WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/1t0ueHve LWwelinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rxi# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTQOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKM AocCcTyna (AP’ A0 K/INEeHTa (STA):

WB-3P-LR6(config):/interface/wlan0/wlan/sta# shaper-mcast-rx
WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rge X — makcumvasibHas CKOpocThb B
KOUT/C NI NakeThbl/c)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bx/1t0ueHVe Lwelinepa.
Bo3moxHble 3HaveHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOIo TpadmKa

HaCTQOﬁKa Luel‘/’lnepa B HanpaB/ieHuu ot KnuneHTa (STA) A0 TOYKU AoCTyna (AP):

WB-3P-LR6(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-tx
WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# value X (rae X — makcymasnsHas
CKOpPOCTb B KGUT/C)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# mode kbps (Bi/1t04eHne weinepa.
[ns otknoveHns BeeaunTe off)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HaCTpOVIKa BCTPEYHOro yCTpOVICTBa BbINOJ/THAETCA aHa/I0OTNYHO.

109



PykoBogacTBo no akcnayatauuu WB-3P-LR6

YBenuueHue MTU Ha nitepdpeiicax

WB-3P-LR6(config):/interface# eth0

WB-3P-LR6(config):/interface/ethO# common

WB-3P-LR6(config):/interface/ethO/common# mtu X (rge X — 3HaueHne MTU. MakcumasibHoe 3HaveHuve 2400)
WB-3P-LR6(config):/interface/eth0/commont# exit

WB-3P-LR6(config):/interface/ethO# exit

WB-3P-LR6(config):/interface# wlan0

WB-3P-LR6(config):/interface/wlan0# common

WB-3P-LR6(config):/interface/wlan0/common# mtu X (rge X — 3HaueHve MTU. MakcymasibHoe 3HaveHune
2400)

WB-3P-LR6(config):/interface/wlan0/common# save (CoxpaHeHve HacTpoek)

MannuHr VLAN

WB-3P-LR6(config):/interface/wlan0/wlan/sta# vlan-mapping
WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping# rule
WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# add namel (rze namel — nvs npaswia
mMannuHra. [ns yganeHus npasuna ucnosb3yiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-priority X (rae X — npvoputet
802.1p npu nepegaue B Ethernet. Bo3amMoxHble 3HaueHust: 0-7, auto. Ecan npuopuTteT auto uam He
onpeaeneHd B AaHHOW onuun — 6yaAeT UCNONb30BaTbCA UCXOAHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID BO
WLAN)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-priority X (rae X — npuopurtet
802.1p npu nepegade Bo WLAN. Bo3mMOXHble 3Ha4eHus: 0-7, auto. ECn NpUOPUTET auto UM He onpeaeseH
B JaHHOW onuun — 6yaeT UCMo/1b30BaTbCsl CXOAHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping# enable true (Bx/itoueHune vlian-mapping. [Ans
oTkNtoueHust Beeaunte false)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping# save (CoxpaHeHne HacTpoek)

© B koHurypaumm vian-mapping ectb npegyctaHoBneHHoe npasuno — default-rule. OHo ucnonb3yetcs
Ans nameHeHus npuoputeta 802.1p n ouepegn WMM Bcex naketos, Homep VLAN KOTOpbIX He
NOAXOAMWT NOJ 3aflaHHble Nonb3oBaresniem npasuna.
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HacTtpoiika default-rule

WB-3P-LR6(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rz1e X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (rge X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpruopmuTeT auto 1AM He onpeaesex
B JAHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rze X — ouepesb
WMM a5 gaHHoro npaswuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpegeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (BktoueHne default-
rule. na oTknoveHus seeaute false)
WB-3P-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-LR6(config):/interface/wlan0/wlan/sta# mac-priority
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority# rule
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (ra1e namel — nmsa npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUYHMKA UM ToYKK gocTyna (AP) (nogpobHee 0 HacTpoiike MAC-apecoB
B Mojickaske HXke). Eciv napameTp He 3aaaH, Wan ero 3HauyeHue sIBNSIeETCA MNyCTON CTPOKOW, TO OH He
OGyaeT NCnonb30oBaTbCA NPV MPOBEPKE HA COBNAAeHUS)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (roe
XXXXXX:XX:XX: XX — MAC-agpec nonyyartensi Ui Toukm goctyna (AP) (moapobHee o HacTpoiike MAC-
a/IpecoB B MOACKAa3Ke HMXe). Ecriv napameTp He 3aJaH, Uin ero 3HavyeHue sIBNSETCS MyCTON CTPOKOWA, TO
OH He OyaeT UCnosib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wlan-priority X (rze X — npnoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# eth-priority X (rge X — npuopurer
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1t0ueHvie mac-priority. 15
oTKNtoveHns seegute false)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHVe HacTpOek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WB-3P-LR6(config):/interface/wlan0/wlan/sta# mac-priority
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority# rule
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (ra1e namel — nmsa npasuna
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA UK ToUkM aocTtyna (AP) (nogpobHee 0 HacTpoiike MAC-apecoB
B Mojicka3Ke HXke). Eciv napameTp He 3aaaH, v ero 3HauyeHue sIBNSIETCA MNyCTON CTPOKOW, TO OH He
OGyaeT Ncnonb30BaTbCA NPV MPOBEPKE HA COBNAAEHUS)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-agpec nonyyatensi uiam Toukm goctyna (AP) (nogpobHee 0 HacTpoiike MAC-
a/IpecoB B MOACKAa3Ke HMXe). Ec/iv napameTp He 3aJaH, Uin ero 3HavyeHue sIBNSETCS MyCTON CTPOKOWA, TO
OH He OyaeT UCnosib30BaTbCs NPY NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wmm-queue X (rge X — ouepeb
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1t0ueHvie mac-priority. 15
oTKNtoveHns seeaute false)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHVe HacTpOek)
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© [1ns nakeToB, MayLLMX N0 HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-aapec Touku goctyna (AP), dst-mac — MAC-agpec nonyyatens.
[nsi nakeToB, MAYLWMX MO HanpaeneHuto ot knameHTa (STA) k Touke goctyna (AP), napameTtp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec Toukun goctyna (AP).

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-LR6(config):/interface/wlan0/wlan/sta# ip-priority
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority# rule
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — 1ms npasusia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rze X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wlan-priority X (rge X — npuopuret
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpUopUTET auto UM He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# eth-priority X (rze X — npnoputet
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaYeHus: 0-7, auto.Ecam npuoputeT auto unim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/toueHve ip-priority. [na
oTKNtoveHns seegute false)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WB-3P-LR6(config):/interface/wlan0/wlan/sta# ip-priority
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority# rule
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — 1ms npasusia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rze X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rze X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wmm-queue X (rze X — ouepeb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/1t0ueHe ip-priority. [1na
oTKNtoveHns seeaute false)

WB-3P-LR6(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHvie HacTpoek)
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WB-3P-LR6(config):/interface/wlan0/wlan/sta# priority-order
WB-3P-LR6(config):/interface/wlan0/wlan/sta/priority-order# mac X (rge X — npropuTeT AaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/priority-order# ip X (rae X — npuoputeT gaHHOro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii npuoputet nMeeT 3HaueHune 100)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/priority-order# vlan X (rge X — npuoputeT faHHOro npasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WB-3P-LR6(config):/interface/wlan0/wlan/sta/priority-order# save (coxpaHeHvie HacTpoek)

12.6 HacTtpoiika LoopBack Detection

© Hacrpoiika hyHKLMOHaNA AOCTYNHA TOMLKO B PEeXMMe YCTpoiicTea sta.

€ B cnyuae o6HapyXeHUS NET/IM HA HUKECTOSILLEM 060pyA0BaHUM, YCTPONCTBO GrokupyeT Ethernet-
NHTEepdeinc Ha 3aaHHoe B KOHMrypauumn spemsi.

Ecnu coyHKUMOHAN BKOYEH, TO KNneHT (STA) npoBepsieT Hanmnume neTeslb Ha HUXKECTOosILLEM 060pyA0BaHUN U,
B C/lyyae ux obHapyxeHus, 6nokunpyeT Ethernet-nHrepdeiic Ha 3agaHHoe B KOHMrypauumn ycTpoincTea BpeMS.
Hanmune netesnb NnpoBepseTcs ¢ NOMOLLbIO OTNPaBky creymasibHbiX naketos B LAN-ceTb ¢ agpecom
HasHauyeHus ¢f:00:00:00:00:00.

HacTpoliika LoopBack Detection

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# loopback-detection

WB-3P-LR6(config):/loopback-detection# interval X (rae X — nHTepBas BpemeHy Mexay OTrpaBKoi NakeToB
0OHapyXeHUs NeTsin)

WB-3P-LR6(config):/loopback-detection# recovery-timer X (rge X — Bpems, B TeueHve KoToporo Ethernet-
NHTepderic byaet 3ab/10KMpPOBaH)

WB-3P-LR6(config):/loopback-detection# vlan-id X (rae X — meTka VLAN ID, koTopas OyeT HaBeluBaTbCs Ha
NMPOBEPOYHbIE NakeTbl. BO3MOXHbIe 3HauYeHus: 0-4094)

WB-3P-LR6(config):/loopback-detection# enabled true (Bx/toueHne LoopBack Detection. [1/19 OTk/I04EHMA
BeeguTe false)

WB-3P-LR6(config):/loopback-detection# save (coxpaHeHne HacTpoek)

114



PykoBoacTBo no akcnnyatauum WB-3P-LR6

12.7 Hactpoiika BPDU-cbunstpa

HacTtpoiika dounbtpauymmn BPDU-nakeToB AnAa uHtepceiica wlan0

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# wlan0

WB-3P-LR6(config):/interface/wlan0# common

WB-3P-LR6(config):/interface/wlan0/commont# bpdu-filter true (Bx/1t0ueHve BPDU. [1n5 OTKIH04EHNS
BeeauTe false)

WB-3P-LR6(config):/interface/wlan0/commont# save (CoxpaHeHne HacTpoek)

HacTtpoiika domnsrpaumm BPDU-nakeToB AnA uHtepdeiica etho

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# ethO

WB-3P-LR6(config):/interface/eth0# common

WB-3P-LR6(config):/interface/eth0/common# bpdu-filter true (Bx/1t0ueHvie BPDU. 115 OTKIHOYEHUS BBEAUTE
false)

WB-3P-LR6(config):/interface/eth0/common# save (coxpaHeHne HacTpoek)

12.8 OrpaHunyeHune konmyecTBa nsyveHHolx MAC-agpecos

OrpaHuyeHune KonnmyecTBa U3yyeHHbIX MAC-agpecoB

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# mac-learning

WB-3P-LR6(config):/mac-learning# enabled true (true — Bk/ItOUEHVE OrpaHUyeHNs KOMYeCcTBa U3YUHeHHbIX
MAC agpecos. o ymonyaHuto: false)

WB-3P-LR6(config):/mac-learning# mac-learning-limt X (rge X — rno6asibHoe orpaHuyeHve ymucna MAC-
afapecosB (Wi-Fi + Ethernet). Bo3MOXHbIe 3Ha4eHust: 1-2048. o ymonyaHuio: 2048, He pekoMeHayeTcs
MEHSTh)

WB-3P-LR6(config):/mac-learning# wifi-mac-learning-limit X (rne X — orpaHuyeHve uncna MAC-aZpecoB co
CTOPOHBbI Wi-Fi. BO3MOXHble 3HaueHust: 1-2048. Mo ymonyaHuto: 2048)

WB-3P-LR6(config):/mac-learning# eth-mac-learning-limit X (rge X — orpaHnyeHve uncna MAC-afpecoB co
CTOPOHbI Ethernet. Bo3MOXHbIe 3HaUYeHNs: 1-2048. o ymoyaHuio: 2048)

WB-3P-LR6(config):/mac-learning# drop-unknown-unicast-src true (Bk/1l0UeH e 3anpeTa nepegayn
Tpadmka oT yCTPOonCTB, MAC-agpeca KOTOpbIX Obl/IN HE N3y4YeHbl 13-3a NPEBbLILLIEHUS Kakoro-nmoo
orpaHunyeHns nsyveHHbix MAC-agpecoB. Inda oTkioyeHnsa seeuTte false)
WB-3P-LR6(config):/mac-learning# drop-unknown-unicast true (Bk/1l0ueHne 3anpeta nepegayvv tpaguka Ha
HeunsyyeHHble MAC-agpeca (TonbKo unicast). nsa oTkoveHusa seegute false)
WB-3P-LR6(config):/mac-learning# save (coxpaHeHVe HacTpoek)
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12.9 W3meHeHune pasmepa MTU Ha nHTepdhelicax

HacTpoiika BCTpeYHOro yCTpOoCTBa BbINO/HAETCS aHa10MM4YHO.

N3meHeHue pasmepa MTU Ha uHTepdeiicax

WB-3P-LR6
WB-3P-LR6

root):/# configure

config):/# interface

WB-3P-LR6(config):/interface# eth0

WB-3P-LR6(config):/interface/eth0# common

WB-3P-LR6(config):/interface/eth0/common# mtu X (rge X — pasvep MTU B 6aiiTax. Bo3aMOxHbIe 3Ha4eHns:
68-2000. o ymonyaHmio: 1500)

WB-3P-LR6(config):/interface/eth0/commont# save (coxpaHeHne HacTpoek)

—_ e~~~

© 3Hauenve MTU Ha uHTepdpeiicax br0, nas0 BbiCTaBNSETCS aBTOMATNYECKM, B COOTBETCTBUM CO
3HayeHnem Ha eth0. 3HaveHne MTU Ha nHTepderice wlan0 comkcrpoBaHHoe 1 pasHo 2000.

12.10 CucteMHble HACTPOIKK

12.10.1 O6HoBneHue MO ycTpoincTBa

OGHoBneHue MO Toukn goctyna no TFTP

WB-3P-LR6(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3sBaHue chaiina NO> (nprmvep:
firmware upload tftp 192.168.1.15 WB-3P-LR6-2.5.1_build_X.tar.gz)
WB-3P-LR6(root):/# firmware upgrade

O6HoBneHue MO Toukn goctyna no HTTP

WB-3P-LR6(root):/# firmware upload http <URL gnsa ckaunBaHus cpainna NO> (npumvep: firmware
upload https://eltex-co.ru/upload/iblock/c41/WB-3P-LR6-2.5.1_build_X.tar.gz)
WB-3P-LR6(root):/# firmware upgrade

MepekntovyeHue Ha pe3epBHYIO0 Bepcuio MO Toukn goctyna

WB-3P-LR6(root):/# firmware switch
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12.10.2 YnpaBneHue KoHUrypaumeii ycTpoicTea

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WB-3P-LR6(root):/# manage-config reset-to-default

C6poc KoHurypauyum yctpoiictea B AethoNTHOE COCTOSAHUE C COXpPaHEeHUeM napameTpoB goctyna

WB-3P-LR6(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiictBa Ha TFTP-cepBep

WB-3P-LR6(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npumep: manage-config
download tftp 192.168.1.15)

CkauaTb KOH(hpUrypaumoHHbIii haiin yctpoiictea Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. lJaHHasA komaHAa BbinonHsAeTcA Ha cepsepe/TK)

3arpy3ntb KOHhUrypauuoHHbIii haiin Ha ycTpoicTBO ¢ TFTP-cepBepa

WB-3P-LR6(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue aiina
KOHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WB-3P-LR6(root):/# manage-config apply (nprveHeHre KoHgurypaumm)

117



PykoBO/ACTBO No akcnyatauum WB-3P-LR6

12.10.3 KoOHTpOsib AOCTYNHOCTH

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvts OTCYTCTBUE CBSIBHOCTU U Nepesarpy3untb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npoucxoaut nepesanyck DHCP-kiveHTa Ha Tekywem WAN-uHTepdelice.

HacTpoliika ping watchdog

WB-3P-LR6(config):/ping-watchdog# enable true (true — Bk/It04EHNE KOHTPO/IS AOCTYNHOCTY. 10
ymosnuaHuio: false)

WB-3P-LR6(config):/ping-watchdog# host X.X.X.X (X.X.X.X — |IP-azpec, kyga 6yayT otnpasnasatscs ICMP-
3anpochl)

WB-3P-LR6(config):/ping-watchdog# ping-interval X (r1e X — Bpewms B cekyHaax, yepes kotopoe byaet
otnpasneH ICMP-3anpoc nocne nosnyyeHuns ICMP-oTBeTa Wiv NPUHATUA pPeLLeHNst O TOM, YTO NpeablayLLnii
ICMP-3anpoc okasasics HeygayuHbIM. Bo3MOXHble 3HavyeHus: 1-86400. Mo ymonyaHuio: 300)
WB-3P-LR6(config):/ping-watchdog# startup-delay X (r1e X — Bpemsi B cekyHaax nocsie B/IYeHns
YCTpPOWCTBa UNn npeablayLlero cpabarbiBaHus, B TeHEHNE KOTOPOro KOHTPO/Ib AOCTYMHOCTU He ByaeT
pa6oTaTtb. Bo3aMOXHble 3Ha4YeHus: 60-86400. o ymonyaHmio: 300)

WB-3P-LR6(config):/ping-watchdog# ping-timeout X (e X — Bpewms B cekyHax, B TE4eHVe KOTOPOro
oxuaaetcs ICMP-0TBET Ha OTnpaBeHHbI ICMP-3anpoc. Ecnn no nctevyeHnmn spemeHmn ICMP-0TBET He
nosy4eH, 1o ICMP-3anpoc cumMTaeTcs HeyaaduHbIM. Bo3MOXHble 3HavyeHus: 1-10. Mo ymonyaHuio: 1)
WB-3P-LR6(config):/ping-watchdog# max-retry X (ra1e X — mMakcvmasibHoe KOSIM4ecTBO HeyaauHblx ICMP-
3anpocoB. Ec/iv konnuecTBo Heyaa4vHbIX ICMP-3anpocoB fOCTUraeT yKa3aHHOIo Y1C/a, TO BbIMNOJTHAETCA
3aflaHHOoe aelicTBre. Bo3amMoXHble 3Ha4eHus: 1-86400. Mo ymonyaHuio: 3)
WB-3P-LR6(config):/ping-watchdog# action X (re X — feiictere. BoamoxHble 3HaveHus: device-restart —
nepesarpyska yCTpoicTBa — B C/lydae HeOCTYNHOCTU 3aZlaHHOr0 ping-cepBepa nponsonaet
nepesarpyska ycTpoiicTa,; ethernet-restart — nepesanyck ethernet uHTepdeica — B cnyuae
HeLOCTYMNHOCTY 3aZlaHHOIO0 ping-cepBepa nponsonaeT nepesanyck Ethernet-nHtepdeica

yCTpoiicTBa; wireless-restart — nepesanyck 6ecnpoBoAHOro MHTepgenca — B criydyae HeAoCTYNMHOCTU
3a,aHHOro ping-cepsepa Npon3onaeT nepesanyck 6ecnpoBOHONO MHTepdieica ycTponcTea)
WB-3P-LR6(config):/ping-watchdog# save (coxpaHeHne HacTpoek)

12.10.4 Mepesarpyska ycTpoiicTea
KomaHpa ans nepesarpysku yctpoiictea

WB-3P-LR6(root):/# reboot

KomaHga Ans OT/I0KEHHOIi nepe3arpysku ycTpolictBa

WB-3P-LR6(root):/# reboot delay X (rae X — Bpemsi B CeKyHAaxX, Yepe3 KOTopoe Npon3onaeT oT/1IOKeHHas
nepesarpyska ycTporcTea. Bo3MoxHble 3HauyeHnst: 0-86400)

KomaHga ans 3ansiaHMpoBaHHOI Nepesarpy3ku yCTpoiicTBa B Ha3Ha4YeHHOe BpeMst

WB-3P-LR6(root):/# reboot at hh:mm:ss (rg4e hh:mm:ss — Bpemsi, B KOTOpOe Npoun3oiaeT 3aniaHMpoBaHHas
nepesarpyska ycTpoiicTBa. BoaMoXHble 3HavyeHus:: hh:mm, hh:mm:ss)
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KomaHaa Ansi OoTMeHbl OT/IOKEHHOI nepe3arpysku yctpoiictea

WB-3P-LR6(root):/# reboot cancel

12.10.5 HacTpoiika pexuma ayTeHTudunKaumm

YCTPOICTBO MMEET 3aBO/ICKYH0 YUETHYI0 3anunck admin ¢ naponem password. YianuTb AaHHYH YYETHYH
3annch HemMb3s. I3MeHUTb Naposib MOXHO C MOMOLLBI0 YKa3aHHbIX HKE KOMaH.

N3meHeHue napons AnsA yyeTHo 3anucu admin

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# authentication

WB-3P-LR6(config):/authentication# admin-password <HoBbIi naponb Ans yyeTHow 3anucu admin> (071 1
[0 64 CUMBOJI0B, BK/1HOYasA NaTUHCKME BYKBbI U LINpbI)

WB-3P-LR6(config):/authentication# save (coxpaHeHVe HacTpoek)

MimeeTcs BO3MOXHOCTb cO34aTb AOMNOMHUTENbHbIX NO/Ib30BaTesNein 418 NOKa/IbHON ayTEHTUAINKALMN, a Takxke
ayteHTugukaumm yepes RADIUS.

© HosbiM nonb3oBaTeNAM AOMKHA GbITh HA3HAYEHA OfHA U3 ABYX POneii:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY YCTPOWCTBA;
viewer — nosib3oBaresib C Takol posbio ByaeT MMeTb AOCTYMN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.

CO3,C|,8.HI/I€ AOONMOSTHUTENBbHbIX nosb3oBaresieli BbINO/IHAETCS cnegyouimMmm KoMmaHaammn:

,U,OGaBI'IeHI/Ie HOBbIX Nosib3oBarenei

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# authentication

WB-3P-LR6(config):/authentication# user

WB-3P-LR6(config):/authentication/user# add userX (rae userX — 1M HOBOI YHETHOW 3anncu. 18 yaaneHns
ncnonb3yinte komaHay del)

WB-3P-LR6(config):/authentication/user# userX

WB-3P-LR6(config):/authentication/user/userX# login userX (rae userX — ¥Msi HOBOI YYETHOW 3anucu)
WB-3P-LR6(config):/authentication/user/userX# password <Maponb ANA y4yeTHo 3anucu userX> (0T 1 10
64 CMBOJIOB, BK/IHOYasi NaTUHCKMUE OYKBbI U LMPbI)

WB-3P-LR6(config):/authentication/user/userX# role admin (nosib30BaTesNto BblAaOTCA Npasa Ha
KOHhurypupoBaHne. Bo3MOXHOe 3HaUYeHNe: viewer — Y4ETHOW 3anncu 6yaeT AOCTYMNEH TO/bKO
MOHUTOPWHT)

WB-3P-LR6(config):/authentication/user/userX# save (CoxpaHeHne HacTpoeKk)
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WB-3P-LR6
WB-3P-LR6

root):/# configure

config):/# authentication

WB-3P-LR6(config):/authentication# radius

WB-3P-LR6(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WB-3P-LR6(config):/authentication/radius# auth-port X (rie X — nopt RADIUS-cepBepa, KOTopbIii
MCNOMb3YeTCA A18 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHuio: 1812)
WB-3P-LR6(config):/authentication/radius# auth-password secret (rge secret — kntou ana RADIUS-cepsepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WB-3P-LR6(config):/authentication/radius# exit

WB-3P-LR6(config):/authentication# radius-local-fallback true (Bk/itoueHve agTopusaLmm no No0KasibHon
y4yeTHol 3anicy admin npu oTcyTCTBUM coefmHeHns ¢ RADIUS-cepeepom. Ans oTknoveHus seegute false.
Mo ymonyaHwuto: false)

WB-3P-LR6(config):/authentication# radius-auth true (Bk/10ueHVe pexurmva ayTeHTudrkauum Yepes RADIUS-
cepsep. Ang otktoueHnsa seeauTe false. o ymonyaHuio: false)

WB-3P-LR6(config):/authentication# save (coxpaHeHVe HacTpPOeK)

—~ e~~~

© C Buiko4eHHbIM napameTpoM radius-local-fallback asTopusaums nponcxoauT Tonbko Yepes RADIUS-
cepsep. Mpu ero HeaOCTYMHOCTN UNN HEKOPPEKTHBIX AaHHbIX aBTOpM3aLms BbiNo/HEHA He ByaeT.
C BknoyeHHbIM napameTpoM radius-local-fallback, npu otcytcTBUM coeamHernsa ¢ RADIUS-cepepom,
aBTOpU3aLMst MOXET ObITb BbIMO/IHEHA MO /IOKa/IbHONM YYeTHOI 3anvcy admin. ABTopusaums yepes
ApYyrve NokasbHble YYETHbIE 3anncK BbINOSIHEHA HE ByAeT.

o [na ayteHTudonkauum yepes RADIUS-cepeep yyeTHbIe 3anucy ¢ COOTBETCTBYHOLLMMN PONSAMU
CO34al0TCA TO/IbKO Ha HEM.
YueTHbIM 3anMcsiM MOryT ObITb NPUCBOEHbI CeAyoLLe POsK:
admin — nosnb3oBaresb C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTypUpOoBaHUIO U
MOHUTOPWHIY YCTPOICTBE;
viewer — nosb3oBaresib C Takol posbio ByaeT MMeTb AOCTYMN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.
Ha RADIUS-cepBepe Ansi HaCTPOWKK poneil y4eTHbIX 3anncei ncnonbayetcs atpmnbyT Cisco-AVPair =
"shell:role=<role>" (rz1e <role> npuHyvaet 3HaueHnss admin vy viewer).

HacTpolika nepuopga 6e3geicTeus

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# authentication

WB-3P-LR6(config):/authentication# session-idle-timeout X (r21e X — Bpems 6e34eNCcTBNS Nob30BaTE s B
MUHYTax, MOC/ie KOTOPOro ceccusi aBToMaTn4eckun 3aBepLuaeTcs. Bo3amoxHble 3HaveHust: 0-10080. Ans
OTK/IOYEHUSA PYHKLMOHaNa ycTaHoBMTE 3HaveHune 0. Mo ymonyaHuio: 15)
WB-3P-LR6(config):/authentication# save (coxpaHeHve HacTpoek)
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HacTtpoiika Banupauum napons

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# authentication

WB-3P-LR6(config):/authentication# password-validation
WB-3P-LR6(config):/authentication/password-validation# enable true (rae X — Bk/toueHve Banvagaumm
napons. Ana otknoveHns seeaute false)

WB-3P-LR6(config):/authentication/password-validation# min-length X (rge X — MuH1MMasibHoe KonmyecTeo
CYMBO/I10B B Naposie. Bo3aMoxHble 3Ha4yeHust: 8-63. 115 OTK/I0UEeHNS (PyHKLMOHaNa ycTaHOBUTE
3HauyeHue 0. 1o ymo4aHuio: 0)

WB-3P-LR6(config):/authentication/password-validation# character-classes-count X (rge X — MyHUMasIbHOE
KOIMYECTBO K/1aCCOB CMMBOJ/I0B, KOTOPbIE A0/MKHbI ObITh MCMO/Ib30BaHbl B Naposie. Bo3MoXHble Knacchbl:
CTPOYHblEe BYKBbI, MPOMMCHbIE BYKBbI, LMJIPbI 1 CNeLasibHble CUMBO/Ibl. BO3MOXHbIE 3HAYEHMS: 1 —
MOXHO /110601 0AUH KNnacc, 2 — HyXHbI /1l06ble ABa KAacca, 3 — HY>XHbl NIH00ble TpU Knacca, 4 — Hy)XXHbl BCe
yeTblpe knacca. o ymonuaxuio: 1)

WB-3P-LR6(config):/authentication# save (coxpaHeHne HacTpoek)

HacTtpoiika orpaHMuYeHnsi BpeMeHU AelicTBUS Naposns

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# authentication

WB-3P-LR6(config):/authentication# password-lifetime X (r1e X — Bpems felicTBus napons nosns3osaresns B
CyTKax, Nocsie KOTOPOro Mo 3aBepLUEHMN ceccum NoTpedbyeTcs CMEeHNTb Naposib. Bo3MOXHble 3HavYeHus: 0-
365. N oTKNIOYeHUs yHKLMOHaNa ycTaHoBUTE 3HaveHue 0. Mo ymonyaHuio: 0)
WB-3P-LR6(config):/authentication# save (coxpaHeHve HacTpoek)

12.10.6 HacTtpoiika DCHP-snooping

KomaHgb! Ans HacTpoiiku DHCP-snooping

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# dhcp-snooping

WB-3P-LR6(config):/dhcp-snooping# enable true (sktoueHne DHCP-snooping. 15 OTKII04EeHNS

BBeauTe false)

WB-3P-LR6(config):/dhcp-snooping# vlan (HacTpoiika DHCP-snooping Ans1 TerMpoBaHHOro Tpaduka)
WB-3P-LR6(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — nms rpynnst VLAN, 4715 KOTOPOU
6ypet pabotatb DHCP-snooping)

WB-3P-LR6(config):/dhcp-snooping/vlan# vlan-group

WB-3P-LR6(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rne X — Homep VLAN, Y-Z — ananasoH VLAN,
KOTopble ByayT BXOAUTb B rpynny vlan-group 1 Ans Kotopbix 6yaeT pabotats DHCP-snooping. MNpumep
KOHourypaumm nepeyHs VLAN: vid '10;100-110")

WB-3P-LR6(config):/dhcp-snooping/vlan/vlan-group# exit

WB-3P-LR6(config):/dhcp-snooping/vlani# exit

WB-3P-LR6(config):/dhcp-snooping# untag true (Bk/1oueHie DHCP-snooping A1 HETErMPOBaHHOIo
Tpadomka. Ana otkaoyeHns seeaute false)

WB-3P-LR6(config):/dhcp-snooping# save (CoxpaHeHne HacTpoek)

© Mo ymonuaxnio foBEPEHHBIM NOPTOM CUMTaETCS TONbKO ethO.
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12.10.7 HacTpoiika gatbl  BpemMeHu

KomaHabl ANsi HACTPOIKA CUHXPOHU3ALUK BPpEMEHU C cepBepom NTP

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# date-time

WB-3P-LR6(config):/date-time# mode ntp (Bk/10ueHVe pexma paboTsl ¢ NTP. Bo3MOXHOe 3HaveHve:
manual — ycTaHOBKa BPEMEHW BPYUHYH))

WB-3P-LR6(config):/date-time# ntp

WB-3P-LR6(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoska NTP-cepsepa)
WB-3P-LR6(config):/date-time/ntp# alt-servers (ycTaHOBKa [0MNO/HUTENBHBIX NTP-cepBepoB)
WB-3P-LR6(config):/date-time/ntp/alt-serverst# add <lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHve pasaena KoHgurypaumm oononHntTenbHoro NTP-cepeepa. MakcumasibHoe
KonnyecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)

WB-3P-LR6(config):/date-time/ntp/alt-servers# exit

WB-3P-LR6(config):/date-time/ntp# exit

WB-3P-LR6(config):/date-time# common

WB-3P-LR6(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBka BpemMeHHO
30HbI)

WB-3P-LR6(config):/date-time/common# save (coxpaHeHne HacTpoek)

12.10.8 [ononHuTenbHble HACTPOKM CUCTEMBI

M3meHeHMe nMeHu ycTpoiicTBa

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# system

WB-3P-LR6(config):/system# hostname WB-3P-LR6_2 (re WB-3P-LR6_2 — HOBOE UMSA YCTPOMCTBA.
MapameTp MOXET cogepxartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lnpbl,
3HaK geduc «-» (aedmc He MOXET ObITb NOC/IeAHNM CUMBO/IOM B UMeHM). Mo ymonyaHuto: WB-3P-LR6)
WB-3P-LR6(config):/system# save (coxpaHeHve HacTpoek)

N3meHeHue reorpacmueckoro gomeHa

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# system

WB-3P-LR6(config):/system# ap-location ap.test.root (/e ap.test.root — goMeH y3/1a gepesa yCTporicTB
cucTeMbl ynpasneHus. Mo yMonvaHuio: root)

WB-3P-LR6(config):/system# save (coxpaHeHVie HacTpoekK)
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

N3meHeHune Radius NAS-ID

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# system

WB-3P-LR6(config):/system# nas-id Lenina_1.Novovsibirsk.root (r1e Lenina_1.Novovsibirsk.root —
naeHTndnKaTop AaHHOro ycTpoiicTea. MNapameTp npeaHasHadveH ans naeHTMdukaumm ycTpoicTea Ha
RADIUS-cepBepe, B criydae ecniv RADIUS oxunaaeT 3HaueHne, oTindHoe oT MAC-agpeca. Mo ymoiyaHuio:
MAC-azipec yCTpOCTBa)

WB-3P-LR6(config):/system# save (coxpaHeHVe HacTPoekK)

HacTpoliika LLDP

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# Wldp

WB-3P-LR6(config):/lldp# enabled true (Bk/itoueHne pyHkumoHana LLDP. ins oTkntoyeHns seeguTe false. Mo
yMosi4YaHuto: true)

WB-3P-LR6(config):/lldp# tx-interval X (rge X — nusameHeHve nepuoga otrnpasku LLDP-COO6LLEHNIA.
Bo3moXxHble 3Ha4eHus: 1-86400. Mo ymonyaHuto: 30)

WB-3P-LR6(config):/lldp# system-name WB-3P-LR6_reserv (rge WB-3P-LR6_reserv — HOBOE MMS YCTPOICTBA.
Mo ymonuaHuto: WB-3P-LR6)

WB-3P-LR6(config):/lldp# save (coxpaHeHVe HacTpoek)

HacTpoiika nHgukauumn

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# led-manager

WB-3P-LR6(config):/led-manager# enabled all (Bk/1t0ueHvie nHankaui. MoxeTt npuHimars 3HaqdeHns: all —
BCE VHAMKATOPbI BK/IHOYEHbI, none — BCE MHAMKATOPbI BbIK/HOYEHbI. 10 ymMonyaHuio: all)
WB-3P-LR6(config):/led-manager# enable-rssi-threshold-override true (Bi/1t0ueHne ynpasneHysi noporamu
RSSI vHavkartopos. 19 oTkntoveHus seegute false. o ymonyaHuio: false)
WB-3P-LR6(config):/led-manager# led1-threshold X (re X — MyHVMasIbHLIA YPOBEHL CUTHAIA OT BCTPEYHOrO
YCTPOWCTBa, MPX KOTOPOM BK/IOHaeTca nHamkaTop LED1. Bo3mMoXHbIe 3HaYeHus: -100-0. Mo ymonyaHuio:
-100)

WB-3P-LR6(config):/led-manager# led2-threshold X (re X — MyHVMasIbHBIA YPOBEHL CUTHAIA OT BCTPEYHOIO
YCTPOWCTBa, MpX KOTOPOM BK/IOHaeTCca nHamkaTop LED2. Bo3moXHbIe 3HauYeHus: -100-0. Mo ymonyaHuio:
-80)

WB-3P-LR6(config):/led-manager# led3-threshold X (re X — MyHVMasIbHLIA YPOBEHL CUTHAIA OT BCTPEYHOrO
YCTPOWCTBa, MpX KOTOPOM BK/IOHaeTca nHamkatop LED3. Bo3moXHble 3Ha4eHus: -100-0. Mo ymonyaHuio:
-70)

WB-3P-LR6(config):/led-manager# led4-threshold X (re X — MyHVMasIbHLIA YPOBEHL CUTHA1IA OT BCTPEYHOIO
YCTPOWCTBa, MpX KOTOPOM BK/IOHaeTca nHamkatop LED4. Bo3moXHbIe 3HauYeHus: -100-0. Mo ymonyaHuio:
-60)

WB-3P-LR6(config):/led-manager# save (coxpaHeHVe HacTpoek)
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12.117 MOHUTOPUHT

12.11.1 BecnposogHol kaHan/becnpoBofHble KITUEHTbI

12.11.1.1 Pexum ycmpolicmsa ap-ptp

PykoBogacTBo no akcnayatauuu WB-3P-LR6

BbIBOA, N0N1€3HOI MHhopMaL M O COCTOSIHUM 6ECNPOBOAHONO KaHasia co CTOPOHbI ToYkM AocTyna (AP):

WB-3P-LR6(root):/# monitoring wireless-peer

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac
ssid

ip-addr
hostname
rssi-al
rssi-a2

snr-al

snr-a2
noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2

link-quality-remote
memory-usage-remote

cpu-usage-remote
noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality-common

actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

(0]
ec:bl:e0:2d:al:00
wlan@

6

ASSOC AUTH_SUCCESS
5955

(0]

ptp-sta
WP44000027
WB-3P-LR6

2.5.1 build X
EC:B1:E0:2D:A1:00
WB-3P-LR6-test
192.168.1.15
WB-3P-LR6-STA

-60

-51

35

35

-95

-86

-60

-46

33

33

100

47

2.0

-93

-93

HE NSS2 MCS9 LGI 195

HE NSS2 MCS7 LGI 146.3

20M
20M
00:08:48
ax
90
92
5

0

0

4
83
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

BbIBOA KpaTKoW MHCbOpMaLMK O COCTOSIHUM GECNPOBOAHOIO KaHaia B rOpM30HTa/IbHOM BU/Ie CO CTOPOHb!
Touku goctyna (AP):

WB-3P-LR6(root):/# monitoring wireless-peer brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WB-3P-LR6-STA 192.168.1.15 -61/-51 -58/-46 HE NSS2 MCS8 LGI 175.5 00:14:46
ec:bl:e0:2d:al:00 34/34 34/34 HE NSS2 MCS9 LGI 195
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PykoBogacTBo no akcnayatauuu WB-3P-LR6
BbiBoA NoJIHOW I/IH(bOpMaLI,I/II/I 0 COCTOAHUN 6ecnp030,quro KaHaJla CO CTOPOHbI TOYKK OA0CTYyMNa (AP):

WB-3P-LR6(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan@

rfid -1

wid -1

band 6

distance 0

frequency 5955
serial-number WP44000027
eltex-board-type WB-3P-LR6

eltex-firmware-version
factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-sta
ssid | WB-3P-LR6-test
vlan-id | 900
ip-addr | 192.168.1.15
channel | 1
hostname | WB-3P-LR6-STA
dhcp-request-status | requested
eap-method | ©
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 67
rssi-al | -61
rssi-a2 | -52
rssi | -61
max-rssi-al | -54
max-rssi-a2 | -46
max-rssi | -46
snr-al | 35
snr-a2 | 35
snr | 35
noise-al | -96
noise-a2 | -87
noise | -87
rssi-remote-al | -60
rssi-remote-a2 | -46
rssi-remote | -60
snr-remote-al | 34
snr-remote-a2 | 34
snr-remote | 34
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 2.0
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | ©
utilization-remote | 13
tx-power-remote | 27
system-uptime-remote | 00:30:12
link-capacity-remote | 68
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noise-remote-al
noise-remote-a2
noise-remote
tx-rate
tx-rate-numeric
rx-rate
rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp
wireless-mode
perftest-capable
snr-rssi-capable
link-quality

link-quality-common

tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nss2-mcso
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

-93
-93
-93

HE NSS2 MCS10 LGI 219.4

219.4

HE NSS2 MCS9 LGI 195

195

20M

20M

20M
00:29:48
true

ax

true
true

none

O
(0]

Transmitted

100
147921
2202
145542
36
2379

0

0

0

Transmitted

106
119
994
841
142

Received

4176
19
2425
35
1751

Received

O O N DD NKEFEF O

PykoBogacTBo no akcnayatauuu WB-3P-LR6
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

12.11.1.2 Pexum ycmpolicmsa ap-pmp

BbIBOZ N0/1€3HOI MHGpOpMaLMK O COCTOSIHUM 6eCNPOBOAHbLIX KMeHToB (STA) co CTOpOoHbI Toukn goctyna (AP):

WB-3P-LR6(root):/# monitoring clients

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlano

band 6

state ASSOC AUTH_SUCCESS
frequency 5955

distance 0

fbwa-mode pmp-sta
serial-number WP44000027
eltex-board-type WB-3P-LR6

eltex-firmware-version

factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

ssid WB-3P-LR6-test
ip-addr 192.168.1.15
hostname WB-3P-LR6-STA
rssi-al -63

rssi-a2 -51

snr-al 32

snr-a2 32

noise-al -95

noise-a2 -83
rssi-remote-al -60
rssi-remote-a2 -46
snr-remote-al 34
snr-remote-a2 34
link-quality-remote 100
memory-usage-remote 47
cpu-usage-remote 1.0
noise-remote-al -93
noise-remote-a2 -93

tx-rate HE NSS2 MCS9 LGI 195
rx-rate HE NSS2 MCS9 LGI 195
tx-bw 20M

rx—bw 20M

uptime 00:08:48
wireless-mode ax

link-quality 97
link-quality-common 97

actual-tx-rate 3

actual-rx-rate 0

link-capacity 87
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PykoBogacTBo no akcnayatauuu WB-3P-LR6
BbiBoA nosiesHoik I/IHdJOpMaLI,I/II/I O COCTOAHNN 6eCI'IpOBOp,H0rO KIMEHTa (STA) CO CTOPOHbI TOHKM goCcTyna (AP)Z

WB-3P-LR6(root):/# monitoring clients station ec:b1:e0:2d:a1:00

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan@

band 6

state ASSOC AUTH_SUCCESS
frequency 5955

distance 0

fbwa-mode pmp-sta
serial-number WP44000027
eltex-board-type WB-3P-LR6

eltex-firmware-version

factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

ssid WB-3P-LR6-test
ip-addr 192.168.1.15
hostname WB-3P-LR6-STA
rssi-al -63

rssi-a2 -51

snr-al 32

snr-a2 32

noise-al -95

noise-a2 -83
rssi-remote-al -60
rssi-remote-a2 -46
snr-remote-al 34
snr-remote-a2 34
link-quality-remote 100
memory-usage-remote 47
cpu-usage-remote 1.0
noise-remote-al -93
noise-remote-a2 -93

tx-rate HE NSS2 MCS9 LGI 195
rx-rate HE NSS2 MCS9 LGI 195
tx-bw 20M

rx—bw 20M

uptime 00:08:48
wireless-mode ax

link-quality 97
link-quality-common 97

actual-tx-rate 3

actual-rx-rate 0

link-capacity 87
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

BbIBOA KpaTKoli MH(DOPMAaLMK O COCTOSIHMI 6ECNPOBOAHBIX KNMEHTOB (STA) B ropn3oHTa/IbHOM BUE CO
CTOPOHbI TOYKM gocTyna (AP):

WB-3P-LR6(root):/# monitoring clients brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WB-3P-LR6-STA 192.168.1.15 -64/-52 -62/-47 HE NSS2 MCS10 LGI 219.4 00:14:46
ec:bl:e0:2d:al:00 33/33 31/31 HE NSS2 MCS8 LGI 175.5

BbIBOZ KpaTKOl MH(hOPMAaLMK O COCTOSIHUM 6ecnpoBOAHOrO KnveHTa (STA) B ropn3oHTas/IbHOM BUZE CO
CTOPOHbI TOYKM gocTyna (AP):

WB-3P-LR6(root):/# monitoring clients station ec:b1:e0:2d:a1:00 brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WB-3P-LR6-STA 192.168.1.15 -64/-52 -62/-47 HE NSS2 MCS10 LGI 219.4 00:14:46
ec:bl:e0:2d:al:00 33/33 31/31 HE NSS2 MCS8 LGI 175.5
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PykoBogacTBo no akcnayatauuu WB-3P-LR6
BbiBoA NoJIHOW I/IH(bOpMaLI,I/II/I O COCTOAHUN 6eCI'IpOBO,quIX K/IMEHTOB (STA) CO CTOPOHbI TOYKM goCcTyna (AP):

WB-3P-LR6(root):/# monitoring clients detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan@

rfid -1

wid -1

band 6

distance 0

frequency 5955
serial-number WP44000027
eltex-board-type WB-3P-LR6

eltex-firmware-version

factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WB-3P-LR6-test
vlan-id | 900
ip-addr | 192.168.1.15
channel | 1
hostname | WB-3P-LR6-STA
dhcp-request-status | requested
eap-method | ©
rx-retry-count | 22
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 552
rssi-al | -63
rssi-a2 | -52
rssi | -63
max-rssi-al | -52
max-rssi-a2 | -48
max-rssi | -48
snr-al | 34
snr-a2 | 34
snr | 34
noise-al | -97
noise-a2 | -86
noise | -86
rssi-remote-al | -58
rssi-remote-a2 | -47
rssi-remote | -58
snr-remote-al | 35
snr-remote-a2 | 35
snr-remote | 35
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 1.0
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | 6
utilization-remote | 14
tx-power-remote | 27
system-uptime-remote | 00:35:04
link-capacity-remote | 77

132



noise-remote-al
noise-remote-a2
noise-remote
tx-rate
tx-rate-numeric
rx-rate
rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp
wireless-mode
perftest-capable
snr-rssi-capable
link-quality

link-quality-common

tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nss2-mcso
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

-93
-93
-93

HE NSS2 MCS10 LGI 219.4

219.4

HE NSS2 MCS10 LGI 219.4

219.4
20M

20M

20M
00:29:48
true

ax

true
true

97

OO0 VOO0 WwWwWoe oo

3 3 3 @
O O O w

none

©
~

Transmitted

100
1656801
25192
1637549
513
19252

0

0

0

Transmitted

461
2627
12725
7634
1744

Received
692
39314
180
16589
512
22725
(0]
(0]

Received

7

2

2

9

27

66

54

13

PykoBoacTBo no akcnnyatauum WB-3P-LR6
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |

134



PykoBogacTBo no akcnayatauuu WB-3P-LR6
BbiBoA NoJIHOW I/IH(bOpMaLI,I/II/I O COCTOAHUN 6ecr|pOBo,quro KIMeHTa (STA) CO CTOPOHbI TOHKM OOCTyna (AP)Z

WB-3P-LR6(root):/# monitoring clients station ec:b1:e0:2d:a1:00 detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan@

rfid -1

wid -1

band 6

distance 0

frequency 5955
serial-number WP44000027
eltex-board-type WB-3P-LR6

eltex-firmware-version

factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WB-3P-LR6-test
vlan-id | 900
ip-addr | 192.168.1.15
channel | 1
hostname | WB-3P-LR6-STA
dhcp-request-status | requested
eap-method | ©
rx-retry-count | 22
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 552
rssi-al | -63
rssi-a2 | -52
rssi | -63
max-rssi-al | -52
max-rssi-a2 | -48
max-rssi | -48
snr-al | 34
snr-a2 | 34
snr | 34
noise-al | -97
noise-a2 | -86
noise | -86
rssi-remote-al | -58
rssi-remote-a2 | -47
rssi-remote | -58
snr-remote-al | 35
snr-remote-a2 | 35
snr-remote | 35
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 1.0
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | 6
utilization-remote | 14
tx-power-remote | 27
system-uptime-remote | 00:35:04
link-capacity-remote | 77
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noise-remote-al
noise-remote-a2
noise-remote
tx-rate
tx-rate-numeric
rx-rate
rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp
wireless-mode
perftest-capable
snr-rssi-capable
link-quality

link-quality-common

tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nss2-mcso
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

-93
-93
-93

HE NSS2 MCS10 LGI 219.4

219.4

HE NSS2 MCS10 LGI 219.4

219.4
20M

20M

20M
00:29:48
true

ax

true
true

97

OO0 VOO0 WwWwWoe oo

3 3 3 @
O O O w

none

©
~

Transmitted

100
1656801
25192
1637549
513
19252

0

0

0

Transmitted

461
2627
12725
7634
1744

Received
692
39314
180
16589
512
22725
(0]
(0]

Received

7

2

2

9

27

66

54

13

PykoBoacTBo no akcnnyatauum WB-3P-LR6
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PykoBO/ACTBO No akcnyatauum WB-3P-LR6

| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

12.11.1.3 Pexum ycmpolicmsa sta

BbIBOA MHOPMALMM O COCTOSIHMM GECNPOBOAHOIO KaHasla Co CTOPOHbI KnneHTa (STA):

WB-3P-LR6(root):/# monitoring wireless-peer

index 0

hw-addr ec:bl:e0:2d:al:fo
interface wlano

band 6

state ASSOC STATION
frequency 5955

distance 0

fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WB-3P-LR6

2.5.1 build X
EC:B1:E0@:2D:Al:F0

eltex-firmware-version
factory-mac

ssid WB-3P-LR6-test
ip-addr 192.168.1.20
hostname WB-3P-LR6-AP
rssi-al -58

rssi-a2 -47

snr-al 35

snr-a2 35

noise-al -93

noise-a2 -82
rssi-remote-al -62
rssi-remote-a2 -51
snr-remote-al 34
snr-remote-a2 34
link-quality-remote 93
memory-usage-remote 49
cpu-usage-remote 1.0
noise-remote-al -93
noise-remote-a2 -93

tx-rate HE NSS2 MCS11 LGI 243.8
rx-rate HE NSS2 MCSO LGI 14.6
tx-bw 20M

rx-bw 20M

uptime 00:02:26
wireless-mode ax

link-quality 88
link-quality-common 94

actual-rx-pps 5

actual-tx-pps 2

actual-tx-rate 7

actual-rx-rate 11

link-capacity 83
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PykoBogacTBo no akcnayatauuu WB-3P-LR6

BbIBOZ KpaTKOli MH(DOPMALIMI O COCTOSIHMM 6ECMPOBOAHOIO KaHasla B TOPU30HTa/IbHOM BUAE CO CTOPOHbI
knneHTa (STA):

WB-3P-LR6(root):/# monitoring wireless-peer brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WB-3P-LR6-AP 192.168.1.20 -56/-47 -60/-54 HE NSS2 MCSO LGI 14.6 00:14:46
ec:bl:e0:2d:al:f0 36/36 35/35 HE NSS2 MCS10 LGI 219.4
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PykoBogacTBo no akcnayatauuu WB-3P-LR6
BbIBOA, NO/IHOM MHbopMaLMK O COCTOSIHM 6ECNPOBOAHONO KaHasia co CTOPOHbI KnneHTa (STA):

WB-3P-LR6(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e0:2d:al:fo
interface wlan@

rfid -1

wid -1

band 6

distance 0

frequency 5955

state ASSOC STATION
fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WB-3P-LR6

2.5.1 build X
EC:B1:E0:2D:A1:F0O

eltex-firmware-version
factory-mac

|

|

|

|

|

|

|

|

|

|

|

|

|

|
ssid | WB-3P-LR6-test
vlan-id | 900
ip-addr | 192.168.1.20
channel | 1
hostname | WB-3P-LR6-AP
rx-retry-count | 439
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 10
rssi-al | -59
rssi-a2 | -47
rssi | -59
max-rssi-al | -32
max-rssi-a2 | -28
max-rssi | -28
snr-al | 34
snr-a2 | 34
snr | 34
noise-al | -93
noise-a2 | -81
noise | -81
rssi-remote-al | -58
rssi-remote-a2 | -51
rssi-remote | -58
snr-remote-al | 35
snr-remote-a2 | 35
snr-remote | 35
link-quality-remote | o7
memory-usage-remote | 49
cpu-usage-remote | 1.0
tx-retry-ratio-remote | 16
rx-retry-ratio-remote | 100
utilization-remote | 14
tx-power-remote | 27
system-uptime-remote | 00:18:02
link-capacity-remote | 83
noise-remote-al | -93
noise-remote-a2 | -93
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noise-remote | -93

tx-rate | HE NSS2 MCS16 LGI 219.4
tx-rate-numeric | 219.4

rx-rate | HE NSS2 MCSO LGI 14.6

rx-rate-numeric | 14.6

rx-bw-all | 26M

tx-bw | 26M

rx-bw | 26M

uptime | 00:16:02

mfp | true

wireless-mode | ax

perftest-capable | true

snr-rssi-capable | true

link-quality | 71

link-quality-common | 95

tx-retry-ratio | ©

rx-retry-ratio | 11

actual-tx-rate | ©

actual-rx-rate | 7

shaped-rx-rate | 6

actual-tx-pps | ©

actual-rx-pps | 9

shaped-rx-pps | 9

link-capacity | 91

multicast-groups-count | ©

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

name | ©

Counter Transmitted Received

Total Packets: 222 21795

TX success: 100

Total Bytes: 8850 3749762

Data Packets: 93 12564

Data Bytes: 3773 1573822

Mgmt Packets: 129 9231

Mgmt Bytes: 5077 2175940
Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

nss2-mcso 0 | 0% 8687 |  69%
nss2-mcs4 0 | 0% 1 | 0%
nss2-mcs5 0 | 0% 1 | 0%
nss2-mcsé6 1 | 1% 3 | 0%
nss2-mcs7 13 | 13% 51 | 0%
nss2-mcs8 4 | 4% 277 | 2%
nss2-mcs9 | 8% 2047 |  16%
nss2-mcslo 37 | 39% 930 | 7%
nss2-mcsll 30 | 32% 567 | 4%

Multicast groups: none
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12.11.2 VHdopmauus 06 ycTpoiicTee

WB-3P-LR6(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

10:11:07 25.04.2025
00:06:33
WB-3P-LR6

2.5.1 build X
2.5.1 build X
2.5.1 build X

43

133

103

237

0.0

0.71

false

Eltex

CPE Station
WB-3P-LR6
WB-3P-LR6
EC:B1l:EOQ:XxX:XX:XX
EC:B1l:EOQ:XxX:XX:XX
WP5C000022

1vo

false

false

firmware update
false
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12.11.3 CeteBad nHgopmauus

WB-3P-LR6(root):/# monitoring wan-status

Common 1information:

interface | bro.1000

mac | ec:bl:e®:xx:xx:xx
vlan | 1000

rx-bytes | 667443
rx-packets | 7210

tx-bytes | 1903365
tx-packets | 1514
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

WB-3P-LR6(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 61196
rx-packets: 726
tx-bytes: 51382
tx-packets: 463

WB-3P-LR6(root):/# monitoring arp

# IP MAC
0 192.168.1.1 02:00:48: XX XX XX
1 192.168.1.151 2c:fd:ralixx:ixx:xx

WB-3P-LR6(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

143



WB-3P-LR6(root):/# monitoring ldp

System capability legend:

PykoBogacTBo no akcnayatauuu WB-3P-LR6

B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Device ID

50:eb:e3:xx:xx:xx

Port ID

gi 0/10

System Name

PC-16487

12.11.4 BecnpoBoaHble MHTEPIENCHI

WB-3P-LR6(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
auto-tx—-power
antenna-gain

eirp
connection-status
operation-mode
noise-h

noise-v

noise threshold (dBm)
noise ratio (%
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

wlan0

0

on

6 GHz
EC:B1:EQ:XxX:XX:XX
26 dBm

off

18 dBi

26 dBm

AP mode

ap-pmp

-93 dBm

-93 dBm

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55
96 2 0 1 1 0 0 0 0 0
7%

7%

0%

0%

2%

0%

0%

36

5995 MHz

20 MHz

ax

47

Capabilities

-1
0]

TTL
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12.11.5 >KypHan cobbITuit

WB-3P-LR6(root):/# monitoring events

Apr 25 10:21:07 WB-3P-LR6 daemon.info configd[171]: The AP running configuration was

updated successfully by admin

Apr 25 10:21:07 WB-3P-LR6 daemon.info configd[171]: The AP startup configuration was

updated successfully by admin

Apr 25 10:22:01 WB-3P-LR6 user.info monitord: start spectrum analyzer on interface 'wlan@'

Apr 25 10:22:57 WB-3P-LR6 user.info monitord: spectrum analyzer on 1interface 'wlan®'
finished

Apr 25 10:23:38 WB-3P-LR6 daemon.info scanwlan[1320]: start scan on 1interface 'wlan@'

Apr 25 10:26:36 WB-3P-LR6 daemon.info scanwlan[1320]: scan on 1interface 'wlan®' finished

Apr 25 10:28:44 WB-3P-LR6 daemon.info monitord[522]: event: 'STA associated' ip: 192.168.1.

20 mac: EC:B1:E0:2E:68:50 ssid: 'WB-3P-LR6' 1interface: wlan® channel: 1 rssi-1: -43 rssi-2:

-31 location: 'root' reason: 0 description: 'Success'

12.11.6 CkaHupoBaHue adgmpa

€@ Bo Bpems ocyllecTBAEHUS CKaHMPOBaHUS achnpa paavonHTepdelic ycTpoiicTa 6yAeT OTK/IIOUEH, UTO
NpVBEAET K HEBO3MOXHOCTM Nepeaayun AaHHbIX KIMEHTCKMM YCTPOCTBAM BO BPEMS CKAHPOBaHUSI.

WE-3P-LR6{root),/# meonitoring scan-wifi

S5ID Mode  Security BSSID Channel RSSI, dBm
AP owe 68:13:E2:8E:FF:AL 1 =37
AP owe E4:5A:D4:E2:C4:A8 5 -41
AP owe E@:D9:E3:52:B7:81 13 -44
AP wpa3-1x E4:5A:D4:E2:C4:A1 5 -42
AP wpa3 68:13:E2:83:4C:61 9 -42

12.11.7 CnekTpoaHasM3aTop

CnekTpoaHanu3aTop NpeaocTaBnseT MHOPMALIMIO O 3arpy>XeHHOCTM KaHasl0B. Bpemsi aHanm3a Bcex
paAvoKaHasI0B Ananas3oHa CoCTaBseT NPUMEPHO 1 MUHYTY.

€@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT KINEHTCKNX YCTPOINCTB. KaneHTckue ycTpoiicTaa
MOAK/IHYATCS CHOBA TO/IbKO TOrAa, Korga CnekTpoaHasm3arop 3aKOHYUT CBOK paboTy.
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B pesynbrate paboThbl CNekTpoaHanvM3aTopa B KOHCO/b 6yAeT BblAaHa MH(OPMaLMsi O 3arpy3ke Kakaoro
KaHana (B npoueHTax):

WB-3P-LR6(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 0%

5| e%

9| %
13| 0%
17| 0%
21| 0%
25| 0%
29| 0%
33] 0%
37| 1%
41 0%
45| 0%
49| 0%
53| 0%
57| 0%
61| 0%
65| 0%
69| 0%
73] 0%
77| 0%
81| 0%
85| 0%
89| 0%
93| 0%
97| 0%
101 0%
105 0%
109| 0%
113| 0%
117 0%
121 0%
125] 0%
129 0%
133] 0%
137 0%
141 0%
145 0%
149| 0%
153 0%
157 0%
161 0%
165 0%
169| 0%
173| 0%
177] 0%
181 0%
185 0%
189| 0%
193] 0%
197 0%
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201 |
205 |
209 |
213
217|
221
225
229
233

0%
0%
0%
0%
0%
0%
0%
0%
0%
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13 BcnomorartesnbHble YyTUINTbI

13.1 YT1unuta perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# perftest

WB-3P-LR6(config):/perftest# server-ip X.X.X.X (rge X.X.X.X — |P-agpec, KoTopbIi OyaeT HasHa4vyeH
NHTEepdecy BCTPEYHOro yCTPONCTBA Ha BPEMS BbINOSIHEHUSA TecTa. 1o ymonyaHuo: 192.0.4.1.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WB-3P-LR6(config):/perftest# client-ip X.X.X.X (rge X.X.X.X — |P-agpec, KoTopbIi OyaeT

Ha3HayeH UHTepgieincy yCTpoNCTBa, rae 3anyckaeTcsa yTunanTa, Ha BpeMs BbINosIHeHMA TecTa. 1o
ymMo/i4aHuto: 192.0.4.2. PekoMeHAyeTca HacTpamBaTb NOACETb, KOTOPas He UCMOJIb3YEeTCA Ha AeCTBYHOLLEN
cetn)

WB-3P-LR6(config):/perftest# netmask X.X.X.X (rae X.X.X.X — macka nofceTtu, KoTopas UCrosib3yTcs A1
TecTa. o ymonyaHuio: 255.255.255.0)

WB-3P-LR6(config):/perftest# vlan-id X (rge X — VLAN ID, ucrnonb3yemslii gn1a Tecta. 1o ymonyaHuto: 7.
PekomeHayeTcsa HacTpanBaTth VLAN ID, KOTOPbIV HE NUCMNO/b3YETCSA Ha AECTBYIOLLEN CETU)
WB-3P-LR6(config):/date-time/common# save (coxpaHeHne HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA;:

KomaHgb! Ans 3anycka perftest

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> downlink — 3anyckaeT NpoBepKy CKOPOCTU K BCTPEUHOMY
(Downlink)

perf-test station <MAC-agpec BCTpeUHOro ycT-sa > uplink — 3anyckaeT npoBepKy CKOPOCTM OT BCTPEYHOIO
ycTpoiicTea (Uplink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> bidirectional — 3anyckaeT NnpoBepKy CKOPOCTK B 06e
CTOPOHbI 0gHOBpPeMeHHO (Downlink + Uplink)

13.2 YTunuta ynpaefieHusi BCTPEUYHbIMI YCTPOicTBaMM

YTunuta manage-remote No3BosisieT BbINOHATL KOMaHAb! ¢ Toukn goctyna (AP) Ha kineHTe (STA).

© [aHHble koMaHabl MOTYT 6bITb BbIMOHEHbI NPY OTCYTCTBUM A0CTyna no IP-agpecy Ao knvenTa (STA).

13.2.1 Tlepe3arpy3ka

[nsi pexuma ycTpoiicTea ap-ptp:
KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpoiicTBa

WB-3P-LR6(root):/# manage-remote reboot
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[nsa pexvma ycTpolicTea ap-pmp:

KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpolicTBa

WB-3P-LR6(root):/# manage-remote reboot station XX:XX:XX:XX:XX:XX (rze XX XXX XXXX — MAC-agpec
YCTPOWCTBa, KOTOPOE ByAET Nepesarpy>XeHo)

13.2.2 CkaHupoBaHue achmpa

[nsi pexuma ycTpoiicTea ap-ptp:

KomaHga ans ckaHMpoBaHUA 3hmpa ¢ BCTPEYHOro yCTpoicTBa

WB-3P-LR6(root):/# manage-remote scan-wifi

NS pexuma ycTpoiicTea ap-pmp:

KomaHpa ans ckaHMpoBaHusA adhmpa ¢ BCTPEUHOTO YyCTPOMCTBa

WB-3P-LR6(root):/# manage-remote scan-wifi station XX:XX:XX:XX:XX:XX (rae XXX — MAC-
ajlpec ycTpPOWCTBa, Ha KOTOPOM ByAEeT BbINO/THEHO CKaHMpPOBaHue admpa)

13.2.3 CniekTpoaHasim3aTop

[nsa pexuma yctpolictsa ap-ptp:

KomaHaa Ansi BbINO/IHEHUA HA BCTPEUHOM YCTpoicTBe

WB-3P-LR6(root):/# manage-remote spectrum-analyzer

[ns pexuma ycTpoiicTea ap-pmp:

KomaHga Ans BbINO/IHEHUS Ha BCTPEUHOM yCTpoiicTBe

WB-3P-LR6(root):/# manage-remote spectrum-analyzer station XX:XX:XX:XX:XX:XX (rae XXX XX —
MAC-agpec yCTpolicTBa, Ha KOTOPOM OyAET BbINO/THEH aHa/IM3 CNekTpa)
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13.2.4 TlonyyeHve oTnagoyHon nHopmalmm

[nsa pexvma yctporictea ap-ptp:
KomaHgbl BbINO/IHEHUA 4151 BCTPEUHOIO YCTpoiicTBa

WB-3P-LR6(root):/# manage-remote upload-troubleshooting
WB-3P-LR6(root):/# manage-remote upload-troubleshooting-checksum

[nsi pexuma ycTpoiicTea ap-pmp:

KomaHgb! BbINOIHEHUS A/ BCTPEYHOrO YCTPoicTBa

WB-3P-LR6(root):/# manage-remote upload-troubleshooting station XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec yCTpOMCTBa, C KOTOPOro 6yaeT nojslydeHa oT/1aao4uHas nHopmawms)
WB-3P-LR6(root):/# manage-remote upload-troubleshooting-checksum station XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-afipec yCTpOMCTBa, C KOTOPOro 6yaeT noslydeHa oT/1aouHas nHopmawms)

© Komanga upload-troubleshooting-checksum npoBepsieT nosyyYeHHbIe AaHHbIE HA LeNOCTHOCTb.
Mcnonb3yeTcs gns 6onee HafexHol nepefayn gaHHbIX, HO MOXET NoTpeboBaTh 60/bLUE BPEMEHM.

© Tnlocne BbiNoAHEHNS KOMaHA B AMpekTopUn /tmp/troubleshooting/ GyayT co3aaHbl apxuBbl C
nony4YeHHbIMU AaHHbIMK, troubleshooting_remote.tar.gz v troubleshooting_remote_checksum.tar.gz
COOTBETCTBEHHO.

BbIrpy3ska (painos ¢ ycTpoincTsa:

€@ [aHHble koMaHAbl HEAOCTYMHbI A1 CO3aHHbIX NOMb30BaTenNel, JOCTyNHbI ToNbKo A5 admin.

CkauaTb apxuB c ycTpoiictBa Ha TFTP-cepBep

WB-3P-LR6(root):/# tftp -pl /tmp/troubleshooting/troubleshooting_remote.tar.gz -r
troubleshooting_remote.tar.gz <IP-agpec TFTP-cepBepa> (npumep: tftp -pl /tmp/troubleshooting/
troubleshooting_remote.tar.gz -r troubleshooting_remote.tar.gz 192.168.1.15)

WB-3P-LR6(root):/# tftp -pl /tmp/troubleshooting/troubleshooting_remote_checksum.tar.gz -r
troubleshooting_remote_checksum.tar.gz <IP-agpec TFTP-cepBepa> (npumvep: tftp -pl /tmp/
troubleshooting/troubleshooting_remote_checksum.tar.gz -r troubleshooting_remote_checksum.tar.gz
192.168.1.15)
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CkauyaTb apxuB c ycTpoiicTBa Ha cepBep/lNK uepe3 SCP

WB-3P-LR6(root):/# scp <Monb3oBaTenb>@<IP-agpec ycTpoiictBa>:/tmp/troubleshooting/
troubleshooting_remote.tar.gz troubleshooting_remote.tar.gz (npvmep: scp admin@192.168.1.15:/tmp/
troubleshooting/troubleshooting_remote.tar.gz troubleshooting_remote.tar.gz. laHHaa komaHga
BbINo/IHAETCA Ha cepBepe/lK)

WB-3P-LR6(root):/# scp <Monb3oBaTenb>@<IP-agpec ycTpoictBa>:/tmp/troubleshooting/
troubleshooting_remote_checksum.tar.gz troubleshooting_remote_checksum.tar.gz (npumep: scp
admin@192.168.1.15:/tmp/troubleshooting/troubleshooting_remote_checksum.tar.gz
troubleshooting_remote_checksum.tar.gz. JaHHaa komaHAa BbinosHAeTcA Ha cepeepe/lK)

13.3 YT1unuta traceroute

YTuUnmTa nokasblBaeT, Yepes Kakue y3sbl (MapLipyTM3aTopbl) NPOXOAMT NakeT, CKOIbKO BPEeMEHU 3aHUMaET
06paboTKa nakeTa Ha Kaxaom y3ne.

@ [annan yTunuTa HegoCTyNHa ANA CO3AaHHbIX NOMb30BaTenelt, 4ocTynHa Tobko An8 admin.

KomaHga 3anycka TpaccCupoBKu

WB-3P-LR6(root):/# traceroute <tecTupyemblii XocT>

13.4 YTtunutatcpdump

Ytnnuta tcpdump NO3BOJIAET 3aXBaTblBaTb MakeTbl HA yKa3aHHOM VIHT€pCbEI7]CE.

@ [anHas yTunuTa HegoCTyNHA ANA CO3AaHHbIX NOMb30BaTenelt, 4oCcTynHa Tonbko An8 admin.

MonyunTb Nogckasky no padoTe ¢ yTUAUTO MOXHO KOMaHAOM:

WB-3P-LR6(config):/# tcpdump --help

13.4.1 BkniouyeHne 3axBarta Tpadmka

Mo ymonuaHuio ytunmta tcpdump BeikntoueHa. Mepe Ucnonb3oBaHeM yHKLMOHaNa Heo6XoAMMOo
BbINO/HUTL KOMaHAY Ha BK4YeHve tcpdump. Mocne nepesarpysku yCTPoicTBa yHKLMOHAN aBTOMAaTUYECKM
BbIK/THOUAETCS.

BknroueHue tcpdump

WB-3P-LR6(config):/# tcpdump-enable

OTknroyeHue tcpdump

WB-3P-LR6(config):/# tcpdump-disable
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13.4.2 3axBart Tpadmka c akTUBHOIo MHTepderica

3axsat naketoB Ethernet-uHtepdelica.
WB-3P-LR6(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdpelica ¢ coxpaHeHnem B chaiin.

WB-3P-LR6(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

13.4.3 CHuddpep acpupa

Heo6xoayMo BK/OUNTL crelpasibHbIii MHTepgeiic, KOTopbIi yNaBnvMBaeT nakeTbl U3 admpa, Ha paboyem

KaHasie yCTpoiicTBa.

KomaHAabl

WB-3P-LR6(root):/# configure

WB-3P-LR6(config):/# interface

WB-3P-LR6(config):/interface# radio0

WB-3P-LR6(config):/interface/radioX# common

WB-3P-LR6(config):/interface/radioX/common# enabled true
3axsar naketoB adhupa Ha radio0-uHTepdelice.

WB-3P-LR6(root):/# tcpdump -i radio0

3axsart naketoB admpa Ha radio0-nHTepdpelice ¢ coxpaHeHnem B haiis.

WB-3P-LR6(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

13.4.4 Bbirpy3ka thaiina c ycTpoiictea Ha cepBep

JaHHas komaHga BbinonHAeTca Ha cepsepe/TTK.

@ [annas komaHaa HeOCTYNHA A1 CO3AaHHbIX NOMb30BaTeNei, 4oCTynHa ToMbko Ans admin.

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:tcpdump.pcap tcpdump.pcap (npumvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

13.5 Ytunurtaiperf

[JaHHas yTunmTa ucnosb3yertcs f/1si 3anycka noToka Tpadmka ¢ Of4HOro YCTpoicTBa Ha Apyroe.
OTnpaensiiowas CTopoHa Ha3biBAETCSH K/IMEHTOM, MPUMHUMAtOLLAst — CepBEepPOM.

€@ [anHas yTunuTa HegoCTYNHA ANA CO3MAHHbIX NOMb30BaTenelt, 4ocTynHa Tobko Ans admin.
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MonyunTb NoACKasKy No paboTe ¢ yTUINTON MOXHO KOMaHAOi:
WB-3P-LR6(root):/# iperf --help
Mpumep 3anycka NOToka Tpadmka ¢ YCTPOMCTBa Ha cepBep:
HacTpoliika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOpOHY cepBepa

WB-3P-LR6(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)

13.6 HKOcTtupoBka

Mopg, fOCTI/lpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTpOVICTBa B NMPOCTpaHCTBE ANA
noslyd4eHnsa MakCMMasibHOro curHasa.

WB-3P-LR6(root):/# antenna-align

ssid | WB-3P-LR6
channel | 1
frequency | 5955
rssi-h | -77
rssi-v | -71
rssi-remote-h | -47
rssi-remote-v | -47
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14 CnncoK nsmeHeHum

Bepcusa gokymeHTa Jarta
BbINycKa
Bepcua 1.3 03.2026
Bepcusa 1.2 12.2025
Bepcua 1.1 10.2025
Bepcua 1.0 09.2025

Bepcus nporpammHoro obecnevexns 2.5.1

PykoBogacTBo no akcnayatauuu WB-3P-LR6

CopepXaHue N3MEHEHNA

CuHxpoHusauus ¢ Bepcuein MO 2.5.1
[o6aBneHo:
13.2.4 Mony4yeHune oTnag0uHOol MHdhopmaLun

Mi3meHeHo:

10.6 MeH0 «bbICTpasi HacCTpolika»

10.7.7 NogmeHo «MHgopMaumsa o paguonHTepdeiice»
10.8 MeHto «Radio»

10.9 MeHio STA

10.10 MeHto AP

10.12.5 MoamMeHIo «AyTeHTUrKaLmsa»

12.2.2 Hactpolika npuoputeta 802.1p ansa VLAN ynpasnieHus
12.3.1 JlononHnTenbHble HacTpoliku Radio

12.10.5 HacTpoiika pexvma ayteHTudmkaumm

12.11 MOHUTOPWUHT

CuHxpoHusaums ¢ Bepcueii MO 2.4.4

Mi3meHeHo:

12.5.2 JononHutenbHble HACTPOIKK Ans Touku gocTtyna (AP)
12.5.4 JononHuTeNbHbIe HACTPOWKM Ans KveHTa (STA)

CuHxpoHu3auus ¢ sepcuein MO 2.4.1
[ob6asneHo:

10.4 TecToBbI pexum

10.12.3 MNMoameHto «kKOHTPO/Ib AOCTYMHOCTU»
10.12.5 MogMeHto «AyTeHTumKaumnsa»

12.10.3 KoHTpO/1b AOCTYNHOCTYU

12.10.5 HacTtpolika pexuma ayTeHTudmkaymm
13.4.1 BkntoueHune 3axsata Tpadmka

13.4.4 Bbirpy3ka thaiina ¢ ycTpoicTea Ha cepBep

i3meHeHo:
12.3.1 JononHuTenbHble HacTpoiiku Radio

MNepBas ny6nvkauus
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBa3n Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpysok: https://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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